RULES OF ELECTRONIC DOCUMENT INTERCHANGE
VIA THE “PSB ON-LINE” SYSTEM AT PJSC
PROMSVYAZBANK
(EDITION ADOPTED FOR USE AT PJSC
PROMSVYAZBANK, CYPRUS BRANCH)

TERMS AND DEFINITIONS
Bank - Public Joint-Stock Company Promsvyazbank, situated
at: 109052, Russia, Moscow city, Smirnovskaya Str., 10, Bldg. 22.

Electronic Signature Verification Key Certificate Holder
(the VKC ES Holder) - the Client or the Client’s Authorised
Person, in whose name an Electronic Signature Verification Key
Certificate has been issued by the Certifying Centre and who holds
a respective Key ES enabling creation of its individual non-
qualified electronic signature in Electronic Documents (signing the
Electronic Documents) using the ES Facilities and uniquely
associated to the ES Verification Key.

Bank Statement - an Electronic Document containing the
information about executed Transactions via the Client Account
(debiting/crediting of funds from / to the Account).

Remote Banking - a range of services rendered by the Bank to
the Client within the framework of the System used by the Client,
including an opportunity provided by the Bank for the Client to
issue Orders to the Bank for the purpose of performing financial
Transactions in the Client Account and provision of information
about the Client Account, as well as an interchange of Electronic
Documents that are not considered to be Electronic Payment
Documents, including those provided for by the legislation of the
Russian Federation.

Remote Banking Agreement (the Agreement) - an agreement
between the Client and the Bank entered into upon accession of the
Client to the terms and conditions of the Rules hereof.

Key of electronic signature (the ES Key) - a unique character
string known to an VKC ES Holder and assigned for creation of
the ES in Electronic Documents using the ES Facilities.

ES Key Compromise (Key Compromise) — an event defined
by VKC ES Holder and/or Client’s representative, who is not the
VKC ES Holder, acting on behalf of the Client in accordance to
the applicable law and/or Client’s constitutional documents, as
acquaintance with his/fher ES Key by an unauthorized person
(persons).

Events related to the Key Compromise include the following:
o theft, loss or suspected unauthorized copying of an ES Key;

o loss of key diskettes or other key carriers, including their
subsequent recovery;

o discharge of the Client’s Authorized Persons, who had
access to the key data;

o theft or loss of safe keys when key information carriers are
stored in a safe, including subsequent recovery of safe
keys;

e access of unauthorized persons to Key carrier or suspicion
of such access;

e other circumstances that either directly or indirectly
evidence any potential unauthorised access by third parties
to the ES Key.

Access Channel - a data channel, including the Internet, which
enables Clients to transmit to the Bank or receive from the Bank
independently any information via public telecommunication
channels.

ITPABUJIA OBMEHA 3JIEKTPOHHBIMU
JOKYMEHTAMM 110 CUCTEME «PSB ON-LINE» B ITAO
«IPOMCBSA3bBAHK»

(PEJAKIUA, ATAIITHPOBAHHAA Jl/IA IPUMEHEHHA
B ®H/TUAIE «IIPOMCBA3bBbAHK-KHIIPy)

TEPMUHBI U ONPEJEJEHUSA

baunk - [Ty6munoe aKIUOHEPHOE 00111eCTBO
«IIpomcBs3pbanky. Mecto Haxoxaenus: 109052, Poccus, r.
Mocksa, yn. CmupHoBckas, a.10, ctpoenue 22.

Baanenen Ceprudgukara KiIw04a NPOBEPKU IJIEKTPOHHOMH
noamucu (Baagenen CKII III) — dusudeckoe nuno — KiueHt
Wi HU3NIECKOe U0 Y OJHOMOUEHHOe uio KineHTa, Ha ums
KOTOPOTO Y IOCTOBEPSIOMINM IICHTpOoM BeIIaH CepTudukaT Kiroda
MPOBEPKH  DJICKTPOHHOM  IMOANMCH W  KOTOPOE  BJajeeT
cooTBercTBYomMM Kitogom D11, mMO3BONAIOMMM CO3aBATh CBOIO
HEKBATH()UIIIPOBAHHYIO AJIEKTPOHHYIO MOAIMICH B DIEKTPOHHBIX
JOKyMeHTax (MONMHMCHIBATE  DJEKTPOHHBIE JOKYMEHTHI) C
nomotsio Cpencts D11 u 01HO3HAYHO CBS3aHHBIM ¢ HUM Kirtogom
nposepku OI1.

Boinucka no Cuery — DIEKTPOHHBIN JOKYMEHT, COJIEPKaIIIHii
cBeneHnst 00 ocymectBieHHbIX Onepauusx mo Cuery Kimenra
(110 3a4KCIICHUIO/CIIMCAHUIO ICHEKHBIX CpeacTB co Cuera).

JducTtaHuMoHHOe 0OAHKOBCKOE OO0CJHYKHUBAHME — KOMIUIEKC
ycryT, mpenocTaBisieMblx bankom Kimenty B pamkax CHCTEMEI,
moJb30BaTeNieM  KoTopoil KimeHT —sBisercs, BKIFOYAIOMINAN
npenoctasieHne bankom Kimenty Bo3amoxHOCTH Tiepenadn banky
Iopydennii ¢ mempto TpoBeneHWs (QUHAHCOBHIX Omepanuii mo
Cuery Kimenra u mnpemocraBnerms wuHpopMmammu o Cdere
Knmenra, a Takke B3aUMHBIH OOMEH  DJICKTPOHHBIMHU
JIOKyMEHTaMH, HE SBISIIOIMIMMHCS DJIEKTPOHHBIMH IUIATEKHBIMU
JIOKyMEHTaMd B T.4.  TPEJyCMOTPEHHBIMH  BAJIIOTHBIM
3aKkoHoAaTenbCTBOM Poccuiickoit @enepanuu.

JloroBop AMCTAHIMOHHOIO OAHKOBCKOIO O00CIYKMBAHUSA
(doroBop) — norosop Mexay Knuentom u bankom, 3akimtodeHHBINR
nyTeM npucoeanHenus Kirenra k ycnoBusiM HacTosiux [IpaBui.

Kawu ssekrponnoii moanucu (Kmou III) — yHukanbHas
MOCJIE0BATEIBHOCTh CUMBOJIOB, U3BecTHas Bnanensiyy CKII OI1
W TIpeIHa3HAuYCHHAs I CO3JaHWs B DIIEKTPOHHBIX JOKYMEHTax
OII ¢ ucnonwszoBanuem Cpencts II1.

Komnpomeramusa Karoua 11 (Komnpomeranusi kjiouei) —
cobbiTe, onpenenennoe Bmamemsiiem  CKIT OIT  w/wim
npencraButeneM Kimenta, He spistomuMmcs Bragensiem CKIT
OIl u pelicTBytommM OT UMeHM KIMEHTa B COOTBETCTBHH C
MPUMEHUMBIM ~ [PaBOM  W/WIK  TPABOYCTAHABJIHMBAIOIIMMU
JoKyMeHTaMu KimeHTa, Kak 0O3HaKOMJICHHE HEYMOJIHOMOYEHHBIM
suroM (nunamu) ¢ ero Kimrouowm OI1.

K coOprtmsaM, cBs3anHbIM ¢ KoMmpomeraruei KITFOYei,
OTHOCSTCS:

® XWIICHHE, yTpara WA TIOJT03pEHIE Ha
HECaHKUMOHHpOBaHHOE konupoBanue Kiroua OIT;

® yTpara KIHYEBBIX TUCKET WIIW MHBIX HOCUTENEH KIo4a, B
TOM YHCJIE C TIOCIEAYIONINM 00OHAPYKCHHEM,

® YBOJIbHEHHE YTIOJTHOMOYEHHBIX Jul KimeHTta, nMeBIIUX
JIOCTYTI K KITFOU€BOW HHPOPMALINY;

e XWIICHWe, yTpara KIoYed oT ceiipa B MOMEHT
HaXOXXJCHUS B HEM HOCHUTEJICH KIIFOYCBOW MH(pOpPMAINH, B
TOM YHCJIE C TIOCTEAYIONUM O0HAPYKEHHEM;

® JIOCTYIT IOCTOPOHHUX JHIl K KIFo4eBOMy HOCHUTENIO JINOO
MOJI03PEHHE, UTO TAKOM JOCTYI UMEJ MECTO;

® HWHBIE  OOCTOATENBCTBA,  NPSAMO  WIH  KOCBEHHO
CBUJICTEITLCTBYIOIIHE o HaIMYUU BO3MO>KHOCTHU
HECaHKIIMOHUPOBAHHOTO JIOCTYyMa TPeThUX Jul K Kirouy
oIl

Kanax gocrynma — xaHan nepenadu HHQOPMAIIMH, B TOM YUCIIC
Wnteprer, obecrneunBaronii KimeHtaM BO3MOXHOCTB — TIO
TEJICKOMMYHUKAIIMOHHBIM ~ KaHaJaM  OOMIero  TOJb30BaHUS
caMoCTOsITeIbHO TiepenaBaTh B bank u momywyats u3 banka



Client - a legal person, including credit organization,
individual entrepreneur, a person, engaged in private practice, or a
natural person, who has entered into the Agreement with the Bank.

Document on opening a banking account — an appointment
of bankers or any other document processing of opening a banking
account with Promsvyazbank PJSC, Cyprus Branch.

Sender, Recipient - a participant of electronic cooperation by
the way of Electronic Document interchange (Bank or Client), who
sends Electronic Documents to the other Party’s address or
receives Electronic Documents from the other Party, respectively.

Verification Key of electronic signature (the ES
Verification Key) - a unique character string uniquely associated
to the ES Key and assigned for the Authentication of ES in
Electronic Document.

Client Account Transaction - a transaction for disposal of the
funds in the Client Account or provision of information about the
Client Account status and use (including the Account balance,
transactions in the Account as well as Bank Statements for the
Account) performed by the Bank pursuant to the Client’s Orders
transmitted in accordance with the Rules and not contravening
current legislation of the Republic of Cyprus.

Authentication of ES in Electronic Document - a procedure
providing positive result of a check by a respective ES Facility
using the Electronic Signature Verification Key Certificate of the
Electronic Document ES to verify whether it belongs to the VKC
ES Holder and whether any distortions are present in the
Electronic Document signed by such ES.

Order - instructions to the Bank transmitted via the Access
Channel by the Client using the System to execute one or several
Transactions in the Client Account.

Free-form Document - a free-form Electronic Document sent
by the Client as a separate document or as a covering letter to an
attached file. An attached file may represent any document,
including the Electronic Payment Document and/or the
Information and Reference Document, for which no template is
provided by the System to execute and transmit a document by the
Client to the Bank.

Free-form Bank Document - an Electronic Document sent by
the Bank to the Client as a separate document or as a covering
letter to an attached file. An attached file may constitute any
document forwarded according to the terms and conditions of
and/or the procedure for provision of banking services by the
Bank, settlement documents attached to the Bank Statement for the
Account, etc.,, or any other document provided for by other
contract/agreement between the Parties that enables the System-
based Electronic Document interchange.

Rules - the present Rules of Electronic Document Interchange
via the PSB On-Line System at Promsvyazbank PJSC, as approved
by the Bank adopted for the use at Promsvyazbank PJSC, Cyprus
Branch.

Electronic Signature Verification Key Certificate (VKC ES)
- a document in a hard copy form or an Electronic Document that
are issued by the Certifying Centre to an electronic document flow
participant and verified whether the Verification Key ES belongs
to the VKC ES Holder. VKC ES applies for Authentication of ES
in Electronic Document and identification of the VKC ES Holder
in the PSB On-Line System solely. Electronic Signature
Verification Key Certificate in the form of Electronic document

nndopmanuio.

KaneHT - ropupuueckoe MO, B TOM YHCIE KpPEAWTHAS
OpraHM3anys, WHIUBHIAYAJIbHBIH MNpeANpUHUMATENb, JIUIIO,
3aHUMAIOIIEECs] YACTHOH TPAKTUKOW, WX (HHU3MUECKOE JIHIIO,
3akitounBiiee ¢ bankom Jlorosop.

JloKyMeHT 00 OTKPHITHH 0AHKOBCKOI0 cYeTa — Ha3HAUYCHUE
0aHKMPOB WM WHOW JOKYMEHT, O(OPMILIIOMINN OTKPBITHE
OankoBckoro cuera B ®ummane «lIpomceazpoank-Kunpy» [TAO
«I[IpomcBsI3EOaHKY.

Ornpasuresb, Iloayyaresp — YYaCTHUK DIJIEKTPOHHOTO
B3aUMOJICHCTBUSL IyTeM OOMeHa JJEKTPOHHBIMH JOKYMEHTaMHU
(bank wmnu KnueHT), KOTOphIM OTHpaBiIseT B agpec ApYyroi
CropoHBl DNEKTPOHHBIM JOKYMEHT WM TOJNydaeT OT ApYyroi
CTopoHBI DIEKTPOHHBINH JOKYMEHT, COOTBETCTBEHHO.

Kuirou nposepku 3s1ekTpoHHoii moanucu (Kirou nposepku
JII) — yHuKanpHas MOCIEAOBATENFHOCTh CHMBOJIOB, OJHO3HAYHO
csagHast ¢ Kmowom DIl w  npemHasHaueHHas Ui
IMoarBepxnerns nommmHEOCTH D11 B DIEKTPOHHOM JOKYMEHTE.

Omnepanusi mo Cuery Kimenta — He mnpoTHBOpedamas
JefcTBYIOIEMy 3aKoOHOAaTenbecTBY PecnyOmmkn Kump omepartus
[0 PACHOPSDKEHUIO JIeHEeXKHBIMU cpencTBamu Ha Cuete Kiumenra
WIM 1O TMpeloCTaBIeHHI0O HMHPOPMAIMM O COCTOSHUHM U
ucnonb3oBanun Cuera Kimenta (B ToM uyHcie 00 ocraTkax
JICHEeKHBIX cpelncTB Ha CueTre, NPOBEICHHBIX OIEpaIUsIX IO
Cuery, a Taxke Brimucku mo Cuery), ucnonnsemas baHkom Ha
ocHoBaHuu [lopyuennii Kinenra, nepenaBaeMbIX B COOTBETCTBUU
¢ ycnoBusimu IIpaBwui.

Hoareepxnenne mnogauHHoctTu Il B DiekTpoHHOM
AOKYMeHTe — MpoLeaypa, HAroIasl MOJO0KUTEIbHBIH pe3ynbTar
npoBepku cootBeTcTBytomnM Cpenctsom DIl ¢ ncronb3oBaHreM
Ceprudukata KIOYa  HPOBEPKH  INEKTPOHHOH  IOANHUCH
npuHaiesxkHocTn DIl B DeKTpoHHOM JoOKyMeHTe Bianenbiy
CKII OIT u oTcyTCTBUSI UCKaXEHUH B DJIEKTPOHHOM JOKYMEHTE,
nojnucaHHoOM aaHHou OIT.

ITopy4yenne — pacnopsbxeHue Kimenra Ha coBepieHHe oJHOMN
i Heckonpkux Omepanmii mo Cuery Kimenra, nepemanHoe
Knnentom banky c wucnons3zoBanuem Cucremsl no Kanamy
JIOCTYyTA.

IIpou3BoJIbHBIH JAOKYMEHT — OJEKTPOHHBI JOKYMEHT
CBOOOIHOTO coJep)kaHMs, oOTHpaBisieMblid KimeHtom B Buue
CaMOCTOATENILHOTO JIOKYMEHTa JM0O0 B BHJIE COINPOBOIUTEIHHOTO
IIChbMa K BIIOXXEHHOMY (¢aiiny. BroxeHnHbIM (aitstoM MoXeT OBITh
mo00H JOKYMEHT, B TOM WYHCIE OJEKTPOHHBIH IDIaTE)KHBIN
JOKyMeHT u/uian MH(POpPMalMOHHO-CIIPAaBOYHBIA JJOKYMEHT, JUIs
koToporo B Cucteme He MPeayCMOTPEH MA0JIOH JJIs COCTaBICHUS
U epenadu fokyMmeHTa B bank Kinenrtowm.

IIpou3BoJbLHBIN 0AHKOBCKMII JOKYMEHT — OIEKTPOHHBIN
JIOKYMEHT,  ornpaBiaseMelii  bamkom  Knmenty B Buze
CaMOCTOSTENIFHOTO JTOKYMEHTa MO0 B BHJIE CONPOBOAUTEIEHOIO
IIChbMa K BIIOXKEHHOMY (¢aiiny. BroxeHnHbIM daitstoMm MoXxeT OBITh
mo00H  JIOKYMEHT, HalpaBlICeHHE KOTOPOTO IIPEAYCMOTPEHO
YCIOBUSIMA W/WIIM TIOPSAKOM OKa3aHUs baHKOM OaHKOBCKHX
YCIIYT, pacueTHbIE JOKYMEHTHI, SBILIONIMECS NPHIOXKEHHEM K
Bemmcke mno Cyery w®w  T.0.,, aHOO WHOH  JIOKYMEHT,
MIPEIYyCMOTPEHHBIH HWHBIM JI0OTOBOpOM / coriamieHneM CTOpOH,
MpeIyCMaTPUBAIOIUM BO3MOXKHOCTh OOMeHa DIEKTPOHHBIMH
JIOKYMEHTaMH C UCTIONIb30BaHHEM CHCTEMBI.

MpaBuiaa — wHacrosmue I[IpaBuna oOMeHa BJIEKTPOHHBIMU
JOKyMeHTamMu 1o  cucreme  «PSB On-Line»  TIAO
«IIpoMcBs3p0aHK», aganTUPOBAaHHBIE M INPUMEHEHHS B
Ounnane «IIpomcesspbank-Kunp» [TAO «IIpoMcBsi3b0aHK».

Ceprudukar kKJI104a NPOBEPKH ICKTPOHHOH IOANNCH
(CKII JII) - nokyMeHT Ha OyMaXHOM HOCHTEJe MM
ONEeKTPOHHBIA JOKYMEHT, KOTOPBIE BBIAAIOTCS Y IOCTOBEPSIOIINM
LEHTPOM YYacTHHKY 3JIEKTPOHHOIO JOKyMEHTOOOopoTa W
HOATBEPXKIAIOT — HpHUHAmIekHOCTs  Kimroua  mposepku Ol
Brnagenmery CKIT  OII. CKII 3l npuMmeHsroTes s
IonTrepxnenust noumHHAOCTH D11 B DIEKTPOHHOM AOKYMEHTE U
naentudukanun Bragensia CKIT D11 uckmountensao B Cucteme



which contains all necessary details and activation is used for
working in the System. To the extent specified by the Rules a copy
of the VKC ES creating in the form of Electronic document shall
be created in a hard copy form of the VKC ES additionally.
(Hereinafter a performance of the hard copy form of the VKC ES
means the performance of a copy of the VKC ES created in the ED
form).

PSB On-Line System or the System - a corporate information
system of remote banking which is a type of electronic document
management system and represents a complex of hardware and
software facilities and organizational arrangements for creation,
maintenance, transmitting and processing of Electronic Documents
via public telecommunications. The PSB On-Line System provides
the creation of an ES in an Electronic Document using the ES Key,
Authentication of ES in Electronic Document using the ES
Verification Key, creation of the ES Keys and the ES Verification
Keys. The owner and operator of the System is the Bank.

Information and Reference Document - an Electronic
Document that does not constitute an Electronic Payment
Document and that is forwarded by the Client either using the
System template or as an attachment to a Free-form Document.

ES Facilities - encryption (cryptographic) facilities used for
implementation of at least one of the following functions creation
of the ES, verification of the ES, creation of the ES Key and ES
Verification Key.

Parties - the Bank and the Client.

Client Account (the Account) - an account opened with the
Promsvyazbank PJSC, Cyprus Branch under a Document on
opening a banking account executed between the Parties .

Rates - the Bank’s charges (commissions) for transactions
performed within the framework of the Rules, as well as any other
cost values used by the Parties when using the System.

Certifying Centre (CC) - organizational-technical system
created and used by the Bank, which is procured a creation and
issuing of the VKC ES, as well as other functions stipulated by the
Federal Law of the Russian Federation "On electronic signature”.

The Bank is a Certifying Centre as a legal entity, acting
pursuant to the Order of realization of Certifying Center' functions
according to the conditions of electronic cooperation established
by the Remote Banking Agreement between the Parties.

Client’s Authorized Person - a natural person entitled to
manage funds in the Client Account, whose signature has been
entered into the Client-legal entity’s specimen signature card,
and/or who has any other powers as provided for by the Rules (to
convert into ED any hard-copy documents of the Client with a seal
affixed, to view ED, etc.), and in whose name a Signature Key
Certificate has been issued.

Electronic Document (the ED) - documented information
provided in an electronic form that is suitable for perception by an
individual using the electronic computers as well as for transfer
through data telecommunication network or processing in the
System.

1

PSB On-Line. Jlnst pabGotst B CucTeMe HCHOJIB3YIOTCS
CeprudukaTsl KIroya HNPOBEPKH 3JIEKTPOHHOW MOINMCH B BHUIE
OJEKTPOHHOTO IOKYMEHTA, KOTOPBII CONEPKUT BCE HEOOXOIMMBIE
PEKBH3HTBI W aKTHBHUPOBaH. B  cily4asx yCTaHOBJIECHHBIX
[Mpaswiamu monomautensHo k CKIT 3I1, cozmanHOMy B BHUIE
DNEeKTPOHHOTO TOKYMeHTa, co3naercs ero konus B Buge CKIT OI1
Ha OymaxsaoM Hocuteme. (Hdamee mo Tekcry IlpaBmn
npencraienue CKII DI Ha OymakHOM HOcHTede O3HA4yaeT
npenoctasienue konuu CKII 311, cozpannoro B Buae /).

Cucrema «PSB On-Line» mim Cucrema — KopriopaTHBHast
nHopManMoOHHas  cHCTEeMa JMCTAHIMOHHOIO  OaHKOBCKOTO
o0CITyKMBaHMsl, SIBISIFOIIASCS PA3HOBUIHOCTBIO DIIEKTPOHHBIX
CHCTEM JOKYMEHTO0000pOTa U MPEJCTaBIIONmas co00d KOMILIEKC
MPOTPaMMHO-TEXHUYECKHUX  CPEACTB W OPTraHM3alHOHHBIX
MEpOIIPUATHH I CO3JaHMs, 3allUThl, Mepeiadn U 00paboTkn
OJEKTPOHHBIX JOKYMEHTOB II0 TEICKOMMYHHKAIMSIM OOIIEro
nonb3oBanmst. Cucrema «PSB On-Line» obecneunBaer co3manue
OIl B DinekTpoHHOM IOKYMEHTE ¢ Hcroyb3oBanneM Komroua Ol
IMoareepxnerne nommHAOCTH DI B DIEKTpOHHOM IOKyMEHTE C
ucnons3oBanueM Kiroua nposepku 311, co3nanune Kiroueit D11 u
Knroueit nposepku OIl. Bnamensuem u Onepatopom Cucremsl
sBigeTcs baHk.

HNHpopMaHOHHO-CIPABOYHBINA JTOKYMEHT — DJIEKTPOHHBIN
JIOKYMEHT, HE  SABJIOMHUHCI  DJICKTPOHHBIM  ILIaTEXKHBIM
JIOKyMEHTOM, OTMpaBisieMblii KIIMEHTOM Kak C HCIIOJIB30BaHHUEM
mabnoHa CucTeMbl, TaK M B KadecTBE BIOXKEHHOro (Qaima K
[Tpon3BOITBLHOMY TOKYMEHTY.

CpencrBa DIl — wmmdpoBanpHBIe (KpUOTOTpadIUCSCKUE),
UCTIONb3YEMBbIE JJISI PEeaM3alMy XOTs Obl OJHOM M3 CIIEAYIOIINX
¢yakuuit cozmanme JI1, mpoBepka mommmHHOCTH OIl, cozmanme
Kiroua OIT u Kiroua nposepku OI1.

Croponbl — bank u Knuenr.

Cuer Kimenra (Cuer) — cuer, OTKpbITHIH B Puiamnane
«IIpomcBszpoank-Kump» I[TAO «[IpomcBsa3p0aHK» Ha OCHOBaHHU
3akiroyeHHoro Mexnay Croponamu JlokymeHTa 00 OTKpBITHH
6aHKOBCKOTO CYeTa.

Tapugsl — pazmepsl Bo3HarpaxaeHus (komuccuu) banka 3a
orieparyy, IpoBOJUMEIE B paMKax Hacrosmux IIpaBmi, a Takxe
WHbIE CTOMMOCTHBIE BEJIWYMHBI, IpUMeHseMble CTOpOHaMu MHpu
ucrosb30BaHNN CHCTEMBI.

VYnocroBepsiromuii  mentp (YL) — co3maHHas wu
ucronbp3yemMas baHKOM OpraHM3alMOHHO-TEXHUYECKasi CHUCTEMa,
ocymecTBILONas QyHKIMK mo co3manuio u Bergade CKII OII, a
Takke WHble (QYHKIUM, TnOpexycMoTpeHHble dDenepanbHBIM
3akoHOM Poccuiickoit denepannn «O06 31€KTPOHHON TTOATIHCH.

YIOCTOBEpAIONIMM LEHTPOM KaK IOPUIMYECKUM  JIUIIOM
spigercs bank, pelctByrommii Ha  ocHoBanuu Ilopsigka
peanuzanu  QYHKIHA Y JOCTOBEPSIONIETO meHTpa2 C yuYerom

YCIOBUH 3J€KTPOHHOIO B3aUMOJCHCTBUSA CropoH,
YCTaHOBICHHEIX JIOTOBOpOM AHMCTaHIIMOHHOTO OaHKOBCKOTO
o0cCITy>)KHBaHUSL.

Ynoanomouennoe tumo Kamenra — Qusmueckoe nwIo,

UMEIOIee IPAaBO  PACIOPSHKCHHS JICHS)KHBIMH  CPEIICTBAMH,
HaxomsmmMucs Ha Cuere KimeHTa, moamiuck KOTOpOTro BHECEHA B
KapTouKy ¢ oOpasmamu moanucei KimeHTa-ropuandeckoro Jimia,
W/WIA  UMeIoIlee HWHBIE IOJHOMOYHSA, MPEIyCMOTPEHHBIE
Hactosmumu [IpaBunamu (1o npeodpazoBanuio B D/ HJOKyMEHTOB
Knmenta Ha OyMaXHBIX HOCHTENSX, 3aBEPEHHBIX IEYaThIO,
npocmoTpy D[] m T.n.) U Ha UM KoToporo BeimaH Ceprudukar
KITF0Ya TOJIIHCH.

JnekTpoHHbI Jgo0kymMeHT (D) — JOKyMEHTHUpOBaHHas
nH(opManus npencTaBiIeHHas B AJIEKTPOHHOH (opme, TO ecTh B
BUJIE, NPUTOJHOM JIsi BOCHPHUATHS (PU3NYECKHM JIMIOM C
UCTIONB30BAaHUEM JJIEKTPOHHBIX BBIUUCIUTENIBHBIX MAIIWH, a
TaKxKe Juis nepeaaun 1o HMH)OPMAIIMOHHO-

! Reference: the document is placed in the public domain in the Bank's website: http://www.psbank.ru in the To Corporations /**Account Opening and Maintenance /

PSB On-Line part

2 CripaBOYHO: JOKYMEHT Pa3MEILAeTCs B OTKPHITOM JOCTYIIE Ha caiite Bamka: Www.psbank.ru B pasnene Kopnopauusm / Cuema / PSB On-Line.


http://www.psbank.ru/
http://www.psbank.ru/

Electronic signature - means data in electronic form which are
attached to or logically associated with other electronic data and
which serve as a method of authentication

Non-qualified Electronic signature (the ES) — a type of
enhanced electronic signature that:

1) received as a result of cryptographic data transformation
using the ES Key;

2) enables to identify the person who signed the ED;

3) reveals the fact of the changes in the ED after the date of its
signing;

4) created by using the electronic signature facilities.

Electronic Payment Document (the EPD) - an Electronic
Document containing the Client’s Order to perform a financial
Transaction in the Client Account prepared in the proper way by
the use of templates provided for by the System and transmitted by
the Client to the Bank electronically, signed (secured) by the
Electronic Signature of the Client or Client’s Authorised Person.
The Electronic Payment Document constitutes a basis for
execution of Transactions in the Client Account and deals between
the Parties. If no template is available or if the document (printing
form) layout has been modified, a Free-form Document shall be
used for payment document transmit.

B-program of the ES verification (B-program) - a software
module Arbiter-PKI v.2.0.0.1 based on data cryptographic
protection facilities "Krypto-ROM 3.2." (developed by JSC
"Signal-COM", INN 7714028893), which is used as a tool for
checking and proving the Authentication of ES in Electronic
Document.

USB Key - a hardware access device issued by the Bank and
constituting an additional personal means for access to the System
and identify the Client or Client’s Authorised Person, to whom a
Electronic Signature Verification Key Certificate has been issued
for work in the System.

Unless a contrary indication appears, capitalised terms used and
not defined herein shall have the respective meanings given to
them in the [Document on opening a banking account.

1. GENERAL PROVISIONS
1.1. The Rules establish the procedure for the System-
based Client service for the purpose of providing Remote Banking
services and define any resulting rights, obligations and liabilities
of the Parties.

1.2. The Rules constitute the Bank’s standard form for
all Clients of Promsvyazbank PJSC, Cyprus Branch and define the
provisions pursuant to which the Parties will adhere to.

1.3. The Agreement is entered into through the Client’s
accession to the Rules generally and is executed by the Bank’s
acceptance (registration of the Client in the System) of the Client’s
offer (Application of Accession to the Rules of Electronic
Document Interchange via the PSB On-Line System presented to
the Bank in a hard copy executed according to a form specified in
Appendix 11.1 hereto). Rights and obligations of the Parties under

TEJICKOMMYHHUKAIIMOHHBIM CETsIM Wi 00paboTku B Cucreme.
JJIeKTPOHHAsT MOAMUCHL — HWHPOPMAIUSA B DJIEKTPOHHON
dbopme, KoTOpas TIpUCOENWHEHA K Jpyroi wWHGOpMANUUA B
aeKTpoHHON (popme (ToamuceiBaeMolt WHGOOPMAIUN) U WHBIM
o0pa3oM cBs3aHa ¢ TaKoW MHQPOPMAIEH B KOTOpasi UCTIOIb3YeTCs
JUTS OTIPEICIICHHS JINIIA, TTOIIHICHIBAIOIIETO HH(OpManuio.
HexBanupuuupoBanHas 3jiekTponnasi moamuce () —
Pa3HOBHHOCTh YCHJICHHOH SJIEKTPOHHOM MOJIINCH, KOTOPAsi:
1) mnonyuyena B pe3yibraTe KpHITTOrpaduieckoro
npeoOpa3oBaHusl MH(GOpManuK ¢ ucIoiabp3oBanueM Kirtoua
OIl;

2) TO3BOJISIET OMPEACIHUTD JIHIO, moanucasuee D/1;

3) mo3BossieT OOHAPYKUTH (BaKT BHECECHHS M3MeHEHUI B D]
I0CJIe MOMEHTA €TO TOATHCAHS;

4) co3maeTcs C HCIOJB30BAHHEM CPEICTB  IJICKTPOHHON
TIOJTTHCH.

DJIEKTPOHHBI  muaTte:xkHbli  gokyment  (OII) -
DJNEeKTPOHHBIA AOKYMEHT, coxaepkamuii [lopyuenme Kmmenra o
copepmreHnu ¢uHaHcoBo Omepanmnn mo Cuery Komenra,
COCTaBJICHHBII HamjeXalmyM o00pa3oM C  HCIOJIb30BaHUEM
npeaycMoTpeHHbIXx  CucremMod  IIaOJMIOHOB ¥ HepeNaHHBIN
Kiuenrom bBanky B 9/NEKTPOHHOM  BHJE, IOJIMHMCAaHHBINA
(zamuineHHsli)  DNEeKTpoHHOW  moamuchio  KimeHnta  umm
VYnonHomoueHHoro mnuna KimeHta. DIeKTPOHHBIN IUIATEKHBIA
JIOKyMEHT SBISIETCSI OCHOBaHUEM sl coBepiueHust Omeparuii mo
Cuery Kuuenta, coBepuienust caenok mexnay Croponamu. B
cilydae OTCYTCTBHS IIaOJIOHAa WIM W3MECHEHHS BHJAa JOKYMEHTa
(mewatHO# hopMBI), AN TEpeAauM IUIATEXHOTO IOKyMEHTa
ucrosnb3yeTcs IIpon3BOIbHBIN TOKYMEHT.

JranonHasa mnporpamma npoBepku Il (JrajsonHas
nporpamma) - [Iporpammusiii moaynb Arbiter-PKI v.2.0.0.1 na
0a3e cpencTB  KpuUNTOrpadUuecKOW  3amuThl  WHGOPMAIMU
«Kpunto-KOM 3.2.» (pazpadotunk 3A0 «Curnan-KOM», UHH
7714028893),
MPOBEPKH M JOKa3bIBaHMA (haKTa MOATBEPKICHUS MOAIMHHOCTH

DI & 1.

HCIOJB3YIOUIUIICS B  KAauyeCcTBE UHCTPYMEHTA

USB-ku10u — anmapaTHoe YCTPOWCTBO JOCTYIIA, BBIIaBaEMOE

bankom wm ABJAOMICECS  OOIOJHUTCIBbHBIM  ICPCOHAJIBHBIM

CpPEeNCTBOM Ui JOCTyma U wuicHTUGHUKanmmu KimeHTa wWin
VYnonmromoueHHoro nuia Kinmenra B Cucreme, KOTOpOMY BBIIAaH
Ceptudukat KIr09a IPOBEPKH IEKTPOHHON MOIITUCH I PabOTHI
B Cucreme.

Ecnu nHOe He ompeneneHo, TEPMHHBI, yIOTpeOsieMble C
Oosbioli OyKBBI M HE OmpeseNeHHble B Hactosmmx IlpaBmiax
JIOJDKHBI HMMETh COOTBETCTBYIOIIME 3HAYCHUs, JaHHBIE MM B
JlokymeHTe 00 OTKpBITHN OaHKOBCKOTO CUETa.

1. OBIUHME MNOJOXKEHUS

1.1. Hacrosmue IlpaBuna ycTaHaBIMBarOT MOPSAOK
obcnyxkuBanusi KnueHToB ¢ ucnosip3oBaHueM CHUCTEMBI B IENSX
NPEIOCTaBICHNST yclIyr 1o J{MCTaHIMOHHOMY OaHKOBCKOMY
00CITy)KMBaHWIO ¥ OINpEICISIOT BO3HUKAIONIME B 3TOH CBS3M
npaBa, 00513aHHOCTH M OTBETCTBEHHOCTH CTOPOH.

1.2. [TpaBuna siBisirorest TUIIOBEIM (popmyisipom banka
it Bcex  KimenTtoB,  obGcmyxuBatommxcs B Duimane
«IIpomeBsizpbank-Kump» [TAO «IIpoMcBA3b0aHK», U OTIPEEISIOT
MOJIOXKEHHS JIOTOBOpa IPHUCOCTUHEHHUS, 3aKIII0YaeMOT0 MEXIy
bankom u Knuenrom.

1.3. 3akmrouenne JloroBopa OCYIIECTBIISACTCS IyTEM
npucoenunenus Kimenra k HacrosiuMm [IpaBuinam B 1enoMm u
MPOM3BOJUTCS MyTeM akuenta bankom (perucrpanuu Kiuenra B
Cucrteme) odeptsl Kmmenra (nomanxHoro B baHk 3asenenus o
npucoeounenuu k Ilpasunam obmena  InekmpoHHbIMU
ookymenmamu no Cucmeme «PSB On-Line» Ha OymaxHOM
HOCHTeNe, cocTaBleHHoro mno ¢opme ITpunoncenus 11.1 x



the Agreement shall appear from the moment of the execution of
the Agreement. The fact that the Agreement has been executed
shall be confirmed by the Bank’s note of acceptance made on the
Application of Accession to the Rules.

In the event that the Client and the Bank have already signed a
Remote Banking Agreement in accordance to the previous version
of the Rules the Client shall confirm its acceptance to the
implementation of electronic document management under the
terms of these Rules in accordance to the procedure referred to the
Clause 7 of these Rules.

1.4. The Bank, for the purpose of making the Client
aware of the terms and conditions of the Rules, shall make the
Rules available by publishing them according to the procedure
established in Section 8 hereof.

1.5. The System-based Remote Banking services shall
be provided to the Client according to the legislation of the
Republic of Cyprus and these Rules, until being amended by the
Bank. In the event of change of the legislation of the Republic of
Cyprus, the Rules, until being amended by the Bank, shall be
applicable to the extent that they do not contravene the
requirements of the legislation of the Republic of Cyprus. The
legislation on cross-border transfers of the Russian Federation shall
be applicable to the relationships between the Parties to the extent
not contravening the requirements of the legislation of the
Republic of Cyprus.

1.6. The Rules establish the following procedure for
cooperation between the Bank and the Client:

e The Bank shall grant the Client electronic access to its
Accounts for the purpose of performing transactions in
the Client Account or any other accounts opened with the
Bank in order to provide services to the Client (the list of
the accounts shall be defined by the Bank unilaterally) or
obtaining the Supplemental Information;

e The Bank shall perform Transactions in the Client
Account on the basis of received and accepted for
execution Orders. Such Orders shall be forwarded by the
Client to the Bank using the System and according to the
procedure established by the Rules;

e Transactions in the Client Account, opened with
Promsvyazbank PJSC, Cyprus Branch, shall be
performed by the Bank in accordance with current
legislation of the Republic of Cyprus, regulations of the
Central Bank of Cyprus, these Rules and terms and
conditions of the Document on opening a banking
account signed by the Client or his authorised
representative;

e Electronic Documents forwarded by the Client to the
Bank via the System shall be executed by the Client using
document templates presented in the System, and if no
such templates are available — in accordance with
applicable legislation of the Republic of Cyprus,
legislation of Russia on cross-border transfers, contracts
(agreements) providing for data interchange using the
System and these Rules, and shall be deemed equivalent
to a properly signed hard-copy of the document submitted
by the Client;

e Text message signed with the ES and forwarded to the
Bank by the Client as a Free-form Document shall be
deemed by the Parties as equivalent to a hard-copy
document executed under the signatures of the Client or
Client’s Authorized Persons. Any receipt of a message
signed with the ES with an attached file of a scan copy of
the document shall be deemed by the Parties as equivalent

HacrosimuM IlpaBunam). IlpaBa u oOs3anHOCTH CTOpPOH MO
HacTosimeMy JloroBopy BO3HHMKAlOT C MOMEHTa 3aKJIIOYEHHS
Joroopa. @aktr 3akmoueHus JloroBopa MOATBEpKIAACTCS
oTMeTKOW baHka o mpuHITHH, MpoCTaBiIsieMOr Ha 3asBICHUU O
npucoeuHeHNH K [IpaBumam.

B cnyuae, ecnu mexnay Knuenrom um baHkoM yxe 3akiroueH
JloroBop IUCTaHIIMOHHOTO OAaHKOBCKOTO OOCTY)KHBAaHUS B paMKax
npenumectyromei pegakiuu IlpaBun, KnueHT noareepikaaer
cornacue  (aKkmemT) Ha  OCYLIECTBICHHE  3JIEKTPOHHOIO
JIOKyMEHTO000pOTa Ha YCJIOBHSX HacTosimer penakuuu [Ipasun B
COOTBETCTBUHM C HOPSAKOM, TpPETyCMOTPEHHBIM pazoenom 7
IIpaBui.

1.4. bank c¢ mnempto o3HakomseHus Knmenta c
ycnoBusimu [paBun pasmemaer [IpaBuia myTem omyOiIMKOBaHUS
UX B MOPSIZIKE, IPELYCMOTPEHHOM pazoenom 8 Ilpasui.

1.5. JucraHimionHoe  OAHKOBCKOE  OOCITy)KUBaHHE
Kmmenta ¢ wucnome3oBanmeM CHCTEMBI TPOU3BOAWTCS B
COOTBETCTBHH C 3aKOHONATENbCTBOM PecrmyOmmku Kunp u
[MpaBunamu. B ciaydae n3meHeHus 3akoHoaTenbCcTBa PecyOniku
Kunp IlpaBmma, 1m0 MOMeHTa WX HW3MEHEHHMs baHKOM,
NPUMEHSIOTCS B 4YacTH, HE INPOTHBOpedalieil TpeOoBaHUIM

3akoHONarenbcTBa  PecnyOomuku  Kump.  3akoHopaTenbcTBO
Poccuiickoit  ®exepanuu O  TpaHCTPAHUYHBIX  IIEPEBOAAX
npuMeHsiercss K oTHomeHMsM ~CTOpoH B 4YacTH, HeE

MPOTHBOpEYAIEH 3aKkoHoAaTenbCTBY Pecryomukn Kump.

1.6. [IpaBmramu yCTaHaBIIUBACTCA
nopsAnok Bzaumoaericteusa banka u Knuenra:

e bank npenocraBisgeT KiHMeHTy 37I€KTpOHHBIM AOCTyH K
Cueram nns ocymectBiaeHuss Omepamuii mo Cuerty
Krnuenra, a Takke K APpYyrUM cueTaM, OTKPHITHIM B baHke
B CBs3M Cc oOciyknBaHueM KimeHra, nepeyeHb KOTOPBIX
omnpenensercss baHKOM B OJHOCTOPOHHEM IOPSAIKE, VIS
nonyyenus: CipaBouHON HHPOpMAIHK;

e bank ocymectBiuser Onepauuu no Cuery Kimenra Ha
OCHOBAHMU TONYYEHHBIX W MPUHATHIX K HCIIOJHEHHIO
Ilopyuennii. VYxazannele [lopydyeHus mnepenarorcs
Kinuentom banky c wucnonszoBanuem Cucremsl U B
nopsake, onpeneneHHoM IIpasunamu;

e Omnepauuu no Cuery Knuenra, otkpsiTomy B Dunumane
«IIpomcBa3pbank-Kump» ITAO «IIpoMcBsA3pOaHK
OCYIIECTBIAIOTCS  BaHKOM B COOTBETCTBHH  C
JEHCTBYIOIUM 3aKoHOAaTesNbcTBOM Pecmy6nuku Kump,
HOPMAaTUBHBIMU aKTaMu enTpansHOTrO banka
Pecriyosimkn  Kump, Hactosmumu  IlpaBumamu  u
ycmoBusMu  JlokymeHTa 00  OTKpBITMH  CYeTa,
noanucaHHoro KIilMeHToM WM €ero ynoJHOMOYEHHBIM
MIPEJCTaBUTEIIEM;

e DIEKTPOHHBIE JOKYMEHTHI, Hampasisiemble KianeHToM B
bank c¢ wucnone3oBaHueM CHCTEMBI, COCTABISIOTCS
Knuenrtom ¢ ucnons3oBaHuneM mmeromuxca B Cucreme
m1abJIOHOB  JIOKyMEHTOB, a TP OTCYTCTBHH TaKHX
mabJIoHOB — B COOTBETCTBUM  TpeOOBAHUAMHU
JIEeHCTBYIOMETO 3aKoHOnmaTensCcTBa PecmyOmukn Kump,
3aKOHOZATEIbCTBA Poccuiickoit Denepanuun 0
TPAHCTPAHWYHBIX MEPEBOJIAaX, JOTOBOPOB (COTIAIICHUIN),
MpeIyCMaTPUBAIOIINX BO3MOKHOCTB oOmeHa
nHpopmanmeir ¢  ucnonb3oBaHueM ~ CHCTEMBI |
Hactosmux [IpaBun W NpHU3HAIOTCA PABHO3ZHAUHBIMU
npeacTaBieHHOMY KUIMeHTOM JIOKyMEHTY Ha OyMasKHOM
HOCHTEIIE, OJNMCAaHHOMY HaJISKaIUM 00pa3oM;

e TexkcroBoe cooOmenne, noanucanHoe Jll, nocrynusiee
B bank ot Knuenra B Buzne IIpou3BosibHOrO JOKyMEHTa,
npu3HaeTcss CTOpOHAMH pPaBHO3HAYHBIM JOKYMEHTY Ha
OyMaXHOM  HOCHTENle, COICpKalmleMy  MOAMUCH(-H)
Knuenrta wim  YnonHomouenHbix Jnun  Kiuenra.
IMoctymnenne cooOmenus, mnoamucannoro OII, ¢
BJIOXKCHHBIM (DaliloM B BHJE OTCKAaHWPOBAHHON KOIHHU

CJIe Iy IOIIHH



to a properly signed hard copy of such document
submitted by the Client. Receipt of a message signed with
the ES with an attached text format file shall be deemed
by the Parties as equivalent to a respective hard-copy
document executed under the signature(s) of the Client or
Client’s Authorized Persons;

e the Bank shall notify the Client in electronic form
regarding the results of processing (including, the event
of insufficient funds in the Account, withdrawal, refund
(cancellation)) of the ED which contained the Client
Order and received by the Bank. This notification may be
made by forwarding to the Client a respective Free-form
Bank Document and/or assigning an appropriate status to
the Client’s ED in the System ;

e In the event that the Bank rejects the Client’s Electronic
Document, other than the Order, the Bank shall have the
right to return such document to the Client, including
submitted Free-form Documents, by forwarding to the
Client a respective Free-form Bank Document and/or
assigning an appropriate status to the Client’s Electronic
Documents in the System;

e Transactions concluded through Electronic documents
interchange, signed by Sending Party ES (VKC ES
Holder or Bank’s authorised employee), shall satisfy the
requirements for the transaction to be considered to be
made in writing as stipulated by the civil legislation of the
Russian Federation and the Republic of Cyprus. The
result of such transactions shall be considered as a
transaction completed with the physical presence of the
persons (mutual presence of individuals) who commit(s)
the transaction, and in certain cases (for example, creating
Bank’s templates in the System or in the cases established
by the Parties in other agreements) Electronic documents
signed by the Sending Party ES shall be considered as an
offer / acceptance of the Sending Party to conclude the
transaction (agreement) between the Bank and the Client.

e The Bank shall have the right to define independently an
additional list of accounts, in which transactions may be
limited only to providing the Client with information on
the status and use of the Client Account (including
information about the Account balance, any transactions
executed in the Account or Bank Statements for the
Account).

1.7. More detailed procedures and the manner in which
the Clients should use the System for the Remote Banking
purposes when the Rules provide for unilateral establishment of
such procedures and manner by the Bank, including the form,
content and way of delivering Orders to the Bank by the Client,
shall be published by the Bank according to the procedure
established in Section 8 hereof.

1.8. The Bank shall have the right to establish
unilaterally, taking into consideration the requirements of these
Rules, the procedure for appointing the Bank’s authorised
employees or authorised employees of Promsvyazbank PJSC,
Cyprus Branch to operate with the System, the procedure for
creating ES Keys, associated ES Verification Keys of the

JOKyMEHTa, COCTAaBJICHHOTO Ha OyMa)KHOM HOCHTEIE,
npusHaercss CropoHaMu mpencraBicHHeM KimeHTOM
HaJUIeXXalmuM  00pa3oM  MOANHMCAHHOTO  yKa3aHHOTO
JOKyMeHTa Ha OymaxkHoMm Hocutene. Ilocrymnenue
coobmienus1, noanucanHoro DI, ¢ BIOXKeHHBIM (aiioM B
TEKCTOBOM ¢dopmare MpU3HACTCA CropoHamu
pPaBHO3HAYHBIM JOKYMEHTY Ha OyMaXHOM HOCHTENE
COOTBETCTBYIOIIETO COJIepXKaHuUA, COJIEPKAIIETO
noamuck(-u) Kimenta win  YHOMTHOMOYCHHBIX —JIHII
Knuenra.

e B cnyyae nmpuema K HCIIOJNHEHUIO (B TOM 4YHCIE, NPU
HEJIOCTaTOYHOCTH JEHEeXHBIX cpeiactB Ha Cuere),
OT3bIBa, BO3Bpara (@HHYJIUPOBAaHHA) OJEKTPOHHOTO
JIOKyMeHTa, conepkauero Ilopyuenune Knuenta, bank
YBEIOMIISIET B 3JIEKTPOHHOM BHJe KireHTa o pe3ynbrare
BBINOJIHEHNUS JaHHBIX MPOLEAYpP IIyTeM HaIpaBICHHA
Kiuenty COOTBETCTBYIOIIETO [IpousBonsHOrO
0aHKOBCKOTO JIOKYMEHTa n/nnn TIPUCBOCHUS
OnekTpoHHBIM JokyMeHTaM Kimenrta B Cucreme
COOTBETCTBYIOIIETO CTaTyca;

e B ciyuae orkasza banka B mpueme K UCIIOJHEHHIO MHOTO
OnektpoHHoro nokymenta Kiwmenra, wem Ilopyuenue,
Bank BIpaBe BepHYTh yKa3aHHBIM HOKyMeHT Knwuenty,
BKJITOYasd NOPpEACTaBJICHHBIC HpOPBBOJ'H:-HLIe JOKYMCHTHI,
myTeM HampaBieHHs KUIMEHTY  COOTBETCTBYIOLIETO
[IponsBospHOTO ~ OGAHKOBCKOTO  JOKYMEHTa  W/HIH
MIPUCBOCHUS JIEKTPOHHBIM JOKyMeHTaM KimeHta B
CuctemMe COOTBETCTBYIOILETO CTATYCA;

e Crenkyn, 3aKIIOYCHHBIE IyTeM OOMeHa OJIEKTPOHHBIMHU

JIOKyMEHTaMH, HOIIMHACAHHBIMA oIl CropoHbI-
OtnpaBuresst (Bnanmensia CKII oIl 381071
YIOJHOMOYEHHOro paboTHHKa baHka), ynOBIETBOPSIOT
TpeOOBaHUSIM  COBEpPUICHHUS  CHCIKH B IPOCTOH
NUCBMEHHON QopMe B ciyyasx, OPEAyCMOTPEHHBIX
TPAXKIAHCKUM 3aKOHOJATEILCTBOM Poccuiickoii
Oeneparmn w1 PecnmyOrmkun Kump, w BiekyT
OpUINICCKUE MTOCTICICTBUS, aHaJIOTUYHBIC

TIOCIEACTBUSAM COBEPUICHUS CHENOK ¢  (pu3ndecKkum
MIPUCYTCTBHEM JHIA (B3aUMHOM IPHUCYTCTBUH JIHII),
coBepmarolero (-ux) CHENKY, a B YCTaHOBJICHHBIX
cirydasx (Hanpumep, npu co3naHny bankom 1ma0ioHOB B
Cucreme 100 B cllydasx, ycTaHOBIEeHHbIX CTOpOHaMH B

UHBIX  COTJIAIIEHHUSX)  OJEKTPOHHBIE  JIOKYMEHTHI,
nogmucanHele DI  CroponbI-OTHpaBUTENs, SBISIOTCS
odeproii/akuentom CroponbI-OTrpaBuTens Ut
3aKio4eHns Mexay banmkom u  KimentoM  cmenkm
(cornamenus);

e bank BIIpaBe CaMOCTOSTEIILHO OTIPEEIINTh
JIOTIOJTHUTENBHBI  [IepeueHbh  CUETOB,  COBEpLICHHE

orepanyii MO KOTOPHIM BO3MOXKHO JIMIIb B YacTH
npenocraBiieHnss KimeHTy uH(pOpManyum o COCTOSHUH |
ucrionp3oBaHMK cuyera Komenra (B ToM uymcne 00
OCTaTKax JEHEXHBIX CPEJICTB Ha CUeTe, NPOBEJCHHBIX
olepanusax Mo CYETy, a TaKKe MOJIY4EeHHE BBIIHCKH IO
CUeTy).

1.7. [Monpobueie IPOLEAYPBI u TIOPSIIOK
nucnons3oBanust Kmmentamm Cuctemsr g JIMCTaHIMOHHOTO
0aHKOBCKOTO OOCTy)XMBaHUS B clydasx, korga I[IpaBuia
NpeycMaTpuBalOT, 4YTO TakWe MPOLEAYpl M  HOPSJIOK
YCTaHaBIMBAIOTCS baHKOM B OJHOCTOPOHHEM IOpS/IKE, B TOM
yucie popma, cosepxanue u crocod nepenaun Knnenrom B bank
[Mopyuennii, myonukytoTcs bankom B mopske, IpeycMOTPEHHOM
paszoenom 8 Hactosmux [Ipasu.

1.8. bank BmpaBe B OJHOCTOPOHHEM IIOpSAKE H C
ydeToM TpeOoBaHnii HacTosmux [IpaBri ycTaHaBIMBATh HOPSIIOK
Ha3HAYEHU U JIOIYCKa YIIOJIHOMOYEHHBIX paboTHHKOB banka nim
Oumnana  «lIpomcepsssbank-Kunp» I[TAO «IIpomcBs3pOank» K
pabote B Cucteme, nopsinok coznanusi Kiroueir D11 u cBA3aHHBIX
¢ anmu Kiroueit mposepku D11 ykasanHeIx paboTHHKOB baHka, a



abovementioned Bank employees, and there use.

The ES Verification Key of the Bank’s authorised employee,
who concludes a transaction on behalf of the Bank, for operation in
the System is specified in the Electronic Signature Verification
Key Certificate issued by the CC in the Electronic document form,
which is certified by the CC and which a copy is kept on the PSB
On-Line System which the Client shall have access who is an ED
recipient(-s) for transaction conclusion purpose.

In order to register the Client or Client’s Authorized Persons,
who will be participating in the electronic document interchange
between the Bank and the Client, the Client, within the framework
of the Agreement, shall present to the Bank a hard copy of the
Application for Registration of Electronic Signature Verification
Key Certificate Holders specifying the Client by himself or each
Client’s Authorized Person, executed according to a form
contained in Appendix 11.2 hereto, and the Electronic Signature
Verification Key Certificate for each Client or Client’s Authorized
Person, executed according to a form contained in Appendix 11.3
hereto. The Certificate shall be received from the website
http://online.payment.ru. For the purpose of identification by the
Bank of the persons specified in such application, the Client shall
present concurrently with the application documents verifying the
identity of the mentioned persons (original or notarised copies),
and documents confirming the powers of such persons to use the
equivalent of their handwritten signatures on behalf of the Client
(originals or copies certified according to the procedure established
by the Bank and submitted concurrently with the originals for the
purpose of collation, if such documents were not submitted to the
Bank previously).

A Client shall, in order to protect ES Key of the Client or
Client's Authorized Person with “first signature’ or ‘second
signature’ System access level, use USB Keys provided by the
Bank. Use by the Client of USB Keys, including Password
Setting/Editing shall be performed according to requirements of
Client's USB Key Use Manual in Appendix 11.12 to these Rules.
In order to obtain USB Keys, the Client shall address the Bank
with an Application for Cryptography Hardware Devices (USB
Key(s)) made according to form of Appendix 11.10 to these Rules
and printed on paper. USB Keys issued to Clients remain the
Bank's ownership and are given to a Client according to Key
Acceptance Certificate (see Appendix 11.11 to these Rules). The
right of access to the PSB On-Line System is granted to the Client
by the Bank for a fee which is determined in accordance with the
Rates. If the Client USB Key(s) are returned in accordance with
clause 3.4.16 of the Rules the PSB On-Line System access fee paid
by the Client shall not be refundable.

2. ASSURANCES AND AFFIRMATIONS BY THE
PARTIES

2.1. The Parties acknowledge that the ED created with
the use of the System facilities and signed with the VKC ES
Holder’s ES or the ES of the Bank’s authorised employee,
respectively, shall have the equal legal force with hard-copy
documents properly executed under handwritten signatures of
authorized persons and assured by the seal of the Party forwarding
such Electronic Document.

2.2. The Parties acknowledge that the ES generated by
the Party in accordance with the present Rules shall be equivalent
to a handwritten signature made by the Party’s authorized persons
having the right to sign documents and/or the right to convert into
the ED the Client’s hard-copy documents confirmed by a seal.

TaKXKe UX MPUMCHCHHE.

Kittou nposepku OI1 ynomHomodeHHOTO padoTHuka banka mist
pabotel B Cucreme, 3akirodaroniero caenky co Croponsl banka,
ykazan B BeimanHoMm YII[ Ceprudukare Kiaroda TPOBEPKU
QNMEKTPOHHON TOANHCH B BHAE OJIEKTPOHHOTO JOKYMEHTa,
3aBepeHHass Y1l kxomms KoToporo Takke xpaHurcs B Cucreme
«PSB On-Line» ¢ gocrynom k Hemy KimeHTa(oB), KOTOpOMY(BIM)
HarmpasiieH D/] ¢ eIbio 3aKITIOYCHUS CICIKH.

Jns peructparyu  Knwenta wWid  YHOJTHOMOYCHHBIX  JIHIL
Knuenra, koTopele OyAyT yd4acTBOBaTh B  3JIEKTPOHHOM
JIOKyMeHTOOOOpoTe Mexay bankom u Kiuentom, B pamkax
JoroBopa Knuenrt npejcrapnser B bank Ha OyMa)KHOM HOCHTEJE
3aaenenue na pezucmpayuio Bnadenvuyee Cepmughuxamos
KJ1I04a npoéepKu 31eKmpoHHOI noonucu, ¢ yKa3aHHEM CaMOTo
Knnenra wmnmm  kaxmoro YmoiHOModeHHoro mauma KimeHra,
cocraBineHHoe 1o Qopme Ilpunoycenua 11.2 x HacToAIIM
[IpaBunam, u Cepmugpuxkam kKnwua npoeepKu 3I1eKMPOHHOU
noonucu nis kaxaoro Knvenra unu ero YnoJHoMOYEHHOTO JIMLA
mo ¢opme Ipunoxncenua 11.3 x wHactosmmMm [IpaBmiam.
CepTuukaT KIHOYa MPOBEPKU IJICKTPOHHON MOMMUCH JOJDKCH
ObITh  TONydeH Ha  caiite  http://online.payment.ru.  Jlns
UACHTU(QUKAIIMKA BaHKOM JTUIl, YKa3aHHBIX B JAaHHOM 3asBJICHUH,
KJII/ICHTOM TAaK)KE€ OJHOBPEMCECHHO C 3asABJICHUEM JOJIKHBI 6I)ITI)

MpEACTaBJICHBL JOKYMCHTHI, YAOCTOBEPAIOLINEC JJMYHOCTHU
YKa3aHHbBIX JIMI] (OpI/II‘I/IHaJ'ILI WJIN HOTAapHUaJIbHO 3aBCPCHHBIC
KOHI/II/I), u JAOKYMCHTHI, MOATBCPIKAAIOIIHNC IIOJTHOMOYMA

yYKa3aHHBIX JIMII HA WCIIOJIE30BAaHHE aHAJIIOTOB COOCTBEHHOPYYHOM
moanucd  (dMEKTPOHHOW  moxmucu) oT uMeHn Kimerra
(opurHHATBI WM 3aBEpPEHHBIC B YCTAaHOBICHHOM baHkoM mopsnke
KOIIMH C MPEJOCTaBICHUEM OPHUTHHAIOB Ui CBEPKH, SCIIH paHee
JIaHHBIE TOKYMEHTHI B baHK He MMpecTaBIIsIINCh).

Knuent o6s3an B nensx coxpanenus Kimoua OI1 Knuenra unu
YnomHomoueHHoro Jmna KiwenTa, oOnagaromero ypoBHEM
nocryna B CucremMy «repBasi MOJIUCHY WIN «BTOpasi HOAIUCHY,
WCII0JIb30BaTh MpeAOoCTaBIIsIEMbIE bankom USB-kroumu.
Ucnonr3zoBanne Kmmentom USB-kmoya, B TOM  YHCIIE
¢dopmupoBaHHe / W3MEHEHHE Mapoiisi, OCYHIECTBIACTCA B
cooTBeTcTBUH ¢ TpeOoBaHusMEU Ilamamku Knuenmy o nopsaoke
axcnayamayuu USB-knrouen, ssusromeiics Ilpunoscenuem
11.12 x nacrosmuM [lpaBumam. s momyuenms USB-kmroueit
Knment npeacrasisier B bank Ha OymMakxHOM HOCHUTENe 3asn61eHue
0 evldaue ycmpoiicmeé annapamuoii kpunmozpaguu (USB-
Kkoua (knoueit)), cocrapiennoe mo Gopme Hpunoxncenusn 11.10
k HactostuM IIpaBunam. Beimanasie Kimuentam USB-kimoun
SIBIISIIOTCST COOCTBEHHOCThIO baHka m mepenatorcst Knmenty mo
Axty npuema-niepenauu (cMm. Ilpunosrcenue 11.11 x HacTosmum
IMpasunam). IlpaBo jgoctyma B cuctemy «PSB  On-Line»
npenoctasisiercs bankom Kimenrty 3a 1oiaty, pasmep KoTopoin
ompenensercss B coorBeTcTBuH ¢ Tapudamu. Ilpum BosBparte
Knmenrom USB-kimoua(- eif) B cooTBETCTBUU C nynkmom 3.4.16
[IpaBun BHeceHHas KimeHTOM TiaTa 3a mpeoCTaBlICHHUE TOCTYTIA
B cuctemy «PSB On-Line» baHkoMm He BO3BpaIaercs.

2. 3BABEPEHUMS U TOATBEPKJIEHUSA CTOPOH

2.1. CropoHBl Tpu3HAIOT, 49TO0 O], co3maHHBIE C
ucnoiib3oBaHueM cpenactB  Cuctembpl W moamucaHHble Ol
Bnamensna CKII 3I1 wimm DIl ynoixHOMOYeHHOTO paboTHHKA
baHKka COOTBETCTBEHHO, SIBJSIFOTCS JOKYMEHTAMH, HMMEHOIUMHU
pPaBHYI0O IOpHIMYECKYI0 CWIIy C  HaJule)XaluMm  o0pa3oM
OpOpPMIICHHBIMH ~ JTOKYMEHTaMH Ha OyMaXKHBIX HOCHTEIIAX,
MOZNNCAHHBIMA COOCTBCHHOPYYHBIMU IO IITHCSIMU
VIOJTHOMOYCHHBIX JIUI[ W 3aBEPCHHBIMU TieyaTbio CTOPOHBI-
OTnpaBuTesst JIEKTPOHHOTO JIOKYMEHTA.

2.2, Croponsl npu3HatoT, 4to OII, chopmupoBanHas
CTOpOHOi1 B COOTBETCTBHH C HACTOSIIMMU [IpaBunamu, siBisieTcs
aHaJOroM COOCTBEHHOPYYHOH MOJMKCH YIIOJHOMOYEHHBIX JIHI
CTOpOHBI, UMEIOIINX NPABO ITOAMKCH IOKYMEHTOB M/WIIM MPaBO Ha
npeoOpazoBanne B JJ] nokymentoB KnmeHta Ha OyMa)XHBIX



2.3. The Parties acknowledge that the ED shall be
deemed as signed with the ES only by the VKC ES Holder’s ES or
the ES of the Bank’s authorized employee, respectively, and that
any amendments made in the ED after it has been signed with the
ES shall produce a negative result of the ES check.

24. The Parties acknowledge that any forgery of the
ES of the Parties’ authorised representatives, i.e. creation of an ES
of ED on behalf of the Party, is impossible without having
knowledge of the ES Keys of the Parties’ respective ES.

2.5. The Parties agree that verification by the ES
Verification Key of the ES correctness during the transmission of
the Electronic Document enables authentication of such Electronic
Document as being provided by the Party to the Agreement, with
the ES of such Party’s authorised person associated to the ED.

2.6. For the purpose of generating ES Verification
Keys and ES Keys, ED signing and ES verification, the Parties
shall use data cryptographic security facilities recommended by the
Bank (encryption/cryptographic Java facilities with the RSA
algorithm) and shall recognize them as being sufficient for the
Authentication of ES in Electronic Document and protection of
Electronic Documents against distortions after the date of signing.

In the event of creation of the ES using the respective ES
Facilities and System program facilities by the Client or by the
Bank, as specified by the clause 1.8 herein, all mandatory
provisions relating to the ES facilities stipulated by the legislation
shall be performed including but not limited to:

e providing to the person, who signs the ED, the contents of the
information that was signed,;

e creation of the ES only after the confirmation of the operation
of the creation of the ES by the person signing the ED;

e providing to the person who signed the ED the information
that ES is created.

In these cases verification of the ES is executed in the System
by ES Facilities automatically.

In other cases of signing of the ED by the Bank the ES
Facilities are used to generate and verify the ES automatically.

2.7. The Parties acknowledge that the VKC ES
Holder’s ES Verification Key or Bank’s authorised employee
specified in a respective Electronic Signature Verification Key
Certificate shall belong to the Party’s authorised person.

2.8. Each Party shall be held responsible for
safekeeping of its ES Keys and for any actions of its authorised
persons during the ED interchange.

2.9. The Parties recognize the Moscow city local time
as the common time scale when operating the System. The check
time shall be the time of the Bank’s hardware system clocks. The
exclusions are applied in the Promsvyazbank PJSC, Cyprus
Branch, where the other time scale can be admitted in accordance
with the User Manual, allocated on the System web site
http://online.payment.ru.

2.10. The Parties acknowledge that any Electronic
Documents containing the VKC ES Holder’s ES or the ES of the
Bank’s authorized employee, respectively, and created in the
System electronically, shall constitute written evidence when
settling any disputes in accordance with Section 5 hereof. Those
ED that do not contain correct ES, shall not constitute evidence
when settling any disputes.

2.11. The Parties acknowledge that in case of settling

HOCUTENISAX, 3aBEPEHHBIX [1€YATHIO.

2.3. Croponsl  mpusHaiT, uro D)  cuuTaercs
noanmucanubiM Ol mpw Hanmuuu B HeM KoppekTtHoi DI
Brnagenmsia CKIT OIT wmimu DIl ymomHOMOYEHHOTO pabOTHHKA
Banka COOTBETCTBEHHO, M UTO BHECEHHE M3MeHeHHUi B DJI mocie
ero moamnucanust DIl maer oTpuUIAaTeNBHBIN PE3yNbTAT MPOBEPKU
OIl.

24. CropoHel  mpu3HawT, 4ro mnoagenka Ol
YIOJIHOMOYEHHBIX npeacraButeneil CTOpPOH, TO €CTb CO3JaHHe
koppektHoit 11 D/1 ot nmenn CTOpoH, HEBO3MOXKHA 0€3 3HAHMS
Kiroueit anexTponHoii nognucu coorsercTByronux 11 CTopoH.

2.5. CTOpOHBI ~ COTJAaCHBL, 4YTO  IOATBEPXKACHUE
Kmrouom mpoBepku OIl  koppextHoctn OIl npu mnepenaue
OJEeKTPOHHOTO JOKYMEHTa IO03BOJSIET JHOCTOBEPHO YCTAHOBHUTb,
4YTO DIIEKTPOHHBIN TOKYMEHT ucxoauT oT CtopoHsl o Jlorosopy,
OIl ynoaHOMOYEHHOTO JIMIa KOTOpOoil cBsizaHa ¢ D]l m sABmsercs
MOJJTHHHBIM.

2.6. Jns coszmanus Kiroueit OI1 n Kirouelt mpoBepku
OIl, mommucanuss D/ m mpoBepkn OI1 CTOpOHBI HCHONB3YIOT
cpencTaa KpHITTOTpaduuecKoit 3alIUTH nHpopmanuy,
PEKOMEHI0BaHHbIE Bankom (xpunrorpaduyeckue/
mndpoBaIbHble cpeacTBa Java ¢ anroputMoM RSA), U mpusHaOT
ux npocratouHbiMu ans IlonrBepxnenuss nomiuaHOCTH Ol B
DJNEeKTPOHHOM JOKYMEHTE U 3aIlUThl DJIEKTPOHHBIX JTOKYMEHTOB
OT MCKa)XKEHHUH TI0CIIE MOMEHTA UX MOINNCAHUS.

[pu mobom coszganuu DI1 co croporsr Kimenrta u
coznanuu OIl banka B ciydae, ykazaHHOM B I.1.8 HacTosmmx
[IpaBun, CpenctBamu OII U OporpaMMHBIMH  CpEACTBAMH
Cuctembl, C KOTOPBIMH OHH HETIOCPEICTBEHHO (YHKIIHOHHPYIOT,
BBITTOTHSAIOTCS BCE TpeboBaHus, MIPEAyCMOTPEHHBIE
3aKoHOJaTeIbcTBOM K CpenctBam OI1:

® T[IpelCTaBICHHE JMIy, MoAmuChIBaomeMy O/,

coJiepkaHnsl HHPOPMAIHH, KOTOPYIO OH TTOAITUCHIBACT;

e cozganue OII TONBKO Mocie MOATBEPHKAEHHS JIHUIIOM,

noanuceiBaromM /I, onepanuu mo cozganuto JII;

® IIpe/ICTaBIICHNE Ty, TIOJIIACABIIEMY E)I

nHpopmanuu, uyto JI1 co3naHa.

[IpoBepka  mommuuHoctn  OII B Takux  ciayyasx
ocyuiectBisiercs: Cpeacreamu D11 B CuctemMe aBTOMaTHYECKH.

B mHBIX cinywasx mpu moamucanuu O[] co ctopons! banka
CpenctBa DIl MCHONB3YIOTCS IS aBTOMAaTHYECKOTO CO3JAHUS U
aBTOMAaTHYECKON IpoBepkHu moaauHHoCcTH D11

2.7. Croponsl mpu3HaioT, 4yto Kiou mposepku Ol
Bnanensna CKII OI1 win ynmomHomodeHHoro pabotHuka banka
COOTBETCTBEHHO, YKa3aHHBIH B cooTBeTcTBYyomeM Ceprudukare
Kiaroya nposepku OIl, NMpHHAUIEKUT YIMOTHOMOYEHHOMY JIUILY

CTOpOHBI.
2.8. Kaxmas CropoHa HeceT OTBETCTBEHHOCTH 3a
cOXpaHHOCTh  (oOecrieueHHe  KOH(QUACHIMATBHOCTH)  CBOUX

Kiroueit OI1 (mpuHamexamux ee yHOITHOMOYCHHBIM JIUIIaM) | 3a
JIEHCTBUS CBOMX YTIOJIHOMOUYEHHBIX JIUIl Tipu oOmene D /1.

2.9. CTOpOHBI NPU3HAIOT B KAa4eCTBE €AMHOW IIKaJbI
BpeMeHH mpu pabore ¢ Cuctemoil MectHoe BpeMms I'. MOCKBBHIL
KOHTpONbHBIM SIBISIETCS BpeMsl CHUCTEMHBIX YacOB ammapaTHBIX
CpeAcTB banka. Uckmouenune COCTaBIISIET Dunman
«IIpomcBsazpbank-Kumpy» ITAO «IIpomcBs3p0aHK», B KOTOPOM
MOXXET OBITh TpPU3HAHA WHAS [IKaJla BPEMEHH COTJIACHO
PykoBoncTBy mosb3oBaTelis, pa3MelIeHHOMY Ha caiite CucteMbl
http://online.payment.ru.

2.10. CropoHBl  NIPU3HAIOT, 4YTO  ONEKTPOHHbIE
nokymentsl ¢ Ol  Bmagenmsua CKII OI1 wmm DI
YIOJIHOMOYEHHOTO paboTHHKa banka COOTBETCTBEHHO,

co3maBaeMble B JJIEKTPOHHOH (opMe C HCIOJIb30BaHUEM
Cuctembl, SBISIFOTCS MHCHMEHHBIMU JIOKa3aTelIbCTBAMH  IIPU
pa3pelIeHny CIIOPHBIX BOIPOCOB B COOTBETCTBHH C pas3lesioM 5
Hacrosmux IlpaBmn. DJI, He mmeromue koppekTHoi JII, mpum
HAJIMYMH CIIOPHBIX BOINPOCOB JI0KA3aTENIbCTBAMU HE SIBJISIOTCSL.
2.11. CTopoHBI NPU3HAIOT, YTO B CIIy4ae pPa3pelICHUs



disputes between the Parties according to the procedure established
by Section 5 hereof, a reference B-program held by the Bank shall
be used to compare receiving results with the results of verification
of ES in Electronic Document received by the program used by the
Parties.

2.12. All transactions performed by the Parties in the
System shall be recorded in a protocol of software functioning
maintained in the PSB On-Line System database by the Bank. In
the event of any disputes between the Bank and the Client in
respect of transmitted ED, the Parties shall accept such records as
evidence, along with the records in the protocol of software
functioning maintained on the Bank’s server.

The System records all operations carried out by the Parties,
including the automated actions of the System (including the VKC
ES registration, the ES creation, Electronic Document ES
validation, the ED status) and stores it in the PSB On-Line System
database in the Bank. The relevant reports generated relating to the
operations (actions) of the System on paper in the Bank’s form,
signed and sealed by the Bank’s authorized person are sufficient
evidence of the Parties’ operations and activities (including
automated) under the Rules and can be used to resolve any
disputes, as well as submitting to the relevant court authorities as
evidence in accordance with the relevant law.

2.13. The Parties acknowledge that:

o the Client shall be the initiator of connection sessions. The
Bank shall not bear responsibility for non-execution or
delay of execution of Client’s ED, if such were caused by
the Client’s failure to initiate a connection session with the
Bank;

e the Bank provides consultations on matters related to
technical support of the System on the Bank’s business
days from 8:00 till 18:00 o’clock by Cyprus Time.

e assignment of an appropriate status to the Client’s ED in
the System shall be deemed the proper required notice to
the Client regarding the result of processing (including,
the event of insufficient funds in the Account, withdrawal,
refund (cancellation)) of the ED which contained the
Client Order and was received by the Bank under the
regulations of the Bank of Russia and shall not require any
additional e-mail of the Free-form bank document from
the Bank to the Client.

2.14. The Parties acknowledge that any Electronic
Documents containing the correct ES:
¢ shall not be disputed and denied by the Parties or any third
parties or deemed invalid due to the mere fact that such
documents have been transmitted to the Bank and/or from
the Bank using the System and/or executed as Electronic
Documents;

e shall be admissible and or presentable in evidence
according to the procedure provided for by the applicable
legislation, and admissibility of such evidence shall not be
disputed or denied solely on the grounds that such
documents are Electronic Documents or hard copies
thereof.

2.15 These Rules permit the simultaneous use by the
Client’s Authorised Person and the existence of a number of
Electronic Signature Verification Key Certificates (VKC ES),
provided that the VKC ES of such Client’s Authorised Person in
the System provides the same System access level for proceeding,

Mexxay CTopoHamMH pas3HOIVIaCMH B IIOPS/IKE, YCTaHOBJICHHOM
pasnenom 5 Hactrosmmx [Ipaswi, Xpansmascs y banka DtanonHas
IporpaMMma HPUMEHSIETCSl Ul CPaBHEHHS MOJIYyYaeMbIX CIO
PE3yNBTATOB C pe3ysbTaTaMM MpoBepku noumHaOCTH OII B O/,
MOJIY9€HHBIMH TTPOTPAMMOH, HCITOJIb3yeMoit CTOpoHaMH.

2.12. Bce omeparmum, mpowmsBoaumeie CTOpoHaMH B
Cucreme, (UKCHPYIOTCS B MPOTOKOJIAX pabOTHl MPOTPaMMEL,
xpansmuxcsi B 0ase manHeix Cucremsr «PSB On-Line» na
cropone banka. B cnywae pasHormacus Mexay baHkom n
Kimenrom B otHomeHnn nepepaHubix D)1, CTOpOHBI PU3HAIOT B
KauyecTBE JI0Ka3aTelbCTBA yKa3aHHbBIE 3aIMCH, a TAK)KE 3aIlHCH B
MPOTOKOJIE pabOTHI IPOrpaMMBI, XpaHsIIeMcs Ha cepBepe banka.

Cuctema BeJeT yuer IeHCTBHH, TPON3BOIUMBIX CTOpOHAMHU B
HeH, BKITIoYasi aBToMaTndeckue neictBus camord CucteMsl (B TOM
gucne, peructpamus CKII OII, co3mamme O3II, mnposepka
koppekTHOCTH Ol B DIeKTpoHHOM AOKyMeHTe, ctaryc OJ1) u
coxpanseT ero B 6ase mamHbix Cucrembl «PSB On-Line» wa
cropoHe banmka. CoOoTBeTCTBYIOMmHE OTYETHI, CHOPMHPOBAHHBIE
[0 TIPOBEICHHBIM omeparwsM (neiictBusiM) B Cucreme Ha
OymaxHbIX Hocutensix 1o ¢opme banka, mnoanucaHHble
YIIOJIHOMOYEHHBIM JIMIIOM baHka M ckperuieHHbIe eyaTbio banka,
SIBIISIFOTCS JOCTaTOYHBIMHU JI0Ka3aTeIbCTBAMU (hakToB
copepuieHnst CTopoHaMH onepanuil U AEHCTBUH (B TOM YHCIIE
CuctemMoif aBTOMAaTHYECKH), IPEIyCMOTPEHHBIX HACTOAIIUMHU
[TpaBunamMu, ¥ MOTYT OBITH MHCIIOJIB30BAHBI IPH pa3peIICHUN
MOOBIX CIOPOB, @ TaK)XKe IPENOCTAaBICHBI B JIIOObIE CyneOHBIC
OpTaHsbI.

2.13. CTOpOHEHI IPHU3HAIOT, YTO:

®  UHHIMATOPOM CEaHCOB cBA3M sBisiercss Knuent. bank He
HECET  OTBETCTBEHHOCTHM 34  HEHCIONHEHHWE WM
npocpouky wucnonHenuss JJ] Knwuenrta, ecnu TakoBble
Mpon301IJIK H3-3a OTCYTCTBUSA HWHHUIHMATUBBI Kanenra B
YCTaHOBJICHUHU CeaHca CBs3H ¢ baHkoM;

° KOHCYJIbTallUM I10 BOIpOCaM TEXHUYECKOU MOAACPIKKHN
Cuctems! bank ocymiectsiser no pabounm quaM baxka ¢
08.00 wacoB o 18.00 yacos no Kunpckomy BpeMeHH.

e mpucBoeHne baHkOM  DIEKTPOHHBIM  JOKYMEHTaM
Knnmenra B CucTeMe COOTBETCTBYIOIIETO — CTaTyca
SIBISIETCST HaJUIeXKauM yBegowieHneM KimeHrta, B ToMm
YHcie O pe3ysbTaTax IpueMa K HCIIOJHEHUIO (BKIIOUas,
IIPU HEJIOCTaTOYHOCTH JEHEKHbIX cpeactB Ha Cuere),
OT3bIBa, BO3BpaTa (AHHYIHPOBaHUS) OIEKTPOHHOTO
JNOoKyMeHTa cojaepxamero Ilopyuenue Kiuenta B
COOTBETCTBUHU C HOpMaTUBHbIMU akTaMu banka Poccun u
Lentpansnoro  banka Kwumpa, u He  Tpebyer
JOTIOJTHUTENbHOTO  HampaBneHus: bankom  Kimenrty
3JIEKTPOHHOTO coo0meHuss B Buae lIpowsBoiabHOTO
0GaHKOBCKOTO JIOKYMEHTA.

2.14. CTOpOHBI ~ TPU3HAIOT,  YTO
JIOKyMEHTBI, Co/iepKaminue KoppekTtHyto OI1:

e  He MOTyT OBITH OCHOpeHBI M oTpuuarscsi CTopoHamMu H
TPETbUMHU JMLAMHA I OBITH TIPU3HAHBI
HeJIeHCTBUTEILHBIMH TOJIBKO HA TOM OCHOBAHHHM, YTO OHH
nepenansl B bank w/wnu w3 baHka ¢ HMCHOJIB30BaHUEM
CucremMbl w/umu oQOpMIIGHBI B BHUAE OJIEKTPOHHBIX
JIOKYMEHTOB;

L MOTryT OBITH JOIMYCTUMBI U TPEACTAaBJICHbBI B Ka4y€CTBEC

DNIEeKTPOHHBIE

JI0Ka3aTeIbCTB B MOpsiAKE, IPEayCMOTPEHHOM
MIPUMEHUMBIM 3aKOHOJATENIbCTBOM, pu 3TOM
JOITyCTUMOCTb ~ TaKUX  JOKa3aTeIbCTB HE  MOXKET

OTPpULIATBCA TOJBKO Ha TOM OCHOBAaHWH, YTO OHHU
MpeACTaBJICHBI B BUJC SHCKTpOHHBIX JAOKYMCHTOB WJIM UX
KOIIUH Ha 6yMa>KHOM HOCHTCIIC.

2.15. IIpaBunamu JIOIyCKaeTcsl HaJu4uue u
OTHOBPEMEHHOE HCIOJH30BAHMWE YTIOJHOMOYEHHBIM  JIHIIOM
Knuenta Heckompkmx  CepTHQHKATOB  KiI0Ya  NPOBEPKHU

anexktporHoi moxamucu (CKII OI1) mpu ycmosum, uro ams CKII
OIl panHoro YmomHomoueHHoro juina Kiumenta B CucTeme



set out in paragraph 7 of Annex 11.4 of the Rules (except the event
when the Client’s Authorised Person obtained the ‘first signature’
System access level and ‘second signature’ System access level
simultaneously if the separate Client’s Authorised Person having a
‘second signature’ System access level is not authorised by the
Client) and subject to the ES Keys associated to the VKC ES of
this Client’s Authorised Person are kept on the separate USB
Keys.

Storage of two or more ES Keys, two or more VKC ES of the
Authorised Person in one USB Key is prohibited by the Rules.

2.16 EPD and (or) ED that are not EPD (including the
EDs which are created / sent to the Bank / received by the Bank
simultaneously / after minor intervals), signed by a different
approved ES of one and the same Client’s Authorised Person
(obtained the “first signature’ or ‘second signature’ System access
level) shall be executed by the Bank if at the time of acceptance by
the Bank of the relevant EPD and/or ED for execution the Bank
does not obtain the Client’s report of the relevant ES Key
Compromise or loss. .

2.17 The Client guarantees that all information
provided to Bank by the Client in connection with this Agreement,
is true, complete and accurate in all respects, and the Client has not
concealed any facts which, if they were known, could have an
adverse affect on the Bank's decision to conclude this Rules.
Information and documents provided by the Client to the Bank in
connection with entering into these Rules and the documents to be
provided to Client during the performance of these Rules, were
obtained by the Client lawfully and for making them available to
the Bank the Client has received all prescribed by applicable law
consents and authorizations of third parties including the consents
for the transfer of personal data by the Client to the Bank of an
individuals personal data which is contained in the information and
documents provided by Client in connection with the conclusion
and performance of these Rules. Additionally, the Client represents
and warrants to the Bank that the Client will provide any necessary
further consents (including but not limited to the consent to the
processing of personal data and the transmission of personal data)
and all authorizations, as may be required and requested by the
Bank, from time to time.

2.18 The Client when entering into this Agreement
irrevocably and unconditionally waives any and all rights, claims
and remedies against the Bank which may arise under the Rules or
another agreement entered with the Bank as a result of use by the
Client of the ES created and certificated in accordance with these
Rules. The aforementioned waiver shall be applicable and
enforceable within the jurisdiction of the Republic of Cyprus only.

3. RIGHTS AND OBLIGATIONS OF THE PARTIES
3.1. Mutual rights and obligations of the Parties:

3.1.1. The Parties during interchange of ED using the
System undertake to follow the legislation of the Republic of
Cyprus and the legislation on cross-border transfers of the Russian
Federation to the extent not contravening the requirements of the
legislation of the Republic of Cyprus, established rules and

MPEIyCMOTPEH OJMHAKOBBIA YPOBEHb JOCTyNa IJIsi PabOTHI,
ycTaHOBIeHHBI B myHKTe 7 I[lpmnoxenus 11.4 k HacTosAIIMM
IIpaBunaM (3a UCKITIOYEHHEM CITydaeB, KOTJa YTIOJHOMOYEHHOE
nuno Knmenrta mmeer ypoBeHb noctyma it paboTsl B Cucteme
«mepBasi TOANHCH» W YPOBEHb JOCTyNa «BTOpas MOIIHCHY»
OIHOBPEMEHHO, €CIH OTAENbHOE YIIOJHOMOUYEHHOE JIHIIO
Knmenrta, mMeromee ypoBEeHB JOCTyIIa «BTOpas MOIIHCH» HE
HasHaueHo KimeHToM), a Takke TpU  YCJIOBHH, UTO
cootBercTByromue »tuM  CKII 3II Kmtoun O3I1  manHoro
YnonanomodenHoro nuna Kimuenra xpansrcs Ha otaeiapHbix USB-
KJIIOYax.

Xpanenue nByx u 6onee Kiroueit OI1, nByx u 6onee CKII
OI1 YnonanomouenHoro suna Ha ogaoM USB-kmoue I[paBunamu
HE JIOITyCKaeTCs.

2.16. OIJ] n(umm) D1, me semsontuecs DI, (B Tom
YHCIie CO3JaHHble / HanpaBieHHbIe B baHk / nonmy4enHsle bankom
OJIHOBPEMEHHO / Yepe3 He3HauUTEeNbHbIE MPOMEXYTKH BPEMEHH)
HOATMCaHHbIe pasHbIME DIl 0fHOTO YHOIHOMOYEHHOTO JIHIa
Kinenra, KoTopoMy MperoCTaBIEHO MPaBO NEPBOM WM BTOPOM
noanucu JJl, moasexaT WCIOJHEHWIO baHkoM mpu yciioBHH
OoTCyTCTBUSI B baHKke Ha MOMEHT NPHUHSATHS K HCIIOJHEHHIO
cootBercTByomero I/ u(unmu) D/ coobmenus Knuenra o0
yTpare / KOMIIpoMeTalnuu cootBeTcTBytonero Kiroua JI1 takoro
YnonHomoueHHoro Jua Kinuenra.

2.17. Knment rapantupyer, 9to Bcs HH(pOpMamus,
npepocraBiennas KimeHrom BaHky B CBA3M € HACTOSAIIAM
JloroBopoM M B TeYEHHE CpPOKa €ro JCWUCTBUS, COOTBETCTBYET
JCUCTBUTEIILHOCTH, SIBJSIETCSI TMOJHOW M TOYHOH BO BCeX
OTHOIIEHHSAX, U KIIMEHT He CKphIBaeT HUKAKUX (DAaKTOB, KOTOPHIE,
ecmi OBl OHM OBUIM W3BECTHBI, MOTIH OBl  OKa3aTh
HEOJIaronpusTHOE BIMSHHUE HA pelleHHue baHka o 3aKIO4YeHHH
Hactosiero  JloroBopa.  Wudopmaumuss ¥ JOKYMEHTBI,
npenocraBieHnble KineHrom bBaHky B CBSI3M € 3aKiIIOYEHUEM
Hactosiiero JloroBopa, a Takke JOKyMEHTBI, KOTOpbIe OyayT
npenocraBienbl  Kinenrom baHky B mpoliecce HCTONHEHUS
HacTosmero JloroBopa, mnonyudeHbl KinMeHTOM Ha 3aKOHHBIX
OCHOBaHMSAX H Juisi WX npepocraBienus banky Kimenrom
MOJy4eHbl BCE MPEAYCMOTPEHHBIC IMPUMEHHUMBIM  [PABOM
COTJIaCHsl U PAa3pelICHUs] TPEThUX JIHIl, B TOM YHCIE COIJIacusi
(bU3MYECKUX JIHII, IEPCOHATBHBIE JIAHHBIE KOTOPBIX COAEPIKATCS B
uHpopMalMU ¥ JOKYMEHTaX, MpeaoCTaBlieHHbIX KilneHToM
Banky B cBsA3M C 3aK/IIOYEHHEM U B IIPOILIECCE HCIIOJHEHUS
Hacrostmero  JloroBopa, Ha mepemady KimeHTOM  3THX
NEepPCOHANBHBIX  NaHHbIX banky. JlomonnutensHo  KineHT
3asBJIeT U rapaHTupyet banky, yro KiueHT npenoctaBuT nto0bie
HEOOXOMMMBIEC JIONOJHUTEIbHBIE coriacusi (BKJIIOYas, HO He
OTpaHWUYWBAsAChH coTJlacieM Ha o00paboTKy W  mepemady
MEPCOHATIBHBIX JAHHBIX) M BCE Pa3pELICHUS], KOTOPBIE MOTYT OBITh
3anpoieHbl BaHKOM BpeMsi OT BpEeMEHH.

2.18. Knuent npu 3aximodeHnn Hactosimero JloroBopa
0€30T3bIBHO ¥ O€3yCJIOBHO OTKa3blBaeTCs OT CBOMX IIpasB,
TpeOoBaHUH M croco0OB 3aMUTHI B OTHOLIEHNH baHka, KoTOpbIe
MOTYT BO3HHMKATh B CBS3HM C HACTOAMMMHU [IpaBunaMu Uiy UHBIM
COTJIAIIGHWEM, 3aKJIIOYeHHBIM ¢ baHkoM, B pe3yibraTe
ncnonp3oBanus Knuenrtom Onexrtpornnoi Ludporoit [Nommucw,
CO3/IaHHON M YAOCTOBEPEHHONW B COOTBETCTBHH C HACTOSIIUMH
IIpaBunamu. BelieykazaHHbIM OTKa3 OT NpaBa NPUMEHSETCS U
TIO/JIEXKHT CyIeOHOM 3alTuTe B CyAax Toiabko PecmyOnuku Kump.

3. IPABA U OBSI3AHHOCTHU CTOPOH
3.1. Bszaumusble npaBa u odsi3annocTn CTOPOH:

3.1.1. Croponsl mpu obmene O] ¢ wHCHoNb30BaHUEM
Cucrembl 0053yIOTCSI PYKOBOJICTBOBATHCS 3aKOHOJIATEIHCTBOM
PecnyOimmkn Kump, a Taroke 3akoHoaaTenbcTBOM Poccuiickoi
denepan 0 TpPaHCTPaHMYHBIX MEpeBOJaX B YacTH, HeE
MpoTHBOpeyamel  3akoHomaTenscTBY  PecmyOmmknm — Kump,



customary business practice accepted in the international banking
practice, respective agreements entered into by the Parties and
related to opening the bank accounts, or any other contracts
(agreements) signed by the parties, which provide the exchange of
information via the System, these Rules and the PSB On-Line
System Electronic Document Interchange Regulations (the ‘ED
Interchange Regulations’) (Appendix 11.4 hereto), as well as the
laws of other states, if the account opening and implementation of
operations in the Client’s Account is regulated by the laws of other
states.

3.1.2. Each of the Parties undertakes to notify promptly
the other Party of any instances of failed Authentication of ES in
an Electronic Document, ES Key Compromise, unauthorised use
or damage to its hardware or software facilities,
telecommunication systems, processing, information storage or
security facilities for the purpose of unscheduled key replacement
or any other coordinated actions to keep the System operational.
Interchange of ED via the System shall be suspended until
unscheduled replacement of keys.

3.1.3. The Parties undertake to electronically record the
following sent and received ED, EDarchives for at least 5 (five)
years and ES Verification Keys archives:

e any incoming ED that has passed the Authentication of ES in
Electronic Document procedure shall be kept together with
the ES Verification Keys and Electronic Signature
Verification Key Certificates, used for the Authentication of
ES in Electronic Document, with the date and time of their
receipt specified;

e all outgoing ED shall be kept with the date and time of their
forwarding specified;

o the ED storage procedure shall ensure third-party access to the
EDs in the instances provided for by the applicable law and
these Rules, as well as enable hard-copy printout of the ED.

The Client shall at his discretion determine the procedure of
storing of the above information

The Bank and the Client should procure the access to such ED
for third parties in the event stipulated by the law of the Russian
Federation and the Republic of Cyprus and the Rules, and ability
for ED‘s hard-copy print.

3.1.4. The Parties undertake to provide, upon request of
the other Party, in the instances established by the applicable
legislation and these Rules, properly executed hard copies of the
ED.

3.1.5. Taking into consideration the necessity for
additional security measures when using the PSB On-Line System
and with the aim to counteract criminal attacks and/or attempts to
steal funds and/or Client authentication information including ES
Keys, the Client hereby grants and authorizes the Bank to
regularly and on a constant basis to implement series of
technical, organizational and other measures directed at the
counteraction of criminal attacks and/or attempts to steal funds
and/or Client authentication information, and also to monitor any
possible new risk sources (factors) related to remote banking
services (hereinafter - "a series of counteraction measures"” or "a
series of measures taken by the Bank™).

According to the requirements of the applicable legislation
(including the legislation of the Russian Federation) about the
information, information technologies and information protection
including the computer information the Bank carries out a series of

YCTOSIBIIMMHCSL TNpaBWJIaMH M OOBIYasMH JIeJIOBOTO 000poTa,
NPUHATBIME B MEKAYHApOJHOH  OaHKOBCKOW  MPAaKTHKE,
COOTBETCTBYIOIIMMH  3aKJIIOYEHHBIMH  Mexay  CropoHamu
JlokymeHTaMH 00 OTKPHITUM OaHKOBCKOTO CUE€Ta, HWHBIMHU
JIOTOBOpaMH (cormameHusIMu), MpenyCcMaTprUBaIOIMHU
BO3MOKHOCTH OOMeHa uWHpopMamueil ¢  HCIOJIE30BAaHHEM
Cucremsl, Hactosmumu IlpaBuimamm u PermameHToM oOMmeHa
OnexktpoHubiMUA JokyMeHTamu mo Cucreme «PSB  On-Line»
(manee — Permamentr ooOmena OJ) ([Ipunoscenue 114 x
HactosmuM IlpaBuiam), a Taxke 3aKOHaMU HMHBIX TOCYIapcCTB,
€CIIH OTKpBITHE CYETOB M IpoBeAeHue omnepamuil mo Cuery
Knuenra perynupyercs 3akoHaMH UHBIX TOCYIAapCTB.

3.1.2. Kaxnas u3 CtopoH 00s3yercsi HEMEIJICHHO
nHpopMEpoBaTs Apyryio CropoHy 000 Bcex ciydasx He
IMoarBepxnenns noamuHHOCTH DII B DNEKTPOHHOM TOKYMEHTE,
Kommnpomeranun Kiroueit oI, HECAaHKLIMOHUPOBAHHOM
WCTIONB30BAaHNM  WJIM  TOBPEKACHHM CBOMX  HPOrPaMMHO-
TEXHUIECKUX CPEICTB, CHCTEM TEIEKOMMYHHKAIUH, 0OpabOTKH,
XpaHEHHHM W CPEACTB 3allUThl HMH()OPMAIMU AT NPOBEICHHS
BHEIUIAHOBOIl 3aMeHBl KJIO4ell U Jpyrux COIJacOBaHHBIX
JEUCTBUH TO MNOJJEepKaHHI0O B paboueM cocTosHHH CHCTEMBI.
I[Ipu stoM obmen D] mo Cucreme NpPHOCTaHABIMBAECTCS [0
NPOBE/ICHHUsI BHEIUIAHOBOH 3aMEHBI KITIOUEH.

3.1.3. CTOpOHBI 0053yIOTCSl BECTH B 3JIEKTPOHHOM BUJIE
y4eT OTHpaBICHHbBIX U NpUHATHIX D/, apxuBbl D] 3a nocneanue 5
(mare) mer wu apxuBel Kuiroue#t mpomepku OIl.  Kiment
CaMOCTOATENIHFHO ONPENEIISeT MOPAAOK XPAHSHHUS BIIICYKa3aHHON
nHpopManuy co CBOEH CTOPOHBI, Y4YWTHIBAs TpeOOBaHMSA K
TIOPSIZIKY, BBITIOJIHSIEMBIE CO CTOPOHbI baHka!

) Bxozawmue D1, npowenmue npouenypy [loarsepxaenus
nouInHHOCTH Ol B DJIEKTPOHHOM TOKYMEHTE, XpaHATCS
coBMmecTHO ¢ Kirouamu nposepku D11 u Ceprudukaramu
KJIF04a TIPOBEPKU 3JIEKTPOHHOU HOJIITHCH,
ucnonszyembiMu 11 [loaTeepxnenus nmomgmuaHocTH OlI1
B OJIEKTPOHHOM JOKyMEHTE, C YKa3aHHEM JaThl U
BPEMEHH UX MOJTyYCHHUS;

e Bce ucxoasmue OJ] XpaHATCS ¢ yKasaHHEM JaThl H
BPEMEHH X OTIIPABKHY;

e  mopsaoK xpaHeHus D]l noikeH obecrieumBaTh AOCTYI K
OJ1 TperbuM JHMIAM B CIy4asX, HPeXyCMOTPEHHBIX
MIPUMEHUMBIM 3aKOHO#aTenbcTBOM W IlpaBumamu, u
BO3MOXXHOCTh pacredatku komuii D)1 Ha OymaxxHOM
HOCHTEIE.

bank u KnneHT noimkHBI oOecriednBaTh 10CTym K D/] Tpetbum
JUIaM B CIy4yasX, MNPEeAyCMOTPEHHBIX 3aKOHOAATEIbCTBOM
Poccuiickoit @eneparun u Pecniybmuxu Kunp u IlpaBmiamu, u
BO3MOYKHOCTb pacredaTku konuit /] Ha OyMa)kHOM HOCHTEIE.

3.1.4. CTOpOHBI 00S3YIOTCS IPEIOCTABIIATH IO 3a1pocam
apyroit CTOpoOHBI, B CIy4asX, YCTaHOBJIEHHBIX HPUMEHUMBIM
3aKOHOJATEIbCTBOM M HacTosmuMH [IpaBmiiamu, Haajexammm
00pa3zom odopmIiteHHBIE OyMakHBIe KoTHH D /1.

3.15. KiaueHnt, oco3zHaBass HEOOXOAWMOCTh TNPHHATHUS
JOTIOTHUTENBHBIX ~Mep 0€30macHOCTH ¥ KOHTPOJIL — TpHu
ncnons3opanuu Kmuentom Cucremsl «PSB On-Line» u B memsax
MPOTHBOACHUCTBUSL ~ TMPECTYNHBIM  TOCSATATENbCTBAM  W/WIH
TMOTBITKAM XHIICHUSI JICHEKHBIX CpencTB n/unn
ayreHTH(uKaMoHHOW wuHpopMmanuu Kimenra, B ToM umcIie
Kirouet OII, nacrosiumMm mnpegoctrasisier baHky mnpaBo u
ynoJHoMo4YHBaeT BaHk peryjisipHo M Ha IOCTOSIHHOH OCHOBe
PeaJn30BBIBATH KOMILJIEKC TeXHHYECKHX, OPraHN3alMOHHBIX
H MHBIX Mep, HAlPABJIECHHBIX HA IIPOTHBOJCHCTBHE NMPECTYIHBIM
TOCSITAaTeNIbCTBAM W/MIIH TIONBITKAM XHIIEHUS JICHEXKHBIX CPEJCTB
n/unn ayreHTH(UKanuoHHOW wHopmanmu KimeHra, a Taxke
OCYIIECTBIIATh ~ MOHHTOPHHI  JIIOOBIX  BO3MOJKHBIX  HOBBIX
HUCTOYHUKOB ((HakTOpPOB) pHCKA, CBI3aHHBIX C JUCTAHIIMOHHBIM
OaHKOBCKHUM obOcmykuBaHneM KiueHTa (nanee — «KOMIUIEKC Mep
10 TPOTHUBOJNEHCTBHIO» WIH «KOMIUIEKC Mep, NPHHUMAaeMbIX



counteraction measures. The information about the Client obtained
during the implementation of a series of counteraction measures
cannot be destroyed, modified or transferred to third parties, except
in the cases when such transfer is obligatory according to the
applicable legislation (including the legislation of the Russian
Federation). All the information received by the Bank during a
series of counteraction measures is used by the Bank exclusively
for the purposes of detection and suppression of illegal actions of
third parties in the PSB On-Line System.

The information on a series of measures taken by the Bank
constitutes the Bank’s confidential information which cannot be
provided without the Bank’s approval to third parties including
Clients, except for the cases established by the applicable
legislation (including the legislation of the Russian Federation).

3.2. The Bank undertakes:

3.2.1. To provide the Client with the information about
the location and downloading of the System front end, as well as
with any necessary instructions on its use, and to keep the
abovementioned information up to date.

3.2.2. To register Electronic Signature Verification Key
Certificates of the Client or Client’s Authorized Persons in the
System registry, subject to the Client providing all documentation
stipulated by the Rules, that verifies the authority of the
abovementioned persons and enables identification of the
abovementioned persons in accordance with the provisions of
current legislation of the Republic of Cyprus, regulations of the
Central Bank of Cyprus, legislation of the Russian Federation to
the extent that these do not contravene the requirements of the
legislation of the Republic of Cyprus.

3.2.3. Promptly, but at least 30 (thirty) calendar days
before the Electronic Signature Verification Key Certificate of the
Client or Client’s Authorized Person expires, notify the Client
upon his login into the System of an impending scheduled key
replacement.

3.24. To block / suspend the System operation, as well
as to suspend / cancel / renew all or any VKC ES operation upon
receiving a corresponding Application from the Client (see
Appendix 11.6 hereto).

3.2.5. To receive from the Client any ED properly
completed in accordance with the requirements of current
legislation of the Republic of Cyprus and regulations of the Central
Bank of Cyprus, other applicable law, terms and conditions of the
Document on opening a banking account, (any other
contracts/agreements that provide for the System-based data
interchange) and these Rules.

Acceptance and execution of Client’s ED shall be carried out by
the Bank subject to the operational time of ED acceptance by the
System as established by the Bank. The Client shall be informed
about the operational time duration (the operational day beginning
and end) by one or more means specified in Section 8 hereof.
Electronic Documents received by the Bank during the operational
time shall be accepted by the Bank (unless otherwise provided for
by the Bank and/or any other contracts/agreements between the
Bank and the Client) for execution on the current day. Electronic
Documents from the Client or other persons received after the

Bbankxom»).

Bank ocymiecTBisieT KOMILIEKC Mep 1O MPOTHUBOJICUCTBHIO, B
COOTBETCTBUH C TPEOOBAaHUAMHU IMPUMEHUMOTO 3aKOHOAATEIbCTBA
(B ToM umcie Poccuiickoit Denmeparnuu) 00 wuHDOpMAIHH,
MHPOPMAIMOHHBIX TEXHOJOTHAX H O 3alIuTe HHPOPMAIIHH, B TOM
gucine KommbloTepHOW wuH(popmarmu. [lomydennas B Xxoxe
peanu3anuyu KOMIUIEKCa Mep II0 MPOTHUBOJCHCTBHAI0 MHPOPMALIUSI
o KimneHre He mMOIUICKHUT YHHYTONKECHUIO, MOAM(PHUIHMPOBAHUIO
6o mnepenadye baHKOM TpeThUM JHMIAM, 3a HCKIIIOYEHHEM
cily4yaeB, Korja oO0s3aHHOCTh IOJOOHOH Iepeaavyr yCTaHOBJIEHA
MPUMEHUMBIM 3aKOHOJAaTeIbCTBOM (B TOM uucie Poccuiickoit
Oenepaunn). Bes nonyuennas bankom wnHopmauus B Xxone
peanu3anyuy KOMIUIEKCa Mep 10 IPOTUBOIEHCTBHIO UCIIOIB3YETCs
BaHkoM WCKIIIOYNTENHHO B MEISIX BBIABICHUS W TPECEUYCHUST
MPOTHBONPABHBIX JCUCTBUHA TPETHUX JHI[ C HCIIOIB30BAHUEM
texronoruit Cucremsr «PSB On-Liney.

Wudopmanus o KoMIIeKce Mep, NpPUHUMAaeMbIX baHKOM,
SABIISICTCA MH(OpMAIMEH, COCTABILIIONICH KOMMEPUYECKYIO TaiHy
Banka, Hemozexamei mpemocraBieHnio Oe3 cornacms banka
TPeTbUM JHLAM, B TOM uucie KiumeHTaM, 3a HCKIIOUEHHEM
CIIy4aeB, YCTAHOBJIECHHBIX NPUMEHUMBIM 3aKOHOJATENbCTBOM (B
toM uucie Poccuiickoit denepanun).

3.2. Bank ods3yercs:
3.2.1. IIpenocransate Kiuenty wHpoOpMaimmo o0 Mecte
HaXOXXICHUS W 3arpy3ke KIUMEHTCKOW dacth CHCTEMBI, a Takxke
BCE HEOOXOOWMBIC WHCTPYKIMH IO €€  HCIIOJIb30BaHMUIO,

NOANCPXKMBATh  YKa3aHHYIO HHGOPMANMIO B  aKTyaJbHOM
COCTOSIHHU.
3.2.2. PerucrpupoBats CepTuduKaTel KIf04a TPOBEPKU

3NeKTpOHHON monmucu KinweHta wiam YNOJTHOMOYEHHBIX JIHIT
Knuenta B peectpe CHcTeMBl NpPH YCIOBHUH IPEAOCTABICHUS
KnmentoM Bcex mpeaycMOTpeHHBIX HacTosmuMmu IlpaBunamu
JIOKYMEHTOB, MOJTBEPKIAOIIHNX MOTHOMOYHS yKa3aHHBIX JIHI, a
TaKKe MO3BOJIIOIIUX OCYIIECTBUTh WACHTH(HUKALNIO yKa3aHHBIX
JUII B COOTBETCTBMM € TpeOOBAaHUAMH  JEHCTBYIOIIETO
3akoHOMarenbcTBa PecnmyOnukn  Kump, HOpPMaTHBHBIX —akTOB
Hentpansnoro banka Kumnpa, 3akoHomatenscTBa Poccuiickoi
Qdenepanuy B 9acTH, HE MPOTHUBOPEYAIICH 3aKOHOJATENBCTBY
PecnryOmuku Kump.

3.2.3. CpoeBpeMeHHO, He mo3xHee 30 (Tpuamartm)
KaJIeH/IapHBIX JAHEH M0 McTedeHus cpoka aeictBus Ceprudukara
MPOBEPKH  3JEKTPOHHOW Kmoya mnoamucu Kimenta wm
VYnonnomouenHoro nuna Knmenta, mpu Bxone Kimenta B
Cuctemy uHpopMmupoBaTh KiMeHTa O MpencTosiiell MIaHOBOU
CMEHE KIIIoUen.

3.24. brokupoBaTh/iprocTaHaBINBaTh nercTBre
Cuctembl, a TakXke IPUOCTaHABINBaTh / aHHYJIUpPOBaTh /
BO300HOBIATE JeiicTBue moboro wmm Bcex CKII DI mpum
noxydyennn ot KimeHta coorBeTcTByromero 3asBieHHS (CM.
Ilpunoscenue 11.6 x HactosmM [IpaBumam).

3.2.5. OcymectBiusite  mpueM  or  Kimenta D],
HaJuIe)KaluM  00pa3oM  OQOPMIIEHHBIX B COOTBETCTBHH C
TpeOOBaHUSAMHU JEHCTBYIONMIETO 3aKOHOJATeNhCTBA PecmyOmuku
Kunp, HopmatuBHbIX akToB LleHTpansHoro banka Kumpa, uHoro
MPUMEHIMOTO 3aKOHOJATeNIbhCTBA, YCIOBUsAMH JlokymeHTa 00
OTKPBITUM OaHKOBCKOTO cdYeTa, (MHBIX OTOBOPOB/COTJIAIICHU,
MPeIyCMaTPUBAIOIINX BO3MOXKHOCTE OOMeHa wH(popMarmen c
ncnons3oBanueM CructeMsl) U HacTosmux [Ipasw.

IIpuem u ucnonuenune banxkom D] Kiuenra ocyuecTBisiercs
bankom ¢ y4yerom omnepanuOHHOrO BpeMeHH mpueMa OJ[ ¢
UCTIONIb30BaHUEM Cucremsl, YCTaHOBJICHHOT'O Bbankom.
IIpomomxUTENbHOCT ONEPAIIOHHOTO BPEMEHU (BpeMsl Haudana U
OKOHYAHHS OIEPALIOHHOTO [HSA) JOBOJHUTCS JO CBEICHHUS
Knmenta omHUM WM HECKONBKUMH U3 CIIOCOOOB, yKa3aHHBIX B
pazoene 8 wHacrosumx IIpaBmi. DIEKTPOHHBIE JTOKYMEHTEHI,
MOCTYNUBIINE B bBaHK B TEYEHHE ONEPAMOHHOTO BpPEMEHH,
npuHUMaTCa baHkoM (ecii mHOE He yCTaHOBJIEHO bankoM n/mmn
WHBIMH JI0TOBOPaMHM/COTTIANIeHUAMHI Mexay bankom u Kimenrom)



operational time shall be accepted by the Bank for execution on the
following operational day.

If the document/request is forwarded on non-business day it
shall be accepted by the Bank for execution on the next business
day.

3.2.6. To notify the Client of any changes in the ED
Interchange Regulations according to the procedure specified in
Sections 7 and 8 hereof, as well as to provide the Client with any
other required information about the work in the System.

3.2.7. To deliver to the Client technical support
regarding the services provided within the System.
3.2.8. Unless otherwise declared by the Client, upon

opening by the Client of any new accounts (entering into any
contracts/agreements that provide for the System-based data
interchange) to grant access to the Client or Client’s Authorized
Persons to perform Transactions in the Client Account in
accordance with the powers previously granted by the Client to
such Client’s Authorized Persons (unless previously unauthorized
to sign ED persons have been specified as first or second
signatories in a specimen signature card submitted by the Client
when entering into the Document on opening a banking account or
any other contracts/agreements that provide for the System-based
data exchange).

3.3. The Bank shall have the right:

3.3.1L To reject the Client’s ED in the cases established
by the current legislation of the Republic of Cyprus or other
applicable legislation, incl. legislation of anti-money laundering
and prevention of financing of terrorism, regulations of the Central
Bank of Cyprus, terms and conditions of the Document on opening
a banking account (any other contracts / agreements that provide
for the System-based data interchange) and these Rules, as well as
in the event that the Authentication of ES in Electronic Document
has failed.

3.3.2. Should any doubts arise in the authenticity of one
or more Free-form Documents forwarded by the Client via the
System, to refuse acceptance of the respective ED from the Client
and request their delivery as hard copies.

3.3.3. To modify unilaterally any software tools used in
the System operation, to determine security measures for the PSB
On-Line System operations and distribute this information to the
Client as stipulated in the Section 8 hereof.

3.34. To introduce unilaterally any amendments into the
Bank Rates by introducing new, amending and/or cancelling
existing charges for services provided by the Bank, subject to
obligatory notification of the Client and (or) into these Rules as
agreed by the Parties according to the procedure provided for by
Section 7 hereof.

3.3.5. To suspend immediately the operation of the VKC
ES of the Client or Client’s Authorized Person in the cases
specified in Clause 15 of the ED Interchange Regulations.

3.3.6. Without prior notice to block any action in the
System and / or suspend / revoke any or all of the VKC ES if the
Bank is aware or has reasonable suspicion of unauthorized access
by unauthorized persons and / or Key Compromise

K HCIOJHCHHUIO TCKYIIHUM JHEM, SHGKTpOHHI)Ie JAOKYMCHTbBI
Knmmenra w wHBIX JAO, TOCTYIIHMBHOIME TIIOCTIC OKOHYAHHA
OIICPAIMOHHOTO BPEMCHHU, IMPUHUMAIOTCA bankom K HcHOIHEHUIO
CJICOYIOUINM OIICPAMOHHBIM JHEM.

B cnywae HampaBieHHsT TOKYMEHTOB/3apoca B Hepabouue IHH,
JHEM TIOCTYIUICHHMSI [OKYMEHTOB/3allpoca SIBISAETCS IIEPBBIH
pabouuii eHb, CIICAYIONIUN 32 HEPAOOUNM JTHEM.

3.2.6. Wudopmuposats Kinuenra B nopsifxe,
NPeyCMOTPEHHOM pa3denamu 7 u 8 Hacrosumx IIpaBun 00
n3MeHennn Periamenra obmena 3/, a Taxke obecneuuBaTh
Kiwuenra nnoli HeoOXxouMoii nH(popManuei mo padbore Cuctemsl.

3.2.7. OxkaspiBaTh KnHEHTYy KOHCYNbTaIl[MOHHBIE YCIyTH
o BorpocaM padboTsl CHCTEMBL.

3.2.8. Ecmn KnmentoM He 3asBIeHO WHOE, TIpH
OTKPBITHH Knnenrom HOBBIX CueroB (3axIroueHnN
JIOTOBOPOB/COTJAIICHNH, IPEIyCMaTPUBAIOIINX  BO3MOXKHOCTB
obMena  umHpoOpMammeidr ¢ ucmonb3oBaHHeM — CHCTEMBI)
npenocTaBiATh Knuenty win YnoaHoMmodeHHbIM aunam Knnenra
jJoctyn K coBepumieHuto Omnepamuit no Cuery Kimenra B
COOTBETCTBHH C paHee NPeOCTaBICHHBIMI KIIMEHTOM yKa3aHHBIM
YrnomHomoueHHbBIM — JnaMm  KiweHra  monHomouwsiMu  (3a
UCKIIIOUYEHHEM Clly4asi, KOTJa B KapTouke ¢ o0pa3laMu MoaImcei,
npejacTaBieHHol Kimentom mnpu 3akimodeHun JlokymeHTa 00
OTKPBITUH GAHKOBCKOTO CYETa, MJIM HHOTO JOTOBOPA/COTIAIICHHS,
IpeycMaTpUBAIOIINX BO3MOXKHOCTh OOMeHa uH(popMmanuerd ¢
ucronb3oBaHueM CHCTEMBI, B KadecTBE JIMI, MMEIOIIUX IPaBO
MepBOH M BTOPOH IOAINCH, YKa3aHbl paHee HE yIOJHOMOYCHHBIC
Ha noanucanue D/ nmuna).

3.3. baHk nMeert mpaBo:

3.3.1. Otkazate Kimenty B mpueme JJ] B cimydasx,
YCTaHOBIICHHBIX JICHCTBYIOIINM 3aKOHOJATENILCTBOM PecmyOnuku
Kunp, nmmb0 HMHBIM NPUMEHHMBIM 3aKOHOJATEIbCTBOM, B T.U.
3aKOHOJATEIHCTBOM 0 MPOTUBOACHCTBUU JIeranu3anum
(OTMBIBaHHIO) JIOXOJIOB, IOJYYEHHBIX IIPECTYNHBIM IyTeM, H
(MHAHCUPOBAHUIO  TEppOpU3Ma,  HOPMATHBHBIMH  aKTaMH
Hentpanmsnoro bamka Kwunpa, ycmoBwsamu [lokymenta 00
OTKPBITHU OaHKOBCKOTO cyera, (MHBIX JOTOBOPOB / COTJIAIICHUIA,
MIPeAyCMaTPUBAIOIINX BO3MOXKHOCTH OOMeHa uH(popmanuei c
ncrionb3oBaHreM Cuctemsl) U HactosmmMmu [IpaBunaMu, a Taxke
B Cllydae, €CIM HE TNOATBEpXkJeHAa TommMHHOCTE Ol B
OJEeKTPOHHOM JTOKyMEHTE.

3.3.2. B ciyyae BO3HHMKHOBCHHS JIFOOBIX COMHCHHU B
HOJUIMHHOCTH HarpasieHHbIX Kinuenrom no Cucteme 0HOTO MIIN
HecKoJIbKUX [TpoM3BOJIBHBIX [IOKYMEHTOB OTKazaTh KilmeHTy B
npueMe COOTBETCTBYyIolero 3J[ M 3ampocuTh MX MpEICTaBICHUE
Ha OyMa)XHOM HOCHTEJIE.

3.3.3. Usmenats B OJTHOCTOPOHHEM MOpSAKE
MIPOTPaMMHBIE CPEACTBA, HCIOJIb3yeMble aisi paboTel CHCTEMBI,
CaMOCTOSATENILHO OIPEIEISITh MEphl 0e30ImacHoCTH Mpu pabore ¢
Cucremoii PSB On-Line» u noBomuth 3Ty HHPOPMAIHIO 0
Knnenra nroObIMU HE 3alpelieHHBIMH CIIOCO0aMU, B TOM YHCIIE,
YKa3aHHBIMU B pa3zodene 8 Hactosux [IpaBui.

3.34. BHOCHUTE B OZTHOCTOpPOHHEM HOPSIKE U3MEHEHUS U
nononHenuss B Tapudsl baHka 1yTeM BBelIeHHS HOBBIX,
H3MEHEHHS W/uim OTMEHBI JISHCTBYIOIINX CTaBOK
BO3ZHArpaXKACHUS 3a  YCIyTH, OKa3bplBaeMble baHKOM, C
obOs3arenbHBIM U3BemleHWEM KimeHTa w(WMM) B HACTOSIIHE
[IpaBuna no cornmamenuo CTOPOH B MOPAAKE, MPETYCMOTPEHHOM
pasnenom 7 Hactosiux [IpaBui.

3.3.5. Hememnenno npuocranaBnuBath aerictBue CKII
OIl Knuenra unu YnomHomouenHoro juua KiueHnra B ciyyasx,
yKa3aHHBIX B IyHKTe 15 PernamenTa oomena J/1.

3.3.6. broxuposats 0e3 [IpEeIBAPUTEIHHOTO
YBEJIOMJICHUS Knuenra JiecTBUE CucteMbl /U
MIPUOCTAaHABINBATE/aHHYINPOBATh JieiicTBHE TI000T0 WM BCEX
CKII 3II B cmyuae, ecnmu baHky crtamo u3BeCTHO / HMMEIOTCA
000CHOBAaHHBIE MOO3PEHHSI O HECAHKIIMOHHPOBAHHOM JOCTYIE K
CucreMe HEyNOJHOMOYEHHbIX Jul w/unu  Kommpomerauuu



Filing to the Bank (including both minor or through a period of
time) the EPD and (or) ED that are not EPD, signed by different
approved ES of the one and the same Client’s Authorised Person
who has been granted with “first signature’ or ‘second signature’
System access level is not a ground for suspicion of unauthorized
access and does not constitute grounds for blocking Bank System /
suspension of any or all of the VKC ES if the Bank does not obtain
the Client’s report of the ES Key Compromise or loss of hardware
access device sent in the manner prescribed by Clause 3.4.6 hereof
and (or) VKC ES Holder notice about such events.

3.3.7. To block the Client’s access to the System in the
event of any violation by the Client of the terms and conditions
hereof.

3.3.8. To debit without further authorization any
Account of the Client for payment of charges due to the Bank
under the Rates, as well as other costs incurred by the Bank as a
result of its performance under the Agreement.

With respect to debiting of Client’s Accounts without the
Client’s consent, the Agreement shall introduce corresponding
amendments and modifications and shall constitute an integral part
of any Documents on opening a banking account (with
amendments and modifications) between the Bank and the Client,
and shall also constitute an integral part of Documents on opening
a banking account to be subsequently entered into by and between
the Bank and the Client.

In the event of any discrepancies between the terms and
conditions of the Documents on opening a banking account and
those of the Agreement related to debiting Accounts of the Client
without the Client’s consent, the terms and conditions of the
Agreement shall prevail.

3.3.9. To forward to the Client and/or provide the Client
with an opportunity of access the System and to obtain Free-form
Bank Documents or Bank Account Statements.

3.3.10. Upon the Client’s respective application, to
provide the Client with USB Keys to be used by the Client or
Client’s Authorized Persons for use in the System. The number of
USB Keys that may be issued under the electronic cooperation
with one Client may be different from (be higher in case specified
by the Clause 2.15 hereof or lower than) the number of the
Electronic Signature Verification Key Certificates issued to the
Client or Client’s Authorized Persons under the Agreement.
Together with the USB Keys, CD / DVD carriers (or other data
carriers) shall be issued containing drivers for the USB Keys of
this model, or the most recent link shall be provided to a web-site
of the manufacturer (distributor) of such device for the purpose of
downloading such software.

3.3.11. To deny the Client's use of USB Key for operation
in the System if these USB Keys are acquired from third parties.

3.3.12. To engage third parties to fulfill the obligations of
the Bank under the Agreement in compliance with the legislation
of the Republic of Cyprus and the Russian Federation on
Information, Information Technologies and Information Protection
and permit third parties to have access to the Client’s Information,
provide that the Bank shall remain responsible to the Client for the
actions of third parties involved in relation to this information.

3.4. The Client undertakes:

3.4.1. To perform the ED entry and control over the
entry data, maintaining the procedure for the preparation of ED as
provided for by these Rules and the ED Interchange Regulations,

KIIIOY€eH.

[Moctymierne B bank (B TOM 4wcie OJHOBPEMEHHO JHOO
yepe3 He3HAUHUTEIbHBIE TPOMEXyTkH BpemeHu) O] wn(wmm)
napix O], He sBusmtomuxcs OIIJ], TOAMMCAHHBIX pa3HBIMH
onoopenusiMu OI1 omHoro YmosnomoueHHoro ymia Kimenra,
KOTOPBII HaJlelieH IPaBOM IepPBON WK BTOpoii moxmucu /I, npu
ycrmoBuH OTCyTcTBHA B bamke coobmenms Kmmenta o
Komnpomeranuu Kimrowa OII unm  yTpaTsl  ammapaTHOTO
YCTPOMCTBA JOCTYIA, HANIPABJIEHHOT'O B MOPSIIKE, YCTAaHOBICHHOM
nyHKToM 3.4.6 IIpaBwi, n(unm) coodmenus Bnanensna CKIT OI1
0 TaKUX COOBITHUSIX, HE SIBJISIETCS OCHOBAHUEM JIJIs1 BOSHUKHOBEHUS
MOJO3PEHNH O HECAaHKIIMOHUPOBAHHOM JIOCTYIIE M HE SIBIISITCS
ocHOBaHMeM [y OnokupoBanus bankom  Cucremsr /
MIPHOCTAHOBIICHUS AeHCTBH Joboro mwin Beex CKIT OI1.

3.3.7. BnokupoBats moctynm Kmmenta k Cucreme B
cinydae HapymeHus Knuenrom ycnosuii Hactoamux [Ipasui.

3.3.8. CrinceiBaTh 0€3 JOMOIHUTEIHHOTO PACIIOPSIKEHUS
Kinenra JIEHEKHBIE cpencTaa IS OILIATHI Bbanky
BO3HArpaKACHHs, YCTaHOBJIEHHOro Tapudamu, a TakkKe HHBIX
pacxoloB, IOHECEHHBIX bBaHKOM B CBSA3M C HUCIOJHEHHEM
Jorosopa, ¢ moboro Cuera Knuenra.

B wactu cnmcanus 6e3 momosHHMTENBHOrO cornacus Kirenta
neHexHbIx cpenctB co CueroB Kimenta JloroBop BHOCHT
COOTBETCTBYIOIIME H3MEHEHUs W JONOJHEHHS | SBISETCA
COCTaBHOH W HEOTHEMJIEMOW 4YacThiO 3aKIIOYEHHBIX MEXIY
bankom u KnmeHtom JIoKyMEHTOB 00 OTKpBHITHH OaHKOBCKOTO
cyeta (C W3MECHEHHSMH M JONOJHEHUSIMH), a TaKke Oyzmer
SBISITBCSI COCTAaBHOH M HEOThEMJIEMOW 4acThio JIOKYMEHTOB 00
OTKPBITUM OaHKOBCKOTO CY€Ta, KOTOpbIE OyayT 3aKIIOYEHBI
Mexay bankom u Kiuentom B Oyayriem.

B ciyuae xakux-mubo MPOTHBOPEYHH MEXKAY HOJNOKEHHUIMH H
ycnoBusiMA JIOKyMEHTOB 00 OTKpHITUM OaHKOBCKOTO cYeTa MU
JloroBopa, KacarmomMMHUCS CrHHcaHusi 0e3 IOMOJHUTEIBHOTO
cornmacust Knuenra npenexsbelx cpenctB co CuetoB Kimenra,
MOJIOXKEHHUA M ycioBus JloroBopa HMMEIOT MPEUMYILIECTBEHHYIO
cuiy.

3.3.9. Hanpasmare KimeHTy w/mnm mpeqocTaBIsATh
Knuenty BosmoxHOCTh nocTyna B CucTeMe K TOIyYCHHIO
[TpounsBosibHBIX OAHKOBCKHMX JIOKYMEHTOB 1 Brimucok o Cuery.

3.3.10. [IpenocraBiaTe o COOTBETCTBYIOIIEMY
3asBieHnio Kimenra USB-kmoun as1st ucnonb3oBanust Knnenrom
Wi  YTOJHOMOYEHHBIMH JurnaMu Kimenta mnpu pabore B
Cucteme. KommuectBo USB-kimiodel, KOTOpble MOTYyT OBITh
BBIJIJAaHBI B paMKax JJIEKTPOHHOTO B3aUMOJCHCTBUS C OJHHM
KnueHToM, MOXKET HE COOTBETCTBOBATH (OBITH OOJIBIIIE B CIIydasx,
yKa3aHHbIX B 1. 2.15 TlpaBuin uinu mensine) yucity Ceprudukato
KJIFoYa TPOBEPKH 3JEKTPOHHOW IOAMNCH, BBITAHHBIX KimeHTy
uin YnosHoMoueHHbIM uuaM Knuenrta B pamkax [Jorosopa. B
koMmiuiekre ¢ USB-xirouamu Bbeiarores CD / DVD Hocurenu
(vaBle WHOOPMAIMOHHBIE HOCHUTEIH), COJEpXKaIlue paiiBepbl
USB-kmode#t nmanHOrOo THMHa, JHOO COOOMIaeTcs aKTyalbHas
CCBUTKAa Ha CalT NpOW3BOAMTENS (PAaCIPOCTPAHUTENS) HAAHHOTO
THUIIA yCTPOICTBa, TA€ pa3MEIIEHO JaHHOE MPOrpaMMHOE
obecrieueHue.

3.3.11. Otka3ate KimeHTy B HCHOIB30BaHUH IS pabOTHI
B Cucreme USB-kiroueii, npuodpereHHbix KineHTOM y TpeThux
JIVIIL.

3.3.12. IIpuBnexats ¢  coOmogeHneM  TpeOoBaHUI
3akoHOnarenbeTBa Pecnydommkn Kunp m Poccuiickoit deneparyn
00 uHpopManny, WHGOPMANMOHHBIX TEXHOJOTHAX W O 3alluTe
nH(oOpManny TPETbUX JIMIL IS UCTIONHEHUs 00s3arenbeTB banka
rmo JloroBopy, a Takxke MepenaBaTh/IPelOCTaBIsATh JOCTYI K
cBeJieHnsIM KITMeHTOB TpeTbuM Jiinam, ocTaBasch OTBETCTBEHHBIM
3a JeWCTBUS MPHUBIICUYCHHBIX TPETHUX JINI] rtepen KimmenTtom.

3.4. KuaueHr obsizyercs:

3.4.1. OcymectBiusite BBOA OJJ[ ®m KOHTpomp 3a
BBEJICHHON WH(opManuel, cobroaas MopsaoK MOAroToBKU D1,
MpeaycMOTpeHHbIN HactosmuMmu [lpaBunamu u  Pernamentom



and presented in the PSB On-Line System User Manual posted on
the website of the System.

3.4.2. Periodically, but at least once a day, to establish
connection with the PSB On-Line System for review of any
updates or other relevant information provided by the Bank, to
respond promptly to the Bank’s service messages.

3.4.3. To use equipment that meets the Requirements of
the Client Hardware and Software for PSB On-Line System
specified in Appendix 11.5 hereto, and to maintain such equipment
and software in working order.

3.4.4, To take reasonable steps to prevent appearance in
computers where the System is installed of any computer viruses
or software that causes corruption of the System, to observe
security measures using PSB On-Line System, as defined by the
Bank and providing information about the PSB On-Line System
requirements, in relation to using and storing the ES Keys, the
restriction of methods and locations of the PSB On-Line System
and (or) ES Keys, about cases of the increased risk for use of PSB
On-Line System which are determined as security measures used
on PSB  On-Line System, are placed on site
http://online.payment.ru in section “The important information on
measures for increase of security level of work in the Internet-
banking system”.

3.4.5. To ensure the receipt and use of Electronic
Signature Verification Key Certificates by Client or Client’s
Authorized Persons in accordance with the ED Interchange
Regulations. Do not deliver the ES Keys and its valid VKC ES,
including ES Keys stored on the USB Keys, to the persons who are
not owners of the ES Keys (VKC ES Holders), and use USB Keys
provided by the Bank in order, for the purposes, on the terms and
subject to the restrictions imposed hereof.

A USB-Key issued to the Client in accordance with the Rules
and valid for use that has the ES Key which contains an invalid
VKC ES shall be returned to the Bank or the USB-Key shall be
transfered from the previous Client’s Authorized Person to new
Client’s Authorized Person pursuant to a written transfer document
(for creation and/or storing the ES Key and its VKC ES owned by
the relevant new Client’s Authorised Person). The Client shall
immediately notify the Bank about the USB Key transfer
specifying the identifying characteristics of the USB-Key and the
new Client’s Authorized Person and provide the Bank with a copy
of this written transfer document upon request of the Bank.

3.4.6. In the event of complete or temporary loss of
control over third-party access to the System, discovery of any
other attempt for unauthorised actions that may cause the System
malfunction or otherwise cause damage to the Bank or other users
of the System, as well as in the event of the ES Key Compromise
or loss of hardware access device (USB Key):

o immediately lock hardware used for System operation;

e immediately notify the Bank by using a free form
document in the System, or using other communication
channels which help to determine that the document
originates from the Client, with subsequent obligatory
written message made in a free form sent within 2 (two)
days.

oOMena DJI, a Takke U3JI0KCHHBIA B PyKOBOJICTBE MONB30BaTENS
Cucremsl «PSB On-Liney, pasMeiennoM Ha caiite CHCTEMBI.

3.4.2. Perynspuo, HO He pexe yeM 1 (oauH) pa3 B JCHB,
yCTaHaBIMBaTh coeauHeHne ¢ cepBepoM Cucremsr «PSB On-
Line» amsa mpocMoTpa HOBOCTEH ¥ JIpYyrod aKTyaIbHOM
nHpopmannu baHka, CBOEBpEeMEHHO pearnpoBaTh Ha CIyKeOHBIE
coobmerns banka.

3.4.3. Hcnonp30BaTh 000pyIOBaHKE, COOTBETCTBYIOIICE
Tpebosanusm K annapamuo-npozZpammHomy ooecneuenuio
Knuenma ona pabomwer no Cucmeme «PSB On-Liney,
ykaszauHbeiM B Ilpunoscenuu 11.5 x wacrosimum [lpaBuiam, a
TaKXKe MOJJCPKUBATh YKa3aHHOE 00OpPYIOBAHUE M MPOrPAMMHEIC
CPEIICTBA B HCIIPABHOM COCTOSHHHU.

3.4.4. [IpeqnpuarMaTh HEOOXOAWMEIC  YCHIHMS IO
HE/IONYIICHUIO TIOSBICHHS B KOMITBIOTEpaX, Ha KOTOPBIX
ycraHoBneHa CucreMa, KOMIBIOTEPHBIX BHPYCOB W IPOTPaMM,
HalpaBIICHHBIX HAa €€ pa3pymieHHe, CoOMIoAaTe  Mepsl
6esomacHocTh mpu pabore ¢ Cucremoii «PSB On-Line», B Tom
gucie, onpenensiemsle bankoMm u coxepkamme mHpOpMAaIo 00
ycnoBusx pabotsl B Cucreme «PSB On-Liney, 00 ucnonp30BaHuM
u xpaneHuu Kimroueil 37€KTpOHHOW MOMmUcH, 00 OTpaHUYCHUSIX
crocoboB U Mect ucnoib3oBanus Cucremsl «PSB On-Line» u
(wnu) Kirouelt 37eKTpOHHON MOJMIMUCH, CIIyYasX MOBBIIIEHHOTO
pucka ucnosb3oBanus Cucremsl «PSB On-Line».

3.4.5. ObecrieunBaTh MOJTYYCHHE W HCHOJIH30BaHUC
Knuentom  wmum  YnonHomoueHHeiMH — juuamu  Knnenra
CepruukaToB KIIOYa TPOBEPKH DIICKTPOHHOH MOANHCH B
cooTBeTcTBUE ¢ Permamentom oomena D/1. He mepenaBars Kiroun
OII ¢ neiterByromumu CKIT DI, B ToM umncie xpaHsmuecs Ha
USB-kmrouax  Jumam, HE  SBIISIOIIMMCS BJIaJI€NIbIIAMU
cootBercTByromux Kiroueir OI1 (Brmagenmsuamu CKIT 3II), a
TaKXKe HCIOJb30BaTh MpemoctariseMbie bankom USB-kiroun B
LeNAX, MOPSAAKE, Ha YCIOBHSX M C COONIOJICHHEM OTpaHUYEHUH,
yCTaHOBIICHHBIX HactosmmMmu [IpaBunamu u [lpuinoxeHusiMu K
[IpaBunam.

USB-xmo4, BeImaHHbld  KimeHTY B COOTBETCTBHH  C
HactosmuMu  [IpaBuimamu, HaXONAIIMICA B  COCTOSHHH,
MPUTOAHOM JJIs JaJbHEHIIEro HWCIIONB30BAHUS M COJEpIKaIluit
Kirou D11 ¢ menpetictByromim CKII D11 momxkeH OBITH BO3BpaIICH
Kinenrom B BaHk mnM mepenaH mo NUCBMEHHOMY JIOKYMEHTY
MEXIy MNPeIbIIyIIuM YIOJTHOMOYEHHBIM JunoMm KimeHTta ams
€ro HCIIOJIb30BaHMS HOBBIM YTOJHOMOYEHHBIM juuoMm Kimenra
(mnst co3manust w/wiau coxpaHeHus Ha Hem Kimoua OI1 u
ucnonszyemoro anst ero nposepku CKII OII cooBercTBylormero
HOBOTO YmonHoMoueHHoro ismna Kimenrta) Kiwent o6s3an
HEe3aMeIUTHTENFHO coo0muTh baHKy o0 Takoil mepemade c
yKa3zaHHEeM UACHTUQUIHPYIONINX MPU3HAKOB mepenanaoro USB-
KIIF0Ya W HOBOTO YTIONHOMO4YeHHoro nmna KimeHra, a Takke
00eCreunTh XpaHEHHe »JSK3EMIULIpa [JaHHOTO IHUCHMEHHOTO
JIOKYMEHTa JUIS TIPEIOCTABJICHUS €ro MO IMepBOMY TpPeOOBaHUIO
banka.

3.4.6. B ciyyae mnonHOW WIM BpPEMEHHOH yTpaThl
KOHTPOJISI HaJ| TOCTYNIOM TpeTbux Jui kK Cucreme, oOHapyKeHUN
MOTIBITKH COBEPIICHHS KaKUX-JTHOO MHBIX HECAHKIIMOHUPOBAHHBIX
JIEHCTBUH, KOTOpBIE MOTYT TpHuBecTH K cbosm B Cucreme imbo
uHBIM  oOpasom HaHect ymepd bamky mmbo nmpyrum
nonp3oBatesiM CucTeMbl, a Takke B cirydae Kommpomerannu
Knroua OIT unmu yrpatsl annapatHoro ycrpoicta goctyna (USB-
KJI04a).

®  HEMEMICHHO OJIOKMPOBAaTh TEXHUYECKHE
HCTIONb3yeMblIe 171 paboTel CHCTEMEI;

e  HeMmemJeHHO coo0mare 00 d5ToM B baHk, myTeM
ncnonp3oBanus B Cructeme IIpon3BOIBHOTO TOKYMEHTA,
00 C HWCHOJNB30BaHMEM WHBIX KaHAJIOB  CBSA3W,
MTO3BOJISIOIINX JOCTOBEPHO YCTAHOBHTH, YTO JIOKYMEHT
ncxoaur ot Kimenra, ¢ 00s3aTeNbHBIM IOCIIEIYIOIIM
HaTpaBJICHUEM B Te4YeHHE 2 (ABYyX) JHEH COOOIIeHUS B

CpencTna,


http://online.payment.ru/

If the ES Key is compromised or hardware access device (USB
Key) is lost, the Client may resume (or start) using the System
provided that the Client sends to the Bank with Application for
issue of New VKC ES due to the ES Key damage / loss /
compromise made according to form provided in Appendix 11.8 to
these Rules, and repeats all procedures stipulated in these Rules for
issue and registration of a new VKC ES of the Client's (or Client’s
Authorized Person) (except submission of Application for
Registration of Electronic Signature Verification Key Certificate
Holders with indication of all Client's Authorized Persons).

Any ED transmission effected by the Client using a
compromised ES Key shall exempt the Bank from any liability.

If a USB Key is locked, mechanically damaged or cannot be
used for any other reason, to send to the Bank an Application
regarding inability to use USB Keys made by the form required
by Appendix 11.13 to these Rules and signed by the Client or the
Client's Authorized Persons. The Bank will suspend use of VKC
ES while performing its checks whether USB Key can be unlocked
and used thereafter. After a functional check, the USB Key will be
unlocked (with resumed VKC ES) or found inoperable.

If USB Key operation can be recovered, the Client may resume
(start) using the System only after the Bank revalidates the relevant
VKC ES of the Client's Authorized Person specified by the Bank's
authorized employee in Application regarding inability to use
USB Keys submitted by the Client. Information about the time
when VKC ES of the Client's Authorized Person will be
revalidated will be provided by the Bank's authorized employee to
the Client's with notice as soon as the USB Key is recovered and
operational.

If USB Key operation cannot be recovered, the relevant VKC
ES is cancelled, and a new USB Key (instead of the inoperable
one) is issued together with a new VKC ES. In this case the Client
may resume (start) using the System only after the Client repeats
all procedures stipulated in these Rules for issue and registration of
a new VKC ES of the Client's (or Client’s Authorized Person)
(except submission of Application for Registration of Electronic
Signature Verification Key Certificate Holders with indication of
all Client's Authorized Persons).

3.4.7. Timely, but at least once a year, to perform
scheduled replacement of the ES Keys of the Client or Client’s
Authorized Persons and to confirm any previously submitted
information about the Client or Client’s Authorized Persons by
submitting to the Bank the written Application for Registration of
Electronic Signature Verification Key Certificate Holders
executed according to a form contained in Appendix 11.2 hereto.

3.4.8. In the event of changes of the name, surname,
patronymic name, powers or recall the right of use of the System
of the Client or Client’s Authorized Persons or other persons
participating in the electronic document interchange between the
Bank and the Client under the Agreement, to forward promptly to
the Bank a respective written application for cancellation of such
persons’ Electronic Signature Verification Key Certificates
executed according to a form contained in Appendix 11.6 hereto.

ITMCEMEHHOM BH/IE B IIPOU3BOJILHON (opMe.

Bozo6HoBnenne (Hayano) pabotrel Knmenta B Cucreme B
ciaygae Kommpomeraruu Kmrowa OI1 mim yTpaThl anmapaTHOTO
yctpoiictBa nmoctyna (USB-kmoda) BO3MOXKHO TIOCTE TIOJQ4dd
Knmnentom B bauk 3asenenusn o evioaue nosozo CKII JII 6 céazu
¢ nopueii / ymepeit / Komnpomemaunueii Knwoua snexmponnoit
noonucu, cocrapieHHoro mo ¢opme Ilpunoscenun 11.8 x
HacrosimuM [IpaBunam, u ocymecTBiennd KitmeHTOM mOBTOpHO
BCEX MPOLEAYp, NPEIYCMOTPEHHBIX HacTosmuMu [IpaBunamu s
Beimycka u peructpauuu Hooro CKII D3OIl Knmenra wunu
YnomHomoueHHoro Jmna Knmentra (Kpome IpecTaBiIEHHs
3aaenenusn na pecucmpayuro Bnaodenvuyes Cepmughuxamos
KI04a npo6epKU INEeKMPOHHOI noonuceil C yKa3aHHUEM BCEX
VYronmHoMoueHHBIX Ju1l Kimnenra).

Jrobas mepemawa OJ], mnpomsseneHHas KimeHToM ¢
HCIOJIb30BaHUEM CKOMITPOMETHUPOBAHHOTO Kiroua oIl
0cB0OOOXKIaeT baHk OT JIFOOBIX BHIOB OTBETCTBEHHOCTH.

B caywae OmoxmpoBkum  USB-xmowya, MeXaHHYECKOTO
MOBPEKIACHUS USB-kmroua, a TaKxKe HEBO3MOKHOCTH
ucronb3oBanuss USB-kiroya 1Mo MHBIM NpUYMHAM HANpaBUTH B
bank 3asenenue o nesozmomucnocmu ucnonvioeanus USB-
karoueii, cocraBneHHoe 1o ¢opme Ilpmaoxennsi 11.13 k
HacrosmuM  IlpaBwiam, TMOANMUCAaHHOE — YIOJTHOMOYEHHBIMU
munamMu  Knuenta. Ha  mepuon  mpoBeneHHs — MPOBEPKH
BO3MOXXHOCTH Pa30JIOKMPOBKH M JalbHEHIIETO HCIIOIb30BAHMS
USB-kmoua bank mpuocranaBmmBaer aeiicteue CKII OII. Ilo
UTOraM  TpoBepku paborocmocobHocTn  USB-kimrou 6o
pasonmokupyetcst ¢ BocctaHoBieHneMm aerictBust CKIT DI1, mmbo
IpU3HaeTCsS HepaboTOCIIOCOOHBIM.

B caydae ecmm paborocmocooHocts USB-Kimroda MoXeT OBITH
BOCCTAaHOBJICHa, TO BO300OHOBIeHHUe (Hadano) paborsl Kimenra B
Cucrteme BO3MOXKHO TOJIBKO C MOMEHTa BOCCTaHOBIEHHUS baHkoM
nerictBust cootBercTByomero CKIT D11 YnonHoMo4eHHOTO JHiia
Kiwmenra, 3aMKCUpOBaHHOTO YHOJHOMOYEHHBIM PaOOTHUKOM
banka B monmanHom Kiuenrtom 3asenenuu o neeozmosrcnocmu
ucnonvzoeanus  USB-knwueii. Vnpopmanus o  BpeMeHH
BoccTaHoBieHust baunkom aeiicteug CKIT OI1 YnomHomMoueHHOT o
mina KimeHTa MOBOIUTCS YIOTHOMOYCHHBIM paboTHHKOM banka
no csenenuss Kimenra B ycTHOH (opme B MOMEHT BO3BpaTa
Kiuenty USB-kitoua, paboTocnocoOHOCTh KOTOpPOTO
BOCCTAaHOBJICHA.

B cnyuyae ecimm pabGorocnocobHOocTh USB-Kitoua HE MOXKET
OBITH BOCCTAHOBIICHA, COOTBETCTBYIOLIUN CKII oIl
AHHYJIUPYETCH, BBIJIAETCA HOBBIN  USB-kirou B3aMEH
HepaboTocnocoOHoro, a Takke Bbimaercss HoBbId CKIT OI1. B
9TOM ciydyae BO300HOBiIeHHe (Hawano) pabotel Kimenra B
Cucteme BO3MOXHO TOJBKO IOCTE oOcymiecTBieHHs KimeHToM
MOBTOPHO BCEX IMPOLEAYP, NPEIyCMOTPEHHBIX HACTOSIIMMHU
[IpaBunamu myis Beimycka u peructpauun HoBoro CKIT 3II1
VYnomHomoueHHoro Jmna Kimenra (kpoMe —IpeacTaBlICHHS
3asBieHus Ha peructpanuio BranensueB CeptuukaroB Kioda

MPOBEPKH  JICKTPOHHOM  MONMUCH C  yKa3aHHEM  BceX
YnomHoModeHHBIX Jul] KinmeHra).
34.7. CoeBpeMeHHO, He pexxe uem | (oxmH) pa3 B 1

(omuH) rox, MPOBOAMTH IJIAHOBYIO cMeHy kmtoued OI1 Knmenra
WM ero YIOJHOMOYEHHBIX JIMII W MOJATBEPXKIATh paHee
npeacTaBieHHbIe cBeleHus1 0 Kimente win 00 YIOJTHOMOYEHHBIX
munax Kiwmenra ¢ npenocraBneHneM B baHK NMHCBMEHHOTO
3anenenus mna pecucmpauuto Bnaoenvuee Cepmugpuxamos
KI04a NnpoeepKu 3NEeKMPOHHOU noOnucu, COCTABICHHOIO IO
dopme Ipunorcenun 11.2 x nactosmmm IpaBrnam.

3.4.8. B cmyuae wu3menenus y Kimenra wim
YnonHomo4eHHBIX Ul KireHTa, Wik WHBIX JIUI, YIaCTBYIONINX B
AJIEKTPOHHOM JOKyMeHTO0OopoTe Mexny bankom u KimenToMm B
pamkax JloroBopa nmenu, haMHIMK, OTYECTBA, MMOJTHOMOYHMI MK
JHLICHUsI UX 1paBa pabotel B CucTeMe HEMEJICHHO HApPaBIsITh B
bank  cooTBercTByMOIICE NUCBMEHHOE  3asgBlieHHEe 00
anHynupoBanun CeprudukaTa KIOYa HOPOBEPKH 3JIEKTPOHHOU
MOJIICH yKa3aHHBIX JIML, COCTaBIeHHOE 110 dopme Ilpunoscenun



3.4.9. In the event that there will be a new Client’s
Authorized Persons or any other persons participating in the
electronic document interchange between the Bank and the Client
under the Agreement, to present to the Bank the written
Application for Registration of Electronic Signature Verification
Key Certificate Holders executed according to a form contained in
Appendix 11.2 hereto, including identity documents and any
documents confirming the powers of such persons to the
equivalent of their handwritten signatures (electronic signature) on
behalf of the Client (unless such documents have been previously
presented to the Bank) and Electronic Signature Verification Key
Certificate for each of them executed according to a form
contained in Appendix 11.3 hereto.

3.4.10. In the event that the Authentication of ES in
Electronic Document fails in the System, to notify thereof the
Bank immediately and to keep (record) any documents associated
with the ED execution, the ED itself, computing information files
or other information required for examining the circumstances and
causes of such Authentication of ES in Electronic Document
failure (if such examination is carried out).

3.4.11. Should any disputes arise in respect of the use of
the System, to provide the Bank upon its written request with any
required documents associated with the ED execution, the ED
itself, computing information files or any other information related
to such disputing ED.

3.4.12. To pay the Bank’s charges for the services
provided by the Bank according to the procedure and in the
amount established by the Rates and these Rules, as well as to pay
any other costs incurred by the Bank and associated with the Client
service by the System (cost of telephone conversations, fax
messages and mailing, other expenses). For this purpose, the Client
shall authorise the Bank to debit such charges and costs from any
Client Account without the Client’s consent and this authorisation
shall be considered and shall constitutes the preliminarily
acceptance provided by the Client. The preliminarily acceptance
provided procured by the Client without any limits on the amount
of the Bank’s settlement documents drawing up in accordance to
the terms and conditions of the Agreement and limits on the
amount of the commitments and requirements arising from the
Agreement. The Client will be charged on the basis of the charges
as published by the Bank in accordance with Section 8.

3.4.13. To be familiarized with the information published
by the Bank under Section 8 hereof at least one time every 3
(three) days.

3.4.14. To receive via the System, not later than the next
business day after the Bank has executed an EPD according to the
terms and conditions of the relevant EPD and the Document on
opening banking account, the Bank Statement or any other
documentation forwarded by the Bank in accordance with the rules
for carrying out settlement and bank transaction. The Bank
Statement shall be deemed as finally generated if executed by the
Client after 13-00 (Moscow Time) on the next business day after
the day when a respective payment document was executed by the
Bank. With regard to the procedure for issuing and receiving Bank
Statements and any documentation attached thereto, this
Agreement shall introduce respective changes and addenda and
shall constitute an integral part of any Documents on opening a
banking account between the Bank and the Client and shall also
constitute an integral part of any Documents on opening a banking
account to be subsequently entered into by and between the Bank
and the Client.

11.6 x HacTosiuM [IpaBuiiam.

3.4.9. IIpy BKIOYEHWH HOBBIX JIMI] B  COCTaB
YnonHoMOYeHHBIX aul KiMeHTa Wiiu MHBIX JINI, Y9acTBYIOIINX B
3JIEKTPOHHOM JIOKyMeHTooOopoTe Mexny bankom m Kimentom B
pamkax JloroBopa, npencraBinsaTh B baHk mucEMeHHOE 3as6nenue
na pecucmpayuio  Bnaoenvyee Cepmugpukamos knwoua
npoGepKu INEKMPOHHOW ROOnUCH, COCTABIECHHOE MO (dopme
Ilpunoyncenus 112 x wHactosmM [lpaBuiam, BKItOYas
JIOKYMEHTBI,  yJIOCTOBEpSIOIIME JIMYHOCTH, M  JOKYMEHTBI,
MOATBEPXKJAIONIMEe  TOJHOMOYHMS  yKa3aHHBIX  JIMI  Ha
UCIIONIb30BAaHUE  AHAJIOTOB  COOCTBEHHOPYYHOW  TOAIMCH
(anexTpoHHOM moxmucu) oT wuMeHn Kimenra (ecnum panee
yKa3aHHbIE JIOKYMEHTH! B baHK HE MpEICTaBISUINCH), a TaKKe Ha
Kaxgoro u3 Hux Cepmugpuxam Knioua npogepku 31eKmpoHHoil
noonucu, cocrtaBieHHbI 1o Qopme Ilpunosxcenua 11.3 x
HacToawuM IIpaBunam.

3.4.10. B cnygae ve [MonTBepxnenus nogmuaHOCTH JI1 B
OnekTpoHHOM  JoKymMeHTe B CHcremMe — He3aMEIUTEIHFHO
yBemoMJIsITh 00 3TOoM baHk, a Tarke coxpaHsaTh ((pUKCHPOBATH)
BCE  JIOKyMEHTBHI,  CBs3aHHble C  cocraBieHueM O/l
HerocpeAcTBeHHO cam JJl, ¢aiinpl MammHHOW MH(MOpPMaLUH U
JpyrHe CBEIeHMs, HeOOXOIUMBIE ISl MPOBEICHHS HDKCIEPTU3BI
NPUYUH ¥ 00CTOATENBCTB, NpuBennx K He [loarBepxaenuto D11
B DJEKTPOHHOM JOKyMeHTe (B ciydae MpPOBEACHUS YKa3aHHOU
SKCIEPTHU3HI).

3.4.11. [Ipy BO3HUKHOBEHWH CIIOPOB, CBSI3aHHBIX C
ucronb3oBaHueM CHCTEMBI, NPENOCTABIATH MO HHCBMEHHOMY
3anpocy baHka HeoOXoanMmble TOKYMEHTBI, CBSI3aHHBIE C
cocraBinenuem ]I, HemocpeacTtBeHHO OJI, Qaitmpl MamMHHON
nH(popManMK 1 Ipyrue CBEACHNUS, OTHOCSIIHUECS K criopHOMY DJ1.

3.4.12. OrmutauuBaTh Banky KOMHCCHOHHOE
BO3Harpak/JieHUe 3a OKa3blBaeMble baHKOM yCJIyru B MOpsAKE U B
pasmepax, ycTaHOBIEHHbIX TapupamMm W HACTOSIIUMHU

IIpaBunaMu, a Taxke BO3MELIATh APYI'HE PacXO/bl, IOHECEHHBIE
bankom u cBs3aHHBle ¢ oOcmyxuBaemM Kimenra B Cucreme
(croumocTh  TeneOHHBIX  NEPEroBOpoB,  (HAaKCHMHIIBHBIX
COOOIIEHNH W TOYTOBBIX OTNPABICHUH, HHBIE pacxozbl). Jlms
sroro Kmment mopyuaer banky cnmceiBaTh — yKa3zaHHBIC
KOMHCCHOHHBIE BO3HArpaskACHU u pacxosl 6e3
JIONIOJTHUTENbHOTO cornacus Knmenra ¢ mo0six CueroB Kimenra,
4TO SABJIAETCS 3apaHee MAaHHBIM aKLENTOM. 3apaHee JaHHBINA
akuent npepoctaBieH KimeHtoMm 0e3  orpaHWMuYeHHs IO
KOJINYECTBY pacUeTHBIX IOKYMEHTOB baHKa, BBICTAaBISEMBIX B
COOTBETCTBUH C yCIOBHAMHU J[oroBopa, a Taioke 6e3 orpaHUYCHUS
0 CyMM€ M TpeOOBaHUSAM U3 0053aTENBCTB, BBITCKAIOIIMM U3
Joroeopa. Kiment Oyner omraduBaTh pacxoAbl Ha OCHOBE
CTOMMOCTH PacxXoJ0B, ONMyOJIMKOBaHHBIX BaHKOM B COOTBETCTBHHU
¢ Pazgenom 8.

3.4.13. 3HaKOMHUTECS ¢ HWHQOpPMALUEH, MTyOIHKyeMoi
bankom B cootBercTBuUM c pazaenoMm § IlpaBmi, He pexe 1
(omHOTO) pasa B 3 (TpH) THA.

3.4.14. [onmygate mocpenctBom CHCTEMBI HE IMO3IHEE
cienyromero pabodero AHs 3a nHeM ucnonHeHus bankom EITJ B
COOTBETCTBUU C YyCIOBUSIMH cooTBercTBytomero OIIJI wu
JlokymenTa 00 OTKpHITHHM OaHKOBCKOTO c4eTa OJIEKTPOHHOTO
IUTaTEKHOTO JOKYMEHTa BBIMHCKY 1O cYeTy M MHBIE JOKYMEHTHI,
HampasisieMble baHKOM B COOTBETCTBHUH C IPAaBMIIAMH ITPOBEICHHUS
pacueToB 1 0AaHKOBCKHX oTepanuii. Beimucka mo cuety cuuraercs
c(OpMHUPOBAHHOW OKOHYATENIFHO, €CIH OHa Cc(hOpMHpPOBaHA
Kimnenrom mocne 13-00 dvacoB (0 MOCKOBCKOMY BpEMEHH)
pabodero Hs, CHeXylOIIero 3a JHEM HCIOJNHEeHHus baHkoM
IUIATEXKHOTO JIOKyMEHTa. B wacTu perynupoBaHMsi —IOpsiKa
NPEJIOCTaBICHU W IIOJydeHWs Bwlnmcok 1o cyery w
NpWIaraeMelX K HeW JOKyMEHTOB, HacToAmMH J[oroBop BHOCHT
COOTBETCTBYIOIINE W3MEHEHHS W JOIOJIHEHUS W  SBIAETCS
COCTaBHOH M HEOTHEMJIEMOW 4YacCThIO 3aKIIOUYEHHBIX MEXIy
bankom m Knmentom JIOKyMEHTOB 00 OTKPBHITHH OaHKOBCKOTO
cdyera, a Takxke OyaeT SBIATHCA COCTABHOH W HEOTHEMJIEMOM
gacTeio JIOKyMEHTOB 00 OTKpPBITHM OAHKOBCKOTO CYETa, KOTOPHIE



Issuance by the Bank and receipt by the Client of any Bank
Statement or other documents shall constitute proper execution by
the Parties of their respective obligations as provided for by the
Documents and the bank account agreement entered into by the
Parties and shall not entail any obligations for the Parties to
receive/submit any hard copies of Bank Statements or other
documents. If necessary, the Client may apply to the Bank for
additional hard copies (duplicates) of Bank Statements or other
documents.

A respective mark — the Bank’s stamp affixed according to a
form provided for in Appendix 11.9 hereto — shall be automatically
put (during printout) on the documents attached to the Bank
Statement, and any other Electronic Documents directed to the
Client by the Bank to conclude the transactions in accordance to
the contracts/agreements, entered into between the Bank and the
Client and constituted the ability to Electronic documents
interchange by using the System, on the basis of which
transactions have been performed in the Client’s Account.

3.4.15. To receive via the System not later than on the
next business day after the respective ED has been sent to the Bank
and accepted/executed by the Bank in accordance with applicable
currency legislation, Free-form Bank Documents or other
information forwarded by the Bank to the Client in accordance
with the requirements of the applicable currency legislation.

Issuance by the Bank and receipt by the Client of Free-form
Bank Documents or other information as provided for by the
requirements of the applicable currency legislation, where the use
of hard copies is not required, shall constitute proper execution by
the Parties of their respective obligations to receive/submit hard
copies of the documents.

3.4.16. If the Agreement is cancelled and use of USB Key
is terminated, the Client shall (at its option) return to the Bank
USB Key issued by the Bank (with a bi-lateral delivery and
acceptance certificate made in a free form) or by itself destroy
USB Keys issued by the Bank (with delivery to the Bank of Report
on/Aknowledgement of Destruction of USB Keys made in form
fixed in Appendix 11.14 to these Rules.

If the USB Keys issued by the Bank cannot be returned because
of its loss, the Client shall notify the Bank of the event by sending
a written notice with indication of serial numbers of lost USB
Keys printed on paper and signed by Client or Client’s Authorized
Persons.

3.5. The Client shall have the right:

3.5.1. To recall his EPD on the day when it was sent to
the Bank in the event that the Bank has not performed any actions
to execute an Order (s) and it is technical feasibility to recall it in
the System.

3.5.2 To cancel/suspend/renew the Electronic Signature
Verification Key Certificate of the Client or Client’s Authorized
Person by forwarding to the Bank a respective written application
executed according to a form contained in Appendix 11.6 hereto.

3.5.3. To define a list of accounts / information types /
types of operations available for Client or any of Client’s
Authorised Persons to perform Transactions in the Client Account,
reviewing, working etc.

3.5.4. To receive from the Bank USB Keys for their

OynyT 3aKmouensl Mex 1y bankom n Kitmenrom B Oyaymiem.

[IpenocraBnenne bankom u nomydenue Kimentom Beimucku
nmo Cuery W WHBIX JOKYMEHTOB SBIAETCA HAJJICKALINM
ncnoHeHUeM CTOpPOHAMH  COOTBETCTBYIOIIUX — OOS3aHHOCTEH,
MPEAyCMOTPEHHBIX JIOKyMEHTaMH M JIOTOBOPOM OaHKOBCKOTO
cdeTa, 3aKMoYeHHOMY Mexnay CTopoHamum, W HE BJIEYET
obszanHOCTH ansi  CTOPOH TO  TIOyYSHHIO/TIPEIOCTABICHUIO
Bemmucku no CueTy ¥ HHBIX JOKYMEHTOB Ha OYMa>KHOM HOCHUTEJIE.
B cnyuae HeoOxoaumoctH, KimeHt BrpaBe oOparutbess B bank
JUIL  TIONyYEHHUsS] JONOJHUTENBHOTO SK3eMIuiipa (ayOiukara)
Beimucku o CueTy ¥ MHBIX JOKyMEHTOB Ha OyMa)KHOM HOCHUTEJIE.

Ha mnpunaraempix k Beinmucke mno cuery AoKymeHTax, Ha
OCHOBaHMH KOTOPBIX OBLIM coOBeplueHbl omepanuu no Cuery
Knmenta, a Takke Ha UWHBIX OIEKTPOHHBIX JOKYyMEHTaX,
HampaBiasiemblx bankom KimeHTy B IemsIxX 3akiIOYeHHs C
KimeHToM cenok B COOTBETCTBHH C JOTOBOPAMH/COTIAIICHUSIMH,
3aKJIIOYEHHBIMU MEXAY bankom u Kinentom u
MPeAyCMaTPUBAIOIINMHI BO3MOXKHOCTh OOMEHa OIEKTPOHHBIMHU
JOKYMEHTaMH (WX HaIpaBJICHHUS) C HUCIONIb30BaHHEM CHCTEMHI,
aBTOMAaTHYECKUM CHOCOOOM (TIpH pacriedaThIBAHUHM Ha OyMaKHOM
HOCHTEJIE) MPOCTABISETCS COOTBETCTBYIOLIAs OTMETKAa — IITaMIl
banka, nmo ¢opme, mpemycmorpennoit Ilpunoscenuem 119 x
HacrosuuM [IpaBunam.

3.4.15. Ilonygate mocpeactBoM CHCTeMBI He IO3/HEE
crenyroniero pabodero AHsA 3a gHeM HampasieHus OJ] B bank n
MPUHATHS K UCTIOHEHHUIO/UCTIONHEHNST baHKOM B COOTBETCTBHUH C
TpeOOBaHMSMH IIPUMEHHMOTO BAJIOTHOTO 3aKOHOJATEIbCTBA
[TpousBonbHBIE OaHKOBCKHE IOKYMEHTHI W MHYIO HH(OPMAIHIO,
HampaBisiemble  bankom  Kimenty B COOTBETCTBHM — C
TpeOOBaHNIMH NIPUMEHHMOTO BAJIFOTHOTO 3aKOHOJATEJILCTBA.

IIpenocraBnenne  bankom u  momyuenue — Kimentom

[Tpou3BoNBHBIX OaHKOBCKMX JOKYMEHTOB W  HMH(OpPMALMH,
NPEyCMOTPEHHOH TpeOOBaHUSIMU HPUMEHHMOTO  BAJIFOTHOTO
3aKOHOJIATENIbCTBA U HE TpeOyrouield B 00s3aTeNIbHOM IOpPs/IKEe
UCIIONIb30BaHHUsl OYMa)KHOTO HOCHTEJIs, SIBJISIETCS HaJAJIeKalluM
ucrnionHeHueM CTOpPOHaMH  COOTBETCTBYIOUIMX  0053aTeNbCTB
CTOpoH TI0 TOJyYEHHUIO/TPEIOCTABICHUIO JOKYMEHTOB Ha
OyMa)XXHOM HOCHTEIE.
3.4.16. IIpu pactopxennn JloroBopa W TpeKpamcHUN
ucrionp3oBanusd USB-kimoua mo cBoeMy BEIOOPY BO3BpAaTHTH B
bank momyuennele ot bamka USB-wmrounm (¢ cocrtaBieHHEM
JIByCTOPOHHETO aKTa IpHeMa-Tiepeaaddl B MPOU3BOJIBEHON (opme)
1100 CaMOCTOATENIEHO YHHUYTOXKUTH MOTydeHHble oT banka USB-
kmoun (¢ mpeacraBieHueM B bank  Axkma/pacnucku 06
yuuumoscenuu  USB-knrouen, cocraBieHHOro 10  ¢opme
Ilpunoscenun 11.14 x nactosmmm IlpaBunawm,

IIpu HEBO3MOXKHOCTH BO3BpaTa MoyyueHHbIX oT banka USB-
KJIFOYEH 10 MPUYMHE MX yTPaThl YBEIOMHUTH 00 3ToM bank myrem
HarpaBJIeHUs TMCbMEHHOTO YBEJOMIICHHS C YKA3aHHEM CEPHUHHBIX
HOMepoB  yTrpadeHHBIX USB-wmoueit, odopmieHHOro Ha
OymaxxHoM HocuTene u  moxamucaHHoro Kimenrom — mm
YnomHoMo4YeHHbIMHY JTuIIaMu KinenTa.

3.5.  KuaneHT mmeeT mpaBo:

3.5.1. Ot3eiBath cBoOit DI/ B neHb ero otnpaBku baHKy
B TOM ciydae, ecid BaHKOM, He MpPOW3BEACHBI AEHCTBHS IO
ucnionaennto  Ilopydenmsa(-uif), B  pe3yiaprare  KOTOPBIX
HEBO3MOXXKHA €ro OTMEHa (TO €CTh 10 HACTYIUICHHUS YCJIOBHH O
6€30T3BIBHOCTH 110 3aKOHOAaTenbcTBY Kumpa), u 8 Cucreme ectb
TEXHUYECKas BO3SMOXXHOCTD €r0 OTO3BATh.

3.5.2. AHHYIMPOBATH/IPHOCTAHABINBATE/BO30OHOBIIATH
neiictBue CepTudukara Kioda IPOBEPKU MIEKTPOHHON MOANNCH
Kiwmenra mnu YnonHomouenHoro nuna Kimenra myrem nepepaun
B baHK COOTBETCTBYyIOIIEro MUCEMEHHOTO 3asiBJICHUS 1O (hopme
ITpunoscenun 11.6 x nacrosimm [pasuam.

3.5.3. Omnpenenste s Kimenta  wiu  Jiodoro
Ynonaomouennoro juna Knmenrta mnepedens CueToB/ BHIOB
nH(opManuK / THIIOB ONepanuii, JOCTYMHBIX AJsI COBEpIICHHS
Omnepanwmii mo Cuery Kimenra, mpocmotpa u T.1I.

3.5.4. [Tonyuats B banke ju1st ucnonb3oBanust Kinuenrom



subsequent use by the Client and Client’s Authorized Persons, on
the basis of the written application submitted to the Bank and
executed according to a form presented in Appendix 11.10 hereto.

3.5.5. To obtain from the Bank and use for operating in
the System, the USB Keys for storing ES Key of the Client's
Authorized Persons with System access level "Executor" and/or
"Review".

4. CONFIDENTIALITY

4.1. The Bank undertakes to take efforts to prevent
unauthorised access by third parties to the private information of
the Client. Any information of this kind may be disclosed to the
third parties only according to the procedure established by the
legislation of the Republic of Cyprus.

4.2, The Client has been informed and fully realizes
that any transmission of confidential information via the Access
Channel entails the risk of unauthorised access to such information
by third parties.

5. PROCEDURE OF DISPUTES AND DIFFERENCES

SETTLEMENT

5.1. The Parties undertake to settle disputes arising
from their performance of the Agreement through negotiations
with regard to the principles of good faith and mutual respect, in
accordance with the procedure established by this section of the
Rules.

5.2. For examination of disputes related to the ED
interchange between the Parties, the Client shall forward to the
Bank a written claim containing the information about the disputed
Electronic Document. Before forwarding the written claim, the
Client shall make sure of the consistency of his software, absence
of any malicious software (computer viruses), permanence of the
used key data, as well as the absence of any unauthorised actions
on behalf of the Client or Client’s Authorized Persons, who use the
PSB On-Line System and/or any third parties.

5.3. Within 30 (thirty) calendar days from the receipt
of the Client’s claim, the Bank shall consider the Client’s claim
and, depending on the decision taken, shall either satisfy the
Client’s claim or provide the Client with a written conclusion
stating that the claim is unsubstantiated signed by the Bank’s
authorised employee.

5.4. In the event that the Client disagrees with the
Bank’s conclusion on the claim made against the Bank, the Client
may forward to the Bank a written notice of his disagreement with
the demand, that an expert commission be set up to settle the
dispute or refer the matter to the relevant competent authority.

5.5. Within 7 (seven) business days from the receipt by
the Bank of the Client’s notice of its disagreement with the Bank’s
conclusion on the claim made against the Bank, the Parties shall
set up an expert commission consisting of equal number of Parties
representatives, but not exceeding 3 (three) persons from each
Party. Forming of the expert commission shall be confirmed by an
act signed by the Parties. If agreed by both Parties an expert may
be involved into the expert commission for performance the ES
verification.

5.6. Within 7 (seven) business days from forming the
expert commission, the Parties shall deliver to the expert
commission materials and documents evidencing the transmission
of the Electronic Document to the Bank by the Client, its
authorship, invariability, authenticity and correctness of the
Electronic Document execution by the Bank, including files,
database records, the System operational protocols, magnetic or
other carriers containing records of talks or communication
sessions, contracts and agreements under and according to which
the Electronic Document was generated and forwarded to the

nid  YrnonHomoueHHbeIMKA Jmnamu  Kiawmenta USB-kmrouwn, Ha
OCHOBaHMW TPEACTaBICHHOTO B bBaHK COOTBETCTBYIOIIErO
MUCBMEHHOTO 3asBicHus 1o ¢opme Ipunoncenuna 11.10
HacrosiuuM [IpaBunam.

3.5.5. ITonyunts B baHke W MCIMONB30BaTh I pabOTHI B
Cucreme USB-xmoum gt coxpaneHmst  Kimowa — OI1
YnonromoueHHBIX Jal KimeHTa, 001agaromux ypoBHEM AOCTyIa
B CHUCTEMY «HUCIIOTHUTEIbY U/HITU «IIPOCMOTPY.

4. KOHOUJEHIUHUAJBHOCTD

4.1. bank  o00sa3yeTca  NpUHATE  Mepel OIS
MPEIOTBPALICHHS HECAHKIIMOHUPOBAHHOTO JOCTYIA TPEThUX JIHIL
K uH(pOpMaIMK, COCTaBisfonleld OaHKOBCKyro TaiHy Kimenra.
JIrobast nHpOpMAIKS TaKOTO pojJa MOXKET ObITh HperoCTaBlICHA
TPETPUM JIUI[AM HE WHa4Ye KaKk B TNOPSAKE, YCTAaHOBICHHOM
3aKoHOJaTeIhCTBOM PecryOmmku Kump.

4.2, KnmeHT mocTaBiieH B HM3BECTHOCTh W B TOJHOM
Mepe OCO3HAeT, YTO Iepenadya KOHPHUISHIMaIbHOH HH(OpMAIH
mo Kanamy pmocrtyma BieYeT pPHCK HECAHKIIMOHHPOBAHHOTO
JOCTYTIA K TaKOi HH(OpMANN TPETHHUX JIUII.

5. IOPSAJOK PASPEHIEHHUS CITIOPOB U
YPEI'YJIMPOBAHUS PASHOTJIACUI

5.1. Cropbl, BO3HHUKAIOLINE B CBSI3U C HCIIOJHEHHUEM
Horosopa, CTopoHBI 0053yIOTCS pa3pelarhb IMyTeM IeperoBopoB ¢
Y4€TOM NPUHIHIIOB }106pOCOBeCTHOCTH 1 B3aMMHOTI'0 YBaXXCHUS, B

COOTBETCTBHM C TOPSIAKOM, YCTAHOBICHHBIM  HACTOSIINM
pasnenom Ilpaswui.
5.2. Jns paccMOTpeHHs  CIIOPHBIX  CHUTYyauui,

cBs3aHHBIX ¢ oOMeHOM Ctoponamu J/1, Kiment nepenaer B bank
MIICBMEHHYIO NIPETEH3HIO C yKa3aHHeM MH(opManuu o CIOpPHOM
ONeKTpOHHOM JOKyMeHTe. Jlo momauyy NMUCBMEHHOW INpEeTeH3HH

KnueHt  momkeH — yOeOUTBhCS B IEIIOCTHOCTH  CBOETO
NpOrpaMMHOTO  oOecredeHHs, OTCYTCTBHHM  BPEIOHOCHBIX
IporpaMm (KOMITBIOTEPHBIX BHPYCOB), HEU3MEHHOCTH

UCIIONIb3YEMO#l KIIIoueBOM HMH(pOpPMalMu, a TaKKe OTCYTCTBHU
HECAHKI[MOHUPOBAHHBIX JIEUCTBUI Kiuenta 581051
YnonaaomodeHHbIX Jul] KinenTa, ncnons3yromux Cucremy «PSB
On-Liney, w/uau TpEeTHUX JIHII.

5.3. bank B Teuenume 30 (TpuaumaTv) KaneHAAPHBIX
MHEW C JaTel TOJyYeHHUs mpereH3uu KimeHTa paccMaTpuBaet
npereH3uio KiveHTa U, B 3aBUCHMOCTH OT TIPHHSATOTO PEIICHHS,
m0o yHnoBIEeTBOpseT mpereH3uto Kimenra, mubo mepemaeT
KnueHTy nuchbMEHHOE 3aKioueHHe O HEOOOCHOBaHHOCTH €ro
NPETEH3UH, MTOINHCAHHOE YIIOJHOMOUYSHHBIM paboTHHKOM baHka.

54. B cnyuae Hecorymacus ¢ 3akimroueHneM baHka mo
npeabsiiacHHOW banky mperensun KiMEeHT MOXKeT HamnpaBHTh B
bank mnUCbMEHHOE YBEIOMJIEHHE O CBOEM HECcOrJlacuu C
TpeboBaHHeM O (HOPMHUPOBAHUU SKCIECPTHOW KOMHCCHH IS
paccMOTpeHHs cIopa WIH TepeJaTb pacCMOTPEHHE JTaHHOTO
BOIIPOCAa B YIIOJTHOMOYCHHBIC OPTaHBI.

5.5. CropoHbl B TeueHHe 7 (ceMH) pabodHMx IHEH C
nmatel nmonydeHus: bankom yBemomieHns Kimenra o Hecormacuu ¢
3aKkioYeHneM baHka 1o mpenbsBicHHOW baHKYy mpeTeH3MH
(OPMUPYIOT 3KCIIEPTHYI0 KOMHCCHIO, COCTOSIIYI0O W3 PaBHOTO
ymcia npeacraButeneit CTOpoH, B KOTOPYIO OT Kax10il CTOpOHBI
BKJIIOYaeTcss He Oomee 3 (Tpex) uenmoBek. DopmupoBaHue
9KCMEPTHON KOMHCCHH TOJATBEPIKIAETCS aKTOM, IIOAMHUCAHHBIM
Croponamu. Ilo cormacoBanmio ob6enx CtopoH Kk paboTte
KOMMCCHHU JUIsl TIPOBEJIEHHsI TMPOBEPKU Mo uinHHOCTH Ol MOoXKer
TIPUBJIEKATHCS IKCIIEPT.

5.6. B teuenune 7 (cemm) paboumx IHEH ¢ JaThl
dbopmupoBaHusl 3KcIepTHOW Komuccun CTOpPOHBI TEpelaroT
9KCTIEPTHOM KOMHCCHU MaTepHabl u JIOKYMEHTEI,
monTBepxkparonme  (akt mepegayn B bamk  Kimenrom
DJIEKTPOHHOTO JIOKYMEHTA, aBTOPCTBO, HEM3MCHHOCT,
MOUIMHHOCTE W NPABWIIBHOCTH  HWCIOJHEHUS  BaHKOM
DNEeKTPOHHOTO JOKYMEHTa, B TOM uwucie (aiimel, 3amucu 0as3
JMAHHBIX, MPOTOKOJBI paboTel CHCTEMBI, MATHUTHBIE W HHBIC
HOCHUTENNM C 3alKCSIMUA [EPEeroBOPOB WM CEAHCOB  CBS3H,
JIOTOBOPbI M COIJIALICHHs, B COOTBETCTBUM W BO HCIIOJHEHHE



Bank, as well as any other documentation as may be required by
the expert commission.

5.7. Checking of the electronic signature shall be
executed in the following order:

e The expert commission shall verify the ES with the reference
to the B-program based on electronic data extracted in the
form of files from the PSB On-Line System and downloaded
in it, a positive result of execution the verification is derived
on the screen messages actually used to verify the electronic
signature certificate (VKC ES) and ES confirmation.

e Upon examination of the materials submitted by the Partiers,
results of the ES verification with the reference to the B-
program and involved expert opinion (if any) the expert
commission shall make the conclusion by a majority vote
about the validity/invalidity of the Client’s claim.

5.8. Results of the expert commission work shall be
reflected in an act (the ‘Expert Commission Act’), which shall be
signed by all members of the commission. Members of the
commission, who disagree with the conclusions of the Expert
Commission Act, shall sign this Act citing their objections that
shall be attached to it in writing. In the event that either Party
avoids signing the Expert Commission Act, such Expert
Commission Act shall be executed by the other Party indicating
the information about the fact of the opposite Party’s refusal to
sign it.

5.9. The Parties acknowledge that the Expert
Commission Act gives basis for satisfaction of the claim or its
refusal and will only be binding upon the Parties if they agree to
sign the Expert Commission Act.

In the event that, according to the signed Expert Commission
Act, either Party shall be obliged to transfer to the other Party the
funds, such payment shall be effected within 3 (three) business
days from the execution of the Expert Commission Act into the
respective Party’s bank account. If such funds are to be transferred
by the Client to the Bank, the Bank shall be entitled to debit such
funds from any Client accounts without the instructions from the
Client.

5.10. The costs associated with forming the Expert
Commission and its work shall be initially put on the Bank and
shall be specified in the Expert Commission Act. In the event that
the Expert Commission acknowledges the Client’s demands are
unsubstantiated, the Client, within 5 (five) business days from the
date of the Expert Commission Act, is obliged to pay to the Bank
all mentioned costs. The Bank has the right to recover such costs
by debiting the Client’s accounts without his prior consent.

In the event that either Party disagrees with the Expert
Commission decision, avoids forming the Expert Commission or
participating in its work, prevents the other Party from
participating in the Expert Commission’s work, than such Party
shall have the right to refer such dispute to the competent court in
accordance with the Document on opening a banking account.

6. RESPONSIBILITIES OF THE PARTIES
6.1. The Parties shall be held liable for non-
performance or improper performance of their obligations
provided for by the Rules in accordance with the current
legislation of the Republic of Cyprus.

KOTOPBIX C(OPMHPOBAH W HAMpaBlieH B baHK DICKTPOHHBIN
JOKYMEHT, a TaKke WHBIE JOKYMEHTHl 10 TpeOOBaHUIO
SKCHEPTHOU KOMHCCHH.

5.7. [Topsimok  TIPOBEPKH  DJIEKTPOHHON  TIOJITUCH
BKJIIOYAET B ceOsl CIeIyIOIINE [Iaru:
e DKCrHepTHasi  KOMHCCHS  OCYIIECTBIISICT  MPOBEPKY

nogmuHHOCTH DIl ¢ Mcmonb3oBaHMEM  JTallOHHOM
NporpaMMbl Ha OCHOBAaHHMU OJIEKTPOHHBIX JaHHBIX,
U3BIICYCHHBIX B Buae ¢aiinos u3 Cuctemsr PSB On-Line
W 3arpy’KeHHBIX B Hee, MOJOXXUTEJIbHBIM DE3yJIbTaTOM
BBITIOJTHEHHUSI KOTOPOW SIBJISETCSI BBHIBEJICHHBIC Ha JKpaH
MOHHUTOpA cooO1eHus 0 JICUCTBUTEIILHOCTH
UCIIONB3YEMOro Ul IIPOBEPKU 3JICKTPOHHOH HOANHCH
ceprudukara (CKII OIT) u moarsepxkaennu JI1.

e DKcoepTHas KOMHCCHS Ha OCHOBAaHHH HW3YYCHHS
NpeICTaBICHHBIX CropoHamu MaTepHaoB
pesynapratoB mpoBepkn Ol ¢ uncmonb3oBaHHEM
OTajJoOHHOW NpOrpaMMbl M MHEHHs HPHUBICUYCHHOTO
sKcrepra (MpH ero HaJUYUH) BEIHOCUT 3aKIIIOYEeHHE 00

000CHOBaHHOCTH/ ~ HEOOOCHOBAHHOCTH  MPETCH3UH
Kinuenra O0IBIIMHCTBOM T'OJIOCOB.
5.8. Pesynpratel  paboThl  3KCIEPTHOW  KOMHCCUHU
oTpakaloTca B akTe (#ajgee — AKT D3KCIEPTHOM KOMMCCHUH),

KOTOpBIH TOAIUCHIBACTCA BCEMH WICHAMH KOMHUCCHH. UiIeHBI
KOMHCCHH, HE COTJIACHBIE C BBIBOIAMH, M3JIOKEHHBIMH B AKTE
9KCIIEPTHOH  KOMHCCHM, MOINUCHIBAIOT  YKa3aHHBIH  AKT
9KCTIEPTHON KOMHCCHH C BO3Pa)KEHHAMH, KOTOpPBIE NPHIIAraroTcs
K HEMy B IHCBMEHHOM BHJE. B ciydae, ecnu onxa u3 CTtopoH
YKJIOHSIETCS] OT MOJMHUCAHUS AKTa KCIIEPTHON KOMHCCHH, TO AKT
SKCIEPTHOM KOMHCCHU COCTaBisieTcs BTOpoil CTopoHO# ¢
yKazaHHeM uHpopManuud O (pakTe OTKa3a OT €ro MOAMHCAHHS
npyroit CTOpOHOM.

5.9. CTOpOHBI NPU3HAIOT, 4YTO AKT JKCHEpTHOH
KOMMCCHH CIYXKHT OCHOBaHHMEM JAJISI YIOBJIETBOPEHHS NMPETEH3UU
1100 OTKa3e B €€ YIOBJIETBOPEHHU M OyJeT 00s3aTeNbHBIM IS
00eHX CTOPOH €C/IM OHM COTJACATCS MOAMNCATh AKT 9KCIEPTHON
KOMHCCHH.

B cayuae ecim B COOTBETCTBHMHM C IIOJIHMCAaHHBIM AKTOM
SKCTIEPTHOM KoMmHccHH  Kakasg-muoo n3 CTOpoH  JOIDKHA
nepedrcianTs Apyroii CTOpoHE AEHEKHBIE CPENCTBA, TO TaKoe
MePEeYHCIICeHNE OCYIIECTBISIETCS B TeueHue 3 (Tpex) pabouux aHen
C MOMEHTa IOANHCAaHUS AKTa OKCIHEPTHOH KOMHCCHHM Ha
GaHKOBCKHI cueT cooTBeTcTByMoue CTopoHsl. Eciu ykasaHHbIe
JICHEeXKHBIC CpEACTBA JOJDKHBI OBITh mepedncieHsl KimeHtoM
banky, To mocmemHMi BmpaBe chucaTh 0e€3 paclopsIKCHUS
Knmenta yxasaHHbIE JeHEXHBIE cpeicTBa ¢ JroObix CueToB
Kiuenra.

5.10. Pacxompr mo  ¢dopmupoBanmro uw  pabote
9KCTIEPTHONH KOMHCCHHM TI€PBOHAYAIBHO BO3Jaraiorcst Ha baHk n
yKa3bIBalOTCSI B AKTe OKCHEpTHOW Komuccuu. B ciydae
MpU3HAHUS OJKCIIEPTHOW KoMmuccheidl TpebOoBanuit Kimenra
HeoOocHOBaHHBIMU, KiHeHT 00s13aH B TeueHue 5 (msatu) pabounx
OHEW C JaThl COCTaBIeHMA AKTa OKCIEPTHOH KOMHCCHH
BO3MeCTHTh baHKy Bce yka3aHHBIE pacxonabl. baHk mmeer mpaBo
BO3MECTHTh yKa3aHHbIE pacxXxoApl TyTeM CchucaHus 0e3
pacnopsukenus Kiimenra nenexssix cpeacts co CueroB Knuenra.

B cmywae wHecormacus omgHOH w3 CTOpPOH C  pemeHHEM
OKCIIEPTHOH  KOMHCCHM,  YKJIOHEHHS OT  (OopMHUpOBaHMS
OKCIIEPTHOH  KOMHCCHH MO0  ydactuss B ee  pabote,
NPENsATCTBOBaHUS ydacTuio ofHoii u3 CtopoH B pabote
9KCHEPTHON Komuccuu, Takass CTOpoHa BIpaBe Nepeaarb Clop Ha
pacCMOTpeHHEe B KOMIIETEHTHBIM CyJ B COOTBETCTBHH C
JlokyMeHTOM 00 OTKPBITHM OAHKOBCKOTO CUETa.

6. OTBETCTBEHHOCTb CTOPOH

6.1. CropoHBHI HECYyT OTBETCTBEHHOCTh 3a
HEHCTIOJIHEHNE W/WIIM  HEHAJUIe)Kallee HCIOIHEHHE CBOHMX
00513aTeNbCTB, NMPEITyCMOTPEHHBIX HacTosmumu [IpaBmimamu, B
COOTBETCTBHHM C JICHCTBYIOIINM 3aKOHOAATENECTBOM PecmyOimkn



6.2. The Bank shall be liable for the contents of any
ED signed with its authorised employee’s ES, with the exception
of the Clients’ EPD executed by the Bank, signed with the ES of
the Bank’s authorized employees and forwarded to the Recipients
of such EPD, in this case the Bank shall be responsible for
invariability of details contained in the EPD.

6.3. The Bank shall not be liable, including payment of
injuries to the Client, for any failure to exchange ED with the
Client, if it was caused by any fault in the hardware or software
facilities used by the Client and/or communication channels
provided by the third-party and/or Keys Compromise, or if the
System has malfunctioned due to a fault in the Client’s hardware
or software facilities (including the effects of a computer virus), or
if it was caused by any failure by the Client to fulfil his obligations
to prevent any third party from using the System, to ensure
safekeeping and secure usage of the ES Keys, to prevent
appearance in the hardware or software facilities used by the Client
of any malicious programs (computer viruses).

6.4. The Bank shall not be liable for any failure or for
any delay in execution of the Client’s ED, if they were caused by a
failure by the Client to initiate a communication session with the
Bank under Clause 3.4.2 hereof.

6.5. The Bank shall not be liable in the event that any
in the Client Account Transaction’s have been performed in
accordance with current legislation of the Republic of Cyprus and
regulations of the Central Bank of Cyprus other applicable law,
accepted by the System ED from the Client have been properly
executed, although bank details contained therein were incorrect as
a result of an error made by the Client.

6.6. The Bank shall not be liable for any failure to
execute the Client’s ED if its execution will lead to contravention
of requirements of the current legislation of the Republic of
Cyprus and regulations of the Central Bank of Cyprus, other
applicable law, these Rules, as well as terms and conditions of any
other contracts (agreements) entered into by and between the
Client and the Bank.

6.7. The Bank shall not be liable for any failure to
execute the Client’s ED if the ES and the ED signed have failed
the correctness check performed by the System, or the
Authentication of ES in Electronic Document procedure has gave
the negative result, or in any other instances as provided for by
these Rules and the legislation of the Republic of Cyprus.

6.8. The Bank shall not be liable for any repeated
execution of the Client’s ED forwarded to the Bank
repeatedly/mistakenly.

6.9. The Bank shall not be liable for any complete or
partial failure to perform, incorrect or delayed timeless
performance of its obligations, arising from the Rules, caused by
any force-majeure circumstances, including resolutions taken by
state authorities, which prevent the Bank from its performance;
delays in payments caused by actions/omissions of the Central
Bank of Cyprus and/or the Bank of Russia and its branches;
hostilities, natural or other disasters occurring in the areas
officially recognised as being affected by such circumstances.

6.10. The Bank shall not be liable in the event that
information associated with the use of the System by the Client
becomes known to a third party during the System use by the
Client as a result of such third party’s access to the information
transmitted via Access Channels located outside the Bank.

Kunp.

6.2. baHk HeceT OTBETCTBEHHOCTh 3a COICPIKaHHC
moboro 3], mnoamucanHoro DIl ero yIOJIHOMOYEHHOTO
paboTHHMKA, 3a WCKIIOYEHHEM WCIOJMHeHHbIX bankom OITJ]
KnnentoB, mogmucannsix DIl ymomHOMOYEHHBIX pPaOOTHHKOB
banka u nampaBinenHeix [lomywatemsm manHbix OI1J], B 3TOM
cryqae baHk HeceT OTBETCTBEHHOCTh 3a HEH3MECHHOCTB
PEKBU3UTOB, yKa3aHHBIX B OII/I.

6.3. baHK He HeceT OTBETCTBEHHOCTh, B TOM HYHCIIE B
BUze Bo3MelleHHs ymepba KimenTa, B ciaydyae HEBO3MOXKHOCTH
ocyuiectBieHusi oomena JJ[ ¢ Kiwmentom, eciu 3T0 BBI3BaHO
HEHCIPABHOCTSAMHM ~ MCHOJNB3yeMbIX  KimeHToM — anmapaTHo-
MIPOTPaMMHBIX CPEJCTB W/MJIM KaHAJIOB CBSI3HU, NPEJOCTaBIEHHBIX
TpeTsUMH JTUIaMu u/unn Kommnpomeranmeit kirodeit, mmbo ecim B
Cucreme mpomsomen cOOi  BCIEACTBHE  HEHCIPaBHOCTHU
annapaTHO-POTpaMMHBIX cpeiacTB KimeHTa (BKiIo4Yas Hanndue
KOMIBIOTEPHOTO BHpyca), JHOO HewucmoidHeHns KimeHToM
00s13aTeNIbCTB MO0 HEJOMYIIEHHWIO JAOCTyNa TPEThHX JHI[ K
HCTIONH30BAHHIO Cucremsl, 6e30macHoTO XpaHeHHs
ucronp3oBaHua Kimoderd OIl, mpenoTBpaleHusi MOSIBICHUS Ha
ucronbp3yemMbix KimeHToM anmapaTHO-IIPOrpaMMHBIX CpeICTBax
BPEJOHOCHBIX NMPOTPaMM (KOMITBIOTEPHBIX BUPYCOB).

6.4. baHK He HeceT OTBETCTBEHHOCTD 32 HEHCIIOJIHEHHE
Wi 1pocpouky ucnoiHeHus OJ] KiumeHrta, ecium TakoBble
MPOM3OILIN  M3-32 OTCYTCTBHS MHHMIMATHBBl Kimenta B
YCTAaHOBIICHHM Ce€aHCa CBS3W C bBaHKOM B COOTBETCTBHH C
nynkmom 3.4.2 [lpasui.

6.5. baHK He HeceT OTBETCTBEHHOCTh B CiIydae, €CIH
Oneparmn  mo Cueram Knmenta ObUIM  COBEpIICHBI B
COOTBETCTBMM C 3aKoHoaaTenbcTBOM — PecmyOmmkm — Kump,
HOPMAaTUBHBIMH JOKyMeHTaMHu lLleHTpanmpHOro O6anka Kumpa,
HWHOT'O MPUMCHUMOI'0 3aKOHOAATCIILCTBA, MPUHATHIC OT Knnenra
no Cucreme DJ] Obutd 0oQOpMIICHBI HaIeKAIIUM 00pa3oM, HO
COZIepIKalecs] B HUX PEKBU3UTHI ObIJIM HEBEPHBIMU B PE3YJIbTaTe
omnbku Kiuenra.

6.6. BaHk He HeceT OTBETCTBEHHOCTh 3a HEHUCIIOJIHEHHUE
O/l KnmeHrta, ecnm HCIOTHEHHE NPHUBENO OBl K HAPYIICHUIO
TpeOOBaHMHA [IEHCTBYIOIIET0 3aKOHOJATENBCTBA PecmyOnmkn
Kunp, HopmatuBHbIX akToB LleHTpansHoro Ganka Kwump, mnHOTO
MIPUMEHUMOTO 3aKOHOJATeNbCTBA, IIpaBWi, a Takke YCIOBHH
MHBIX 3aKJIIOYeHHBIX Mexay Kmmentom m bankoMm moroBopos
(cormammenwit).

6.7. baHK He HeceT OTBETCTBEHHOCTD 32 HEHCIIOJIHEHHE
O Knuenta, ecim OIl u moammcaHsbeiil ero O] He mponum
HPOBEPKY KOPPEKTHOCTH, ocymecTBisiemylo Cucremoit, nmb6o
npoueaypa I[loareepxknenuss mogmuaHocTH Ol B DnekTpoHHOM
JOKYMCHTC nOajia OTpHHaTeHLHLIﬁ pe3ysbTaT, a TAaKXKE B HHBIX
Cllyqasx, IPeLyCMOTPeHHBIX lIpaBHiaaMu M 3aKOHOJATEIHCTBOM
Pecrry6ummkn Kumnp.

6.8. baHk He HeceT OTBETCTBEHHOCTH 3a MOBTOPHOE

ucnonnenue  OIIJI  Knuenrta, HampaBnenHoro B  bank
MTOBTOPHO/OMINO0YHO.
6.9. baHk He HeceT OTBETCTBEHHOCTH 3a ITOJHOE WIIN

YAaCTHYHOE HEUCITOJIHEHUE, HETIPAaBUIIBHOE WIIM HECBOEBPEMEHHOE
HCIIOJTHEHUE CBOUX 0053aTehCTB, BhITeKaromux u3 [IpaBwmi, eciu
TaKoe WCIIOJTHCHNE/HEUCTIONHEHNE BBI3BAHO OOCTOATEIHCTBAMH
HEMPEOJOJUMOM  CWJIBI, B TOM  4YHUCIE  PEHICHUSIMH
TOCYAapCTBEHHBIX OPTaHOB, KOTOPHIE JEIal0T HEBO3MOMXHBIM JIJIS
Banka BeITIOTHEHHE CBOMX 00S3aTENbCTB; 3a€PKKAMU TUTATEXKEH
B pesynbrare neictemii/Oe3neiicteuii llentpanpHoro banka
Kurmpa, w/unun Banka Poccun u ero mojpas/ienieHuii; BOCHHBIMA
JNCHCTBUSAMH,  CTHUXMHHBIMH  WJIM  WHBIMH  OCJCTBUSIMH,
MPOUCXOJAIIAMU B  palioHaX, OQUIMAIBHO MPU3HAHHBIMU
HAXOJSAIIMMUCS TI0J BIUSHACM BBIIICYKa3aHHBIX 00CTOSITEIBCTB.
6.10. baHk He HeceT OTBETCTBEHHOCTH B Clydae, €CJH
uH(popManus, CBI3aHHAasI ¢ UCrob3oBanneM Kimentom CUCTEMBI,
CTaHEeT W3BECTHOW TPETHbUM JIMIIAM BO BpPEMsS HCIOJIb30BAHUS
Kimmentom Cucrempl B pe3yibTare JOCTyHa TPEThUX JHI[ K
nHpopManuu Tpu ee meperade o Kanamam  gocTyna,



6.11. The Bank shall not be liable for any damages
resulting from unauthorised access to the System allowed by the
Client to third parties. The Bank shall not be liable for execution of
ED signed with the correct ES of the Client or Client’s Authorized
Person, if the Client has failed to notify the Bank promptly of the
expiry of such authority.

6.12. The Client shall be liable for the contents of any
ED signed with his ES.
6.13. The Client shall be responsible for providing the

Bank with correct and most recent data when entering into or
performing under the Agreement.

6.14. The Client is responsible for disclosure to third
parties the information about ES Keys, at his or his authorised
persons disposal, and for the unauthorized use of ES Keys EP by
third parties, failure to comply with the mandatory
recommendations of the Bank in order of USB Key use (Appendix
11.12 to the Rules).

7. PROCEDURE OF CHANGE AND/OR ADDENDA OF
THE RULES AND/OR RATES

7.1. Change or addenda of these Rules, including
approval by the Bank of a new version of the Rules, shall be
agreed by the Parties in order specified herein and initiated by the
Bank, change or addenda of the Rates shall be initiated by the
Bank according to the procedure provided for by this Section for
such changes/addenda.

7.2. The Bank shall notify the Client of any planned
changes and/or addenda to be introduced to these Rules, including
approval by the Bank of a new version of the Rules, and/or the
Rates by one of the ways specified in Clause 8.1 hereof.

The Bank shall inform the Client about the Rates changes or
addenda not later than 5 (five) calendar days before such changes.

If the Client disagrees with the Rates changes and/or addenda
introduced by the Bank or planned to be introduced to these Rules
the Client is entitled to terminate the Agreement following the
procedure specified by the Section 9 hereof.

7.3. All changes and/or addenda to the Rates, to be
made by the Bank shall come into force on the following day after
the expiry of a period of time specified in Clause 7.2 hereof.

7.4. The Client is considered to have provided consent
to the changes and/or addenda to these Rules including the new
revision the Rules by any of the following means:

e give the Bank a written confirmation of consent (acceptance)
to the offered changes and/or addenda to these Rules or an
Electronic document signed by the ES or not give a written
notice about termination of the Remote Banking Agreement;

e submit to the Bank an Order for any financial operation under
the Account or give the Bank an ED, not Electronic payment
document, to conclude a deal with the Bank or execute any
other actions confirmed the Client’s intention to continue the
Remote Banking Agreement as changed or amended by the
Rules (including a submission of any kind of applications
specified in the appendices to these Rules), in the event that
any of above actions take place after the date of the Bank’s
proposal (offer).

The Remote Banking Agreement is amended by agreement of
the Parties on the fifth (5) calendar day upon the publication of the

HaxoJsMMcs BHE mpenenoB banka.

6.11. bank He HeceT OTBETCTBEHHOCTH 3a yImiepo,
BO3HUKIIHH BCIICICTBUE JIOMYIIEHHOTO Kimmnenrom
HECaHKIIMOHUPOBAHHOTO JOCTyMa TpeTbux Jui Kk Cucteme. bank
HE HECeT OTBETCTBCHHOCTh 3a HUCIHOJIHEHHE ]I, MOAIMHCAaHHOIO
koppekTHoit OI1 KimenTa i YromHomodenHoro iuna Kimenra,
ecin KimeHT cBoeBpeMeHHO HE yBemOMMI baHK o mpekpameHnn
JEHUCTBUS YKa3aHHOTO MTOJIHOMOYHSI.

6.12. KiueHT HeceT OTBETCTBEHHOCTh 3a COJEp>KaHUE
nroboro D/], moxmucannoro ero OI1.
6.13. KiueHT HeceT OTBETCTBCHHOCTD 32 MPABHIBHOCTh

U aKTyaJdbHOCTb BCEX CBEJCHMH, cooOmaemblx UM banky npu
3aKJII0YEHUU U UCTIONHeHnH Jlorosopa.

6.14. KnmeHT HeceT OTBETCTBEHHOCTh 3a PAaCKpPHITHE
TpeTbuM JuiaM uHpopmanuu o Kimogax D11, Haxosmiuxcs B €ro
pacnopsHKEHUH WIIH YTOITHOMOYEHHBIX um T,
HECAaHKIIMOHUPOBAaHHOM wHcmoib3oBannn Kiroueit DOI1 Tpersumu
JMIAMH, HECOOMIONCHUH 00sI3aTeNbHBIX peKoMeHaanuii banka o
mopsaaky oskcmuryataruu USB-wmroueit (Ilpunoowcenue 11.12 x
HactosmuM [IpaBunam).

7. IOPAOK BHECEHUS U3MEHEHU W/HWJIA
JIONMOJTHEHU B IPABUJIA WU/NJIA TAPU®BI

7.1. BHeceHue W3MEHEHUM W/WIM [ONOJHEHWH B
Hactosawmue IIpaBuia, B ToM uucne yreepxaecHue bankoMm HOBOH
penakuuu IpaBun, npomsBoxurcss mo cornamieHuro CTOpoH B
MOPSIIKE, TPEIyCMOTPEHHOM  HactosimuMu  [IpaBumamu, u
nHuunpyercss bankom, B Tapuder - mo mHmnumatuBe banka B
TIOPSIIKE, TPETYCMOTPCHHOM HACTOSAILIMM DPA3JeNioM JUIl TaKUX
M3MEHEHH.

7.2, Bank wnpopmupyer Kimenrta o0 W3MEHEHHSIX
W/WMIM  JIOTIONIHEHWSX, IUIAHMPYEMBIX JUIi BHECEHHS UM B
Hactosiue IlpaBuma, B ToM uucne o0 yTBepkaeHuu baHkom
HOBoU penakiuu [IpaBun, w/ninm BHocuMBbIX UM Tapudbl oqHUM 13
CIoco00B, yKa3aHHBIX B nyrkme 8.1 HacTosiux [IpaBu.

WudopmupoBanne otHocutenbHO TapuoB MPOU3BOAUTCS
bankoMm He mo3gHee, yeM 3a 5 (MATH) KaJeHAApPHBIX JHEU J0
BCTYIUICHUS MX B CHITY.

B cayuae nHecormacus KinmeHTra ¢ HM3MEHEHHSMH W/WIH
JIOTIONIHEHUSIMY, ~ BHeceHHbIMH  bankom  Tapuder  mm
IUITAaHUPYEMBIMH Ut BHeceHus B [IpaBmita, KimenT nmeer npaso
pacToprayTs JloroBop B MopsiAKe, MPeIyCMOTPEHHOM pa3zodenom 9
Hacrosuux [IpaBui.

7.3. Bce wu3MeHeHUs W/WIHM JOIMOJHEHUS, BHOCHMBIE
bankom B Tapudbl BcTymaloT B CHJy, HauMHas cO JIHS,
CIIEAYIOIIETO 3a JTHEM HCTEUYECHHS CPOKa, YKA3aHHOTO B HYHKmMeE
7.2 nacrosiux [IpaBwui.

7.4. Knment BmpaBe cormacuThes — (aKIENTOBATH)
TIpeAJIoKEHHbIe n3MeHeHus n(win) ponoiaHeHus K [IpaBunamu, B
TOM 4YHCIle, HOBYIO penakuuio [IpaBmn (odepTy), mOOBIM U3
CJITYIOLIUX CIOCO0O0B:

e IyTeM HampaBieHUs baHKy MHCHbMEHHOTO MOITBEPKICHUS
cornmacusi (akmenTa) Ha BHocuMble B IlpaBwia W3MEHEHHS W
JIOTIOJTHEHMSI WM B BHJE DJEKTpOHHOTro JokymeHTa c¢ OII mmbo

HEIIPEICTaBIICHU banky  nHMcbMEHHOTO co00IIeHUs 0
pacropkennd  JIoroBopa  IWCTaHIIMOHHOTO  OaHKOBCKOTO
00CITy)KUBaHUS;

e npeacTaBieHue KiueHToM ¢ parel HampaBieHus baHkoMm
npeaoxenus (odepter) banka Ha W3MeHEHHE W/WIIN JONOJHEHNE
JloroBopa  AMCTaHIIMOHHOTO  OaHKOBCKOTO  OOCIYXKMBaHHMS
[Topyuenus Ha coBepiieHre pUHAHCOBOMH orneparyu 1o Cyety wim
HanpaBneHue banky OJI, He sABIsIOmErocs ONEKTPOHHBIM
IUIATEXKHBIM JTOKYMEHTOM Ul 3aKIIOueHHus ¢ baHkoM crenku,
coBepiieHre KIMEHTOM MHBIX AEHCTBUI, CBUIETEIbCTBYIOIIUX O
Hamepennn Kimenta wcnonmHsATh J[OrOBOp IMCTaHIIMOHHOTO
0aHKOBCKOTO OOCITYKHBAHUS C YI€TOM M3MEHEHHWH W JOTOTHEHUH
[IpaBnn (B TOM ymcIte, MOa4a Pa3NuYHbIX 3agBICHNUHN, yKa3aHHBIX
B [Ipnnoxenusx k IlpaBumnam).

JloroBop  AMCTAaHIIMOHHOTO  OAaHKOBCKOTO  OOCITY>KHBAHHS
CUYMTAeTCA W3MEHEHHBIM 110 corjameHno CTOPOH 10 UCTEYSHUH 5



proposal (offer) on the changes, provided that during this period,
the Bank does not receive the Client’s message to terminate the
Remote Banking Agreement.

7.5. Any changes in and/or amendments to the Rules or
Rates, equally apply to all persons accepting the Rules, including
persons who accepted the Rules before those changes and/or
amendments become effective.

8. INFORMATION PUBLISHING

8.1. Information publishing hereunder refers to the
placement by the Bank of information provided in relation to the
Agreement, in one of the manners established by the Rules that
makes such information accessible for the Clients, including:

e information placed on the Bank’s corporate web-site
www.psbank.ru in the section allocated to Promsvyazbank
PJSC, Cyprus Branch;

e announcement placed in stands at the Bank’s branches,
sub-branches or other operational departments of the
Bank, providing services to the Clients;

¢ sending of informational messages by e-mail;

e by other means that enable the Client to obtain
information and verify that it has originated from the
Bank.

Any disclosure of information does not mean its mandatory
publishing in mass media.

8.2. The time that the Rules, planned changes/addenda
of the Rules, Rates or other information are placed is to be
considered a moment of its first layout on the Bank’s corporate
web-site. The time of that the Client is familiar with the published
Rules, planned changes/addenda of the Rules, Rates and any other
information shall be considered the expiry of the period specified
herein during which the Client is obliged to acquaint with the
published information.

8.3. Notification to the Client and unlimited number of
clients for matters related to performance under the Agreement,
shall be made by the Bank by the information placed in one or
more of the abovementioned manners in accordance with this
Section of the Rules, as well as by providing the Client with such
information during personal visits to the Bank offices by the Client
and/or during contacts made by the Client with the Bank via the
System, while notifications related to the Client service — by
forwarding a Free-form Bank Document to the Client via the
System and/or by organization of postal of registered letter with a
return receipt sent by post service to the mailing address provided
by the Client when executing the Agreement or to any other
requisites provided by the Client according to the Agreement. In
accordance to this procedure the Bank shall be entitled to inform
the Client in relation to other services (conclusion other
agreements) rendered by the Bank via the System.

8.4. The Bank shall not be held liable if the Client has
failed to receive and/or examine and/or correctly interpret the
information about planned changes and/or addenda to the Rules
and/or Rates published according to the procedure and time
schedule established by these Rules.

8.5. The Parties are obliged not to disclose in any way
the information contained in the filled form of Appendices hereof
and any other information delivered to each other in connection to
preparation and execution of the Agreement and its appendices to
third parties (the “Confidential Information”) (keep
confidentiality) if not otherwise specified herein and if the
Confidential information is disclosed in the following events:

(TsITH)  KaNCHOAPHBIX JHEW Tocie NyOJNMKAlUK COOOUICHUS
(odepTer) 00 M3MEHEHHUSX TMPH YCIOBHUH, YTO B TEUCHHE DTOTO
cpoka bank He mosryunt ot KimeHTa cOOOIICHHS O pacTOPKEHUH
JloroBopa AMCTaHITMOHHOTO OaHKOBCKOT'O 00CITYKHBaHUSI.

7.5. JroOble M3MEHEHUS W/HUIH JOTIOIHEHUS B Tapudsb
PaBHO PACIpPOCTPAHSIIOTCS Ha BCEX JIMI], MPHUCOCTMHHUBIINXCS K
[IpaBunam, B ToM umcie npucoenuHuBIuXCcs K [IpaBuimam panee
JIAThl BCTYIJICHUS U3MCHEHUH /WM JOTIOJTHEHUH B CHITY.

8. OINYBJIUKOBAHUE UH®OPMALIUU

8.1. ITon ony6nukoBanuem uHpopmanuu B [IpaBuiax
MOHUMAEeTCs pa3MeleHue bankom uHpOpMaIINHY,
NPEeyCMOTPEHHOH B COOTBETCTBUM C JlOoroBopoM, OIHHMM U3
crnoco0oB, yCTaHOBJIEHHBIX [IpaBuiaamMu ¥ 0OECIIEUMBAFONIUX
BO3MOKHOCTh O3HAKOMIICHHSI ¢ 3Toi mH(popmarmeir Kimenros, B
TOM YHCITIE:

e pasMemeHus ~ wHQOpPMANMM  HAa  KOPHOPATHBHOM
Wurepuer-caiite banka www.psbank.ru B  wacrwy,
nocBsmieHHO @unnany «[IpoMcBsa3p0ank-Kump;

e  pa3MemieHHS OOBSABICHWH Ha CTeHOaX B (QIIHANaX,
JIOTIOJTHUTENBHBIX O(HCaX ¥ JPYIHX CTPYKTYPHBIX

TOIPa3ICICHUSIX Banka, OCYIIECTBISIONINX
obcnyxxuBanue KineHTos;
®  PaCCBUIKH HH(POPMAITHOHHBIX COO0MICHUI o

3JIEKTPOHHOM I0YTE;
®  UHBIMH CIOCOOamMM, TO3BOJSIOMIMMH KIIMEHTY MOIyduTh
nH(pOpPMaNNIO U YyCTAaHOBUTb, YTO OHA NCXOAWT OT baHka.

PackpeiTe wuHGOpManuM HE O3HA4aeT e¢ 00s3aTeNbHOTO
pacIpocTpaHeHHs Yepe3 CPeACTBA MacCOBOH MH(OPMALIIH.

8.2. MowmenTtom myOnukanuu [IpaBui, TuaHHPYEMBIX
n3MeHenuit/nononnenuii [pasun, Tapudos u nHON MHPOpPMaHK
CUMTAETCS MOMEHT MX NEPBOrO pa3MeEIleHHs] Ha KOPIOPAaTHBHOM
Wntepner-caiite banka. MoMmeHToM o3HakoMieHus Kimenra c
OIy0JINKOBaHHBIMU [IpaBunamu, TUIAaHUPYEMbIMU
n3MeHeHussMy/ gononnenusmu  [paBun, Tapudamu wu  uHOM
nHpopManme CUMTAaeTCs HCTEYEHHE CpPOKAa, YCTAaHOBICHHOTO
Hactosimumu [IpaBumamu, B TeueHHe koTtoporo KimeHT o006s3aH
03HAaKOMUTHCS C OITyOJIMKOBAaHHOW MH(OpMaLHEH.

8.3. OnoBemienne KineHta ©  HEOrpaHUYEHHOTO
KOJIMYECTBA KIUCHTOB IO BOIPOCAM, KACAIOUINMCS HCIIOTHCHHUS
Hacrosmero  JloroBopa, mpom3BoautTcs  baHkoM — myTem

onyOyiMKoBaHUsS WHQOpMAlMU OJHUM WIH HECKOJIbKUMHU U3
BBIIICYKA3aHHBIX CIIOCO0OAMH B COOTBETCTBUH C HACTOSAIINM
paznenom IIpaBui, a Takke MyTeM MpeOCTaBIeHHs HHPOPMAaIUN
npu JudHOM mocetneHnn Kimentom oducoB banka w/wnu npu
obpamennn Knuenta B bank ¢ wucmosnb3oBanueM CHCTEMBI, a
YBEIOMJICHHS, KAacaloIlHecss BOMPOCOB OOCIYXHMBAaHUS TOJBKO
Kimenra — mnyrem Hanpasinenuss Kimenty IIpowmsBoibHOro
0aHKOBCKOTO JIOKYMEHTa C HCIOJb30BaHMeM CHCTEMBl H/WIN
CPEACTBAMHU OpPraHU3alMU TTOYTOBOW CBSI3M 3aKa3HOTO IHChbMa C
YBEJOMJICHHEM O BpYYEHHH IO yKa3aHHbIM KimentoMm mpu
3aKTIoYeHnr  JloroBopa MOYTOBBIM PEKBH3HTaM, WJIM HHBIM
peKBH3HTaM, CcOOOHmIeHHBIM KIIMEHTOM B COOTBETCTBHM C
Jorosopom. B cooTBercTBUM C yKa3aHHBIM MNOpPSAKOM baHk
BIIpaBe TAaKXe OCYIIECTBIAITH MH(opMupoBanue mo Cucreme B
CBsI3W ¢ OKa3aHueM KUIMEHTYy HMHBIX yCIyr (3aKIOYeHHEeM HHBIX
JIOTOBOPOB).

8.4. Bank He HeceT  OTBETCTBEHHOCTH,  €CIH
nHopManus O IJIAHUPYEMOM H3MEHEHWH W/WIN JIOTIOJHEHHN
[MpaBun n/mim Tapudos, onmyOnMKoBaHHAS B MOPSAKE M B CPOKH,
ycraHoBiieHHbIe [IpaBniamu, He Oblla HONyYeHA W/WINM M3ydYeHa
W/WIH NpaBHIbHO UCTOJIKOBaHa KineHToM.

8.5. CropoHbl 00s3yloTcsi HE pasmiamarbh —KaKuM-TH00
CHocoOOM TPETbUM JIMIIaM HH(OPMALUIO, COJEPIKaIylocs B
MPWIOKEHUAX K HacToAmmM [IpaBuiaM mocie Mx 3alOTHEHUS U
mo0yr0 WHYIO WH(popMaiuio, KoTopoir CTOPOHB OOMEHSIOTCS B
CBA3M C TOATOTOBKOM ® wWcmoidHeHuWeMm JloroBopa u ero
npwioxennit (mamee — «KoudunennwmanpHas wuHGbOpMAIH)
(cobmronath KOHPHUACHINATHHOCTD), 32 UCKIIOYCHHEM CITydaeB,
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e inaccordance to the law of the Republic of Cyprus;
o the prior written consent of the counterparty;
e to the following persons who shall commit the non-
disclosure obligations, provided by the Party disclosing the
information to the relevant persons:
= officers and employees in connection with their
activities;

= independent consultants, experts and advisors engaged
by the Bank in conjunction to the Agreement or
enforcement of its rights under the Agreement;

= tax authorities for tax control measures;

= state authorities including the Central Bank of Cyprus in
accordance to the of the Republic of Cyprus;

= audit firms and individual auditors performing audits and
/ or providing the Bank and / or audit-related services to
the Client;

= third parties where such Confidential Information was
already in its possession prior to being furnished under
the Agreement;

= by the Bank if the Bank deals with third parties relating
to the Bank’s rights under the Agreement;

= when applying to the courts and investigative bodies.

9. DURATION OF THE AGREEMENT.
TERMINATION OF THE AGREEMENT
9.1. The Agreement shall become effective upon its
execution by the Parties and shall be valid until 31% of December
of the current year. In the event that either Party fails to notify in
writing the other Party at least 30 (thirty) calendar days before the
Agreement expiry date about its intention to terminate the
Agreement unilaterally, the validity of the Agreement shall be
considered to be prolonged for each following calendar year.

9.2 The Agreement may be prematurely terminated
unilaterally by the request of one of the Parties made according to
the following procedure:

9.2.1. In the event that the Agreement termination has
been initiated by the Bank, it shall notify thereof the Client not
later than 15 (fifteen) calendar days before the expected date of
the Agreement termination by forwarding the notice to the
mailing address specified by the Client in his Application of
Accession to the Rules (in the event that the Client notified the
Bank in writing under the Agreement of any change of his
address — to the last of such addresses) or delivery of the notice
to the Client personally by hand during his visit to the Bank or
by Electronic document from the Bank to the Client via the
System. Obligations of the Bank to accept and execute ED by
the use of the System shall be deemed terminated as of the date
and time specified in such notice.

9.2.2. In the event that the Agreement termination has
been initiated by the Client, he is obliged to submit to the Bank
the written Application of Remote Banking Agreement
Termination executed according to a form contained in
Appendix 11.7. The Agreement shall be deemed terminated as
of the date of the receipt by the Bank of such application,
provided that there are no obligations on behalf of the Client of

MPe1yCMOTPEHHBIX HACTOSIIMM J[OrOBOpOM, B TOM YHUCIIE, KOT/a
KongunenmnuansHas nHGOpMAaIUs pa3riamaeTcs:
e B COOTBETCTBHH ¢ 3aKOHOAATEILCTBOM Pecmyonnku Kump.
e bankom nnu Knuenrom ¢ nucbMenHoro cornacusa Knuenra
niM baHka, cCOOTBETCTBECHHO.
e CrexyromuM JHIAM, KOTOPbIC JOJDKHBI MPUHATH Ha ceOs

00513aTEIBCTBO, B CBOIO ouepep, co0Ironare
KOH(M/ICHIINAILHOCTB, 4TO obecnieunBaeTcs
COOTBETCTBYIOIIECH CropoHoii, PacKpbIBarOLLEH
nHpopmanuio:

e  JODKHOCTHBIM JIMIIAaM U cCiIyXkamuM baHka u
Krnuenra B cBS3M ¢ UX A€ATEIBHOCTBIO;

e  HE3aBHCHUMBIM  KOHCYJIbTaHTaM, O3KCHEpTaM |
COBETHHKAaM, TIPHBIECKaeMbIM baHKOM B paMKax
ucronHeHus JloroBopa 6o peanu3aniy CBOUX MpaB
no Jlorosopy;

e  HAJIOTOBBIM OpraHaM IIPU NPOBEACHUN MEPONPHATHH
HaJIOTOBOTO KOHTPOJIS;

e  TOCYIApCTBEHHBIM OpraHam, BKmouas LleHTpanbHbIi
bank Kunpa, npu ocymiecTBlIeHUN UIMU OJTHOMOYHIH,
MIPEAYCMOTPEHHBIX 3aKOHOAATENbCTBOM PecmyOmuku
Kump;

e  AyIUTOPCKHUM OpraHM3allusIM U WHIUBHUIYaJIbHBIM
ayANTOpaM,  OCYHIECTBISIIOIIMM  ayIuT  W/WIU
OKa3bIBAIOIINM banky n/mm Kimenty
COIYTCTBYIOIINE AyIUTYy YCIYTH;

e TpeThMM JmmaM, KoTopbiM KoHpuaeHnmansHas
nHpopManus craja M3BECTHOW M0 TOro, kak baHk
n/nmu KnueHt ee pasriacuim;

e bankom npu cpenkax baHka ¢ TpeTbUMH JULIAMH,
Kacarouguxcs npas banka no Jlorosopy.

e Ilpu oOpamenun B cyaeOHble M CICACTBEHHBIC
OpTraHBI.

9. CPOK JIEMCTBUSI JOTOBOPA.

INPEKPAIIEHUE JTIOI'OBOPA

9.1. JloroBop BcTymaeTr B CHIy C MOMEHTa €ro
3akmoueHnss CTopoHaMu M JeicTtByeT n0 31 mekaOps TEeKyIIero
roga. B cmyuae ecnmu Hm omgHa u3 CTOPOH NHMCHMEHHO He
yBegommiaa apyrytlo CTOpoHy B Cpok He mo3jnHee, deM 3a 30
(TpuauaTh) KaJeHIAPHBIX JHEH 10 OKOHYAHMS CPOKa JEeHCTBHS
JloroBopa 0 cBoeM HaMepeHHH pacToprHyTh JloroBop B
OTHOCTOPOHHEM ToOpsiAke, JaedcTBue JloroBopa cuuTaercs
IIPOJUICHHBIM Ha KaXKIbIU CJIECIYIOIINN KaJCHIAPHBIN IO,

9.2 JloroBop MOXeT OBITH PAacCTOPTHYT JOCPOYHO B
OJTHOCTOPOHHEM TMOpsiiKe o TpeboBaHHi0 ogHONH M3 CTOpOH B
CJIEIYIOLIEM TIOpsAKE:

9.2.1. B ciydae pacropkenus JJoroBopa mo HHUIIHATHBE
banka, nmocieanuii mucbMeHHO yBegomisieT 00 3tom KimeHnra
He To3aHee, 4eM 3a 15 (mATHaguaTh) KaJeHAApHBIX AHEH 10
MOMEHTA MPEeAIoIaraeMoro pacTOpKeHUs Jorosopa
MOCPEACTBOM HANpaBJICHUA YBEIOMJICHHS II0 IIOYTOBOMY
azpecy, ykazanHomy Kimenrom B 3asiBICeHHH O MPUCOETNHEHUH
k [IpaBunam (B ciydae, ecnu KnneHT nucsMeHHO u3Beman bank
B TeueHue peiictBusi JloroBopa o0 WM3MEHEHWH ajpeca — IO
MocJieTHEMY M3 YKa3aHHBIX aJpecoB), JIMOO IyTeM Meperadun
yBenomiienns Kimenrty, mpm mocemennn uM  banka, mm6o
MoCpeACTBOM HampasieHuss bankom coobmenust Kiuenty B
Bujie DIEKTPOHHOro jJokyMeHTa nmo Cucrteme. OOs3aTenbcTBa
banka mo mnpuemy u wucnomHeHuto OJ[ ¢ HCHOIB30BaHUEM
CucrteMbl CUUTAIOTCS MNPEKPAIEHHBIMM C JaTbl U BPEMEHH,
YKa3aHHBIX B YBEJJOMJICHUU.

9.2.2. B cnydae pacropxkenus JJoroopa no HHUIMATUBE
Knuenra, nocnennuii o6s3aH nepenarb B baHk mnmcbMeHHOe
3anenenue o pacmopycenuu Jlozo6opa OUCMAHUUOHHOZO
OaHKO6CKO20  00CAYyIICUBAHUA, COCTABIEHHOTO 10 (opme
ITpunoswcenun 11.7. JIoroBop CUUTAETCS PACTOPTHYTHIM C JIATHI
MOoNydeHHss baHKOM yKa3aHHOTO 3asBIEHHUS MPH YCIOBUH
orcyrcTBUsl y KimeHTa 00s3aTelbCTB MO MOTAICHHWIO IEepes



debt repayment to the Bank under the Agreement. If such
obligations of debt repayment to the Bank exist, the Agreement
shall be deemed terminated as of the date of discharge by the
Client of his obligation of debt repayment.

9.3. All ED properly executed by the Client and
forwarded by the Client to the Bank prior to the receipt of the
Application of Remote Banking Agreement Termination by the
Bank shall be executed by the Bank in accordance with the
conditions of the Rules. Upon the receipt by the Bank of the
Client’s application of the Agreement termination, the Bank shall
terminate acceptance and shall stop the execution of ED previously
accepted from the Client.

9.4, The Agreement shall also be deemed terminated
upon occurrence of any of the following circumstances, and if
there is no indebtedness of the Client towards the Bank under the
Agreement:

9.4.1. the Client holds no accounts with the Bank
wherein settlements may be effected by forwarding ED to the
Bank via the System, and/or expiry of contracts (agreements)
providing for the data interchange via the System have expired;

9.4.2. expiry of the last Electronic Signature
Verification Key Certificate held by the Client or Client’s
Authorized Person and subsequent failure by the Client within 6
(six) months after such expiry to submit to the Bank the
documents related to the generation and registration of a new
Electronic Signature Verification Key Certificate.

9.4.3. if the Client fails to perform its obligation to
store ES Key on the USB Key according to requirements of the
third period, Clause 1.8 of these Rules.

The Bank shall notify the Client in writing about the occurrence
of any circumstances involving the Agreement termination and
about the absence of any obligations on behalf of the Bank to the
Client.

9.5. Subject to the circumstances listed in Clauses
9.4.1-9.4.3 hereof and debt repayment by the Client to the Bank,
the Agreement shall be deemed terminated as from the moment of
discharge of such debt.

9.6. Termination (expiry) of the Agreement shall not
entitle the termination of obligations under any other contracts
(agreements) entered into by and between the Client and the Bank.

10. PERSONAL DATA PROTECTION
The Data Protection Policy (see Appendix 11.16 to these Rules)
forms an integral part of this document and of the Client’s
relationship with the Bank.

bankom 3agomxenHoctu mo Jorosopy. Ilpu Hammuun

YKa3aHHBIX O0S3aTENBCTB MO IOTAICHUIO 3a/I0KCHHOCTH

nepen bankom JloroBop cumrtaercs pacTOPrHYTHIM C MOMEHTa

ucronHeHus: KimmeHTOM O00S3aHHOCTH 10 OIUIaTe YKa3aHHOMN
3aJJ0JDKEHHOCTH.

9.3. Bce mamnexamum obpazom odopmieHHble 31
Knuenrta, HanpaeneHHsle Knuentom B baHk 40 MoOMeHTa
noiryuenuss bankom 3asBneHus o pactopxkeHun JloroBopa
JMICTAaHIMOHHOTO ~ OaHKOBCKOTO  OOCIy)KMBaHUs,  IOAJIEkKAT
UCIIOJTHEHNI0O BaHKOM B COOTBETCTBHM C YCIOBUSIMH HAcCTOSIIUX
[MpaBun. C momenra momy4yeHust bankom 3asBienust Knmenra o
pactopxenuu Jloroopa baHk mpexpamiaeT mpHeM U 3aBepliaeT
ucroiHeHue panee npuHATHIX /] Knuenra.

9.4. JlelicTBue JHoroBopa TaKxe CUUTACTCS
MPEKpaIleHHbBIM B J€Hb HACTYIUICHHS JIO0OTO W3 CIEAYIOIINX
YCIOBUM W TIpH OTCYTCTBHH 3afoiDKeHHOCTH KimeHta mepen
Bbankom no [lorosopy:

94.1. orcyrctBue y Kimenra B banke CueToB, pacueTsl
10 KOTOPBIM MOTYT OCYLIECTBIISITHCS ITyTEM HAINpPABICHHUA B
bank 3/ ¢ ucnonp3oBanneM CHCTEMBI W/WIM TpEKpalicHUE
JECUCTBHSL JIOTOBOPOB  (COTJIALICHUH), IPEeAyCMaTPUBAIOLINX
BO3MOXKHOCTh 0oOMeHa WH(popManueil ¢ HCIOJIb30BAaHHEM
Cucremsr,

9.4.2. OKOHYaHHE  CpOKa  JCHWCTBUS  IOCIIEIHETO
Ceprudrkata KII09a MPOBEPKH  HIICKTPOHHON  MOIMHCH
Kinvenrta wmm  VYnoonHomouenHoro guna Kiwmenta wu
HempencraBieHne KnmeHToM B TedeHne 6 (LIecTH) MecAIEB
mocne 3Toro B baHK MOKyMEHTOB O (OPMHUpPOBAaHMH H

peructpanuu  HoBoro  Ceprudukara KIOY4a  IPOBEPKU
ANIEKTPOHHOM MOJIIHCH.
9.4.3. HeucronHeHnne KiMeHTOM  00A3aHHOCTH IO

xpaneHuto Kiroua DIl ¢ wucnomszoBanuem USB-kmova B

COOTBETCTBMU C TpeOOBaHMSMH TpeThero abzauma myHkTa 1.8

Hacrosuux [IpaBuin.

O HaCTYIUICHUHU COOBITHH, MOBJICKIINX TpeKpaiieHue Jlorosopa,
u orcyrcTBuM y baHka o0s3arenscTB mepen Kimentom baHk
NUCbMEHHO u3BelaeT Kimenra.

9.5. B chaywae Hammums OCHOBaHWM, YKa3aHHBIX B
nynkmax 9.4.1-9.4.3 wHacrosmux [lpaBmin, W TOrameHHAS
3anomkeHHoctd Knuenrta nepen bankom, aelictBue JloroBopa
CUMTACTCS MPEKPANICHHBIM ¢ MOMEHTA IOTAIICHUS YKa3aHHOU
3a10JKEHHOCTH.

9.6. Pacropxxenue JloroBopa (mpekpaiieHue JIeicTBUs
JloroBopa) He BIeYET MPEKpalIeHUs] O0SM3aTENbCTB MO HHBIM
JIOTOBOpaM (COTJIamIeHusIM), 3aKIIOYeHHBIM MeXay Knnentom u
bankowm.

10. 3AHIUTA NEPCOHAJIBHBIX TAHHBIX
[NonuTrka 3amMTH TEPCOHANBHBIX NaHHBIX (cM. Ilpunoscenue
11.16 k Hactosium [IpaBuiam) sBISETCS HEOTHEMIIEMON YaCThIO
HACTOSIIETO TOKYMEHTa W B3aUMOOTHOIICHIH Mex 1y Kimmenrom n
bankowm.



11. APPENDICES

APPENDIX 11.1.
To: Promsvyazbank PJSC, Cyprus Branch

Application of Accession
to the Rules of Electronic Document Interchange via the
“PSB On-Line” System at Promsvyazbank PJSC (in Edition
Adopted for Use in Promsvyazbank PJSC, Cyprus Branch)

Name of the Client
HanmenoBanue Knmenra

11. MPUJIOKEHUA
IIPHJIO’KEHHE 11.1.

B ®unuan «Ilpomcpsasbdoank-Kunp»
MMAO «IIpomcBs3B0aHK»

3asiBj1eHHe 0 PUCOeIMHEHHH
k [IpaBuiam o6MeHa J1eKTPOHHBIMHU TOKYMEHTAMH 0
Cucreme «PSB On-Line» B ITAO «IIpoMcBsa3n06aHK» (B
pelakuuu, aJanTHPOBAHHOI 111 NpuMeHeHus1 B Puinase
«IIpomcBsazbOank-Kunp» [TAO «IIpoMcBsA3bOAHKY)

Registration number”
Peructpanuonssiit Homep

Date of Birth™
Jlata poxxeHus

I / We hereby declare the accession of the abovementioned
Client to the current edition of the Rules of Electronic
Document Interchange via the “PSB On-Line” System at
Promsvyazbank PJSC, adopted for the use in Promsvyazbank
PJSC, Cyprus Branch (the “Rules”), and we hereby confirm that
all provisions of these Rules are known to us and explained
comprehensively, including liabilities of the Parties, Rates of
Promsvyazbank PJSC, Cyprus Branch, and the procedure of
change and addenda of the Rules.

I the Client HEREBY confirm that he | am aware of and
consent to the security measures used on PSB On-Line System,
which are placed on site http://online.payment.ru in section “The

important information on measures for increase of security level
of work in the Internet-banking system”, including information
about PSB On-Line System requirements, about using and
storing of ES Keys, about limitations of mode and places of
using of PSB On-Line System and/or ES Keys, about cases of

the increased risk for use of PSB On-Line System.

1 / We hereby request to grant the access to the “PSB On-
Line” Electronic Document Interchange System at
Promsvyazbank PJSC and provide with the opportunity to use
the System according to the provisions of the Rules.

Hacrosmmm 3aSBIISTIO(-eM) 0 TIPUCOCTITHEHUH
BhIlIeyKa3aHHoro KnuenTa k neifctBytomedt penakuuu IlpaBun
oOMeHa DIeKTpoHHBIMU JoKyMeHTamu 1o Cucreme «PSB On-
Line» B ITIAO «IIpoMcBs3b0aHK», aqanTHPOBAHHOW IS
npumenennss B @unmane «IIpomcBszpoank-Kump» TTAO
«IIpomcBs3pbank» (manee — [IpaBuna) U MOATBEPIKIACM, UTO
Bce MojioxeHus [IpaBuia MHe / HaM M3BECTHBI M Pa3bsICHEHBI B
MOJTHOM 00BeMe, BKIIO4as oTBEeTCTBEHHOCTh CTopoH, Tapudsr
Ounmnana «[IpomcBsazpbank-Kump» ITAO «IIpomcBsi3pOaHK» U
NopsioK BHeceHus B [IpaBumiia M3MEHEHNH U JONOTHEHHH.

Hacrosmum 51 - KiaueHT mMOATBEp)XIai0 O3HAKOMIICHHWE U
cornmacue ¢ «Mepamu Ge3omacHocTH mpu pabore ¢ Cucremoit

PSB On-Liney, pa3MeIeHHBIMH Ha caiirte
http://online.payment.ru B pasmene «Baxnas uHbOpManus o
Mepax TIOBBINICHHUsS OE30MacHOCTH paboThl B  CHCTEME

HHTEPHET-0aHKUHTY», TaKXKe COACpKalIUMU HH(pOpMaIuio 00
ycnoBusix padotsl B Cucreme «PSB On-Line», B ToM 4ncie 00
ucronb3oBaHun U xpaHeHun Kioueit DI, 06 orpaHn4eHusIx
crioco6oB U MecT ucmonb3oBaHus Cucrembl «PSB On-Line»
wmwm Kmoueit OII, ciydasx TOBBIIEHHOTO  pHCKa
ucnonb3oBaHust Cucremsl «PSB On-Liney.

[Mpomy / nmpocum npenocraButh noctyn k Crucreme oOMeHa
OnektpoHHbIMH ~ JokymeHTamMu «PSB  On-Line» ITAO
«[IpomcBs3pOank» W oOecrneyuTh  BO3MOXKHOCTH €€
UCTIONIb30BAHMS B COOTBETCTBHH € ycsroBHusiMu [1paBuit.

(Position of the Client’s Manager /Attorney / Jlonocnocmo pykoeooumens / nosepennozo Kiuenma)

ok

(Full name / @amunus, ums, omuecmeo noanocmoio)

(Signature / IHoonucw)
Seal / M.IT

To be filled in by the Bank / 3anosnnsiercst Bankom
Application registered at the Bank on: /

(Date / Jama)

3asiBIeHHE 3aperucTpupoBaHo B banke:
Bank employee:

(Date / Jama)

PaboTnuk banka: (Signature / IToonucw)

(Surname, initials of name and patronymic / @amuaus, unuyuane 1.0)

1

* For the Clients — legal entities. / s KIueHTOB - 10pUIMYECKHUX JIMII.

sk

sk

Not specified for the Clients — natural persons. / He ykassiBaercst st KineHToB — QU3HYECKUX JTHII.
Not specified for the Clients — natural persons. / He ykassiBaercst st KineHToB — QU3HYECKUX JTHII.


http://online.payment.ru/
http://online.payment.ru/

APPENDIX 11.1. (B)
To: Promsvyazbank PJSC, Cyprus Branch

Application of Accession
to the Rules of Electronic Document Interchange via the
“PSB On-Line” System at Promsvyazbank PJSC (in Edition
Adopted for Use in Promsvyazbank PJSC, Cyprus Branch)

Name of the Client / Haumenosanue Knunenra

HPU/IO’KEHHE 11.1.(B)

B ®unnan «Ilpomcesassdank-Kunp»
MAO «IIpomcBs3b0aHK»

3asBJeHHe 0 NPUCOeIHMHEHHH
k IIpaBuiam o6MeHa DJIEKTPOHHBIMH JOKYMEHTAMH 10
Cucreme «PSB On-Line» B ITAO «IIpoMcBs3b0aHK» (B
pelaKuuu, aJanTHPOBAaHHOI 115 npuMeHenns: B ®unnase
«IIpomcpasboank-Kunp» ITAO «IIpoMcBs3b0aHK»)

Registration number / PerucrpanonnbIii Homep”

Date of Birth / Jlata poxkaenus”

I/ We hereby declare the accession of the abovementioned
Client to the current edition of the Rules of Electronic
Document Interchange via the ‘“PSB On-Line” System at
Promsvyazbank PJSC, adopted for the use in Promsvyazbank
PJSC, Cyprus Branch (the “Rules”), and we hereby confirm that
all provisions of these Rules are known to us and explained
comprehensively, including liabilities of the Parties, Rates of
Promsvyazbank PJSC, Cyprus Branch, and the procedure of
change and addenda of the Rules.

I/We Hereby confirms that | /we aware of and consents to
the security measures using PSB On-Line System, which are

placed on site http://online.payment.ru in section “The important

information on measures for increase of security level of work
in the Internet-banking system”, including information about
PSB On-Line System requirements, about using and storing of
ES Keys, about limitations of mode and places of using of
PSBOn-Line System and/or ES Keys, about cases of the

increased risk for use of PSB On-Line System.

I / We hereby request to grant the access to the Client /
Client’s Authorised Persons to the “PSB On-Line” Electronic
Document Interchange System at Promsvyazbank PJSC and
provide with the opportunity to use the System according to the
provisions of the Rules.

Please allow to use the current Electronic Signature Key
Certificate(s) of the following Client / Client’s Authorised
Person(s) for the work in the PSB On-Line System on the basis
and conditions provided for by the Rules:

1)

Hacrosmmm 3aSBISTIO(-eM) 0 TIPUCOCTITHEHUHN
BhIIIeyKa3aHHOro Knuenra x neifictBytromeit penakuuu Ilpasuin
obMeHa DneKTpoHHBIMU AoKymeHTamu 1o Cucteme «PSB On-
Line» B ITAO «IIpomcBsA3p0aHK», amanTHPOBAHHON IS
npumeHernss B ODwmane «IIpomcBazpbank-Kumpy [TAO
«I[IpomcBsizpOank» (nanee — IlpaBuna) U MOATBEpKIAEM, YTO
Bce MojoxeHus [1paBuia MHe / HaM M3BECTHBI U Pa3bsCHEHBI B
MOJIHOM 00BeMe, BKIIo4as oTBeTcTBeHHOCTh CTopoH, Tapuds
Ounmana «[IpomeBsazpbank-Kunp» [TAO «IIpomcBsizpbank» U
nopsAaok BHeceHus B [IpaBuia u3sMeHeHUH U JONOJIHEHU.

Hacrostmum — moxatBepkmatro  (-eM)  O3HAKOMIICHHE |
cornmacue ¢ «Mepamu Ge3omacHocTH mpu pabore ¢ Cucremoit
PSB On-Liney, pa3MeIIeHHBIMA Ha caiite
http://online.payment.ru B pasnmene «Baxnas unpopMmaims o
Mepax IOBBIMIEHHS OE30IacHOCTH pPabOThl B  CHUCTEME
MHTEPHET-0aHKMHT», TakKe COAEPKalMMH HHPOpMAIHI0 00
ycrmoBusax pabotel B Cucreme «PSB On-Liney», B ToM gucie 00
ucronb3oBaHun U xpaHenun Kioueit DI, 06 orpaHn4eHHsX
croco6oB U Mect ucnonb3oBaHus Cucrembl «PSB On-Line»

wumn  Kimoueit  OIl, ciayyasXx  NOBBIIIGHHOTO — pUCKA
ucnonb3oBanus Cucremsl «PSB On-Liney.
[pommy / mpocum  mpemoctaButh  Kimmenty — /

YnonnomodyeHHbIM Juiiam Knuenrta noctyn k Cucteme oOMeHa
OnektpoHHbIMH ~ JokymeHTamMu «PSB  On-Line» ITIAO
«IIpoMcBsa3p0aHK» M 0O0ECHEYUTh  BO3MOXHOCTH €€
UCIIONIb30BaHMsI B COOTBETCTBUU C ycloBusiMu [IpaBuit.

Ipomry paspemmTs ucnoib3oBaTh A paboTel B Cucreme
«PSB On-Line» B mopsiike U Ha YCIOBHSX, MPEILYCMOTPEHHBIX
[paBmwramu, JIeWCTBYIOMHI(-1e) AIIEKTPOHHBIH(-BIE)
ceprudukat(-p1) Kmoda(-ei) mommicu(-eil) cremyrortero Kirenra
/ cnenyromux YmoaHoMo4YeHHOTo(-HbIX) sima (yvm) Kimenta:

(Full name / ®#410)
valid from / cpok geicTBus ¢

2)

(Signature Key Certificate serial No. / cepuiinwiii nomep Cepmugpurxama xmoua noonucu)

to/ mo

(Full name / ®H10)
valid from / cpox mericTBusI ¢

previously registered under the “PSB On-Line” System
Electronic Document Interchange Agreement executed by and
between the Client and Promsvyazbank PJSC, Cyprus Branch.

Upon execution of this Agreement by the accession to the
current edition of the Rules, please consider as terminated the
Contract (Agreement) No. _ of Electronic Document
Interchange via the “PSB On-Line” System previously executed
by and between the Client and Promsvyazbank PJSC, Cyprus
Branch, on

(Signature Key Certificate serial No. / ceputinwiii nomep Cepmugpuxama kniova noonucu)

to/ mo

3aperUCTPUPOBAHHBIN(-bIE) paHee B  COOTBETCTBHH  C
yenoBmsiMu J[oroBopa 06 oOMeHe DIeKTPOHHBIMU JOKYMEHTAMH B
Cucreme «PSB-Onliney», 3axmodeHHoro mexny KimeHtoM u
Omwmanom «[Ipomers3poank-Kumnp» [TAO «IIpoMcB30aHK.

C MoMeHTa 3aKiroueHust Hacrosiero JloroBopa myTreM
HNpUCOEAVHEHH K JeHcTByromel penakuuu IlpaBui, mnpoury
CUMTATh PACTOPTHYTHIM paHee 3aKIFUeHHBIN Mexay Kimentom n
Owmanom  «[Ipomces3pdank-Kunpy ITAO  «IIpomMcBI3p6aHK»
JoroBop (cormamienue) 00 0OMeHe 3JEKTPOHHBIMU JTIOKYMEHTaMH
B cucteme «PSB-Online» Ne or

(Signature, full name of the Client or Client’s Manager /Attorney | IToonucw, pacuugposka noonucu Knuenma unu pykosooumenst / nosepennozo Kiuenma)

To be filled in by the Bank / 3anoansiercsa Bankom
Application registered at the Bank on: /

1

* For the Clients — legal entities. / [t KIIHEHTOB - IOpPHAHYECKHX JIHLL,
* - g -
Not specified for the Clients — natural persons. / He yka3ssiBaetcst mist KitueHTOB — QU3HMYECKUX JIHIL.


http://online.payment.ru/
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3asiBIeHHE 3aperucTpupoBaHo B banke: (Date / Jama)
Bank employee:

Paboruuk banka: (Signature / Ioonucw) (Surname, initials of name and patronymic / @amunus, unuyuarer 1.0)




APPENDIX 11.2.
To: Promsvyazbank PJSC, Cyprus Branch

Application for Registration of Electronic Signature
Verification Key Certificate Holders

ITPH/IO’KEHHE 11.2.
B ®unnan «IlpomcBsazboank-Kumpy»
ITAO «IIpoMcBsI3BOaAHK
3asBienne Ha peructpannio Biaagensnes Ceprudukaron
KJII0Ya MPOBEPKH JIEKTPOHHOH NOAMUCH
(the “Client”)

(Name of the Client /Haumenosanue Knuenma)

on the basis of the Agreement of Electronic Document Interchange
via the “PSB On-Line” System executed by the accession to the Rules
of Electronic Document Interchange via the “PSB On-Line” System at
Promsvyazbank PJSC (in edition adopted for the use in
Promsvyazbank PJSC, Cyprus Branch) hereby requests to register the
following person / Client’s Authorized Persons as Electronic Signature
Verification Key Certificate Holders:

(manee — Kimuenr)

MpOCUT Ha ocHOoBaHMU JloroBopa 00 oOMeHE DJIEKTPOHHBIMH
nokymentamu 1o Cucreme «PSB  On-Liney», 3akimoueHHOro mmyTem
NPHUCOENMHEHNsT K  ycioBisM [IpaBunm  oOMeHa — DIeKTPOHHBIME
nokymentamu 1o Cucreme «PSB On-Line» B ITAO «IIpomcBsi3p0aHK» (B
pENaKIWY,  ajanTHpoBaHHOW Uit  npuMeHeHwss B Owmane
«[Ipomces3pbank-Kunp» TTAO «IIpoMcBs3b0aHK») 3aperuCTPUPOBATh B
kauecTBe BiazensieB CepTu(HKaTOB KItoYa MPOBEPKU IIEKTPOHHOI
HOAIHKCH CIIEAyIolIee JIMIO / CIeAYIOINX YTOJTHOMOYCHHBIX JIMI]
Knnenra:

Full name of the Client / Client’s
Authorized Person /
damMuiTusi, UMsi, 0TYECTBO
Knauenra / YIoJIHOMOY€HHOT 0O
auna Kimenra

Access level /
YpoBeHnb goctyna

Details of the identity
document of the Client /
Client’s Authorized Person /
PexkBH3UTHI JOKYMEHTA,
YI0CTOBEPSIIOIIEr0 JTHYHOCTH
Kiunenra / YoJTHOMOY€EHHOI 0
auua Kinuenra

Allow / Restrict access to: /
Paspemiuts / OrpaHM4MTh AOCTYN K:

Types of
operations /
Tunam
onepauui

Accounts / Cueram

Along with the Application there has been presented (shall be
specified if such documents were not previously presented to the
Bank):

1) identity documents of the Client / Client’s Authorised persons
(original or notarized copies) on pages.

2) documents, evidencing the right of the Client / Client’s
Authorized Persons to use analogue of the handwritten signature
(electronic signature) on behalf of the Client (originals or copies,
certified according to the procedure established by the Bank, and
presented together with the originals for the purpose of collation) on

page(s).

Hereby grants and authorizes the Bank regularly and on a constant
basis to implement a complex of technical, organizational and other
measures directed for the counteraction for criminal attacks and/or
attempts to steal funds and/or Client authentication information, also to

monitor new risk sources (factors) related to remote banking services.

We hereby confirm that the Bank is entitled to withdraw the
commission and any reimbursement amount for services rendered by
the Bank in the manner and in the amount stipulated by the Rules and
the Remote Banking Agreement from any and all Client’s accounts
opened by the Bank without further order, this confirmation constitutes
a preliminary given acceptance not limited by numbers of the
settlement documents, by amounts and claims arising from the Remote
Banking Agreement.

Hereby Client confirms that Client’s Authorised Persons are aware
and consents to the of security measures for using PSB On-Line
System, which are placed on site http://online.payment.ru in section
“The important information on measures for increase of security level

of work in the Internet-banking system”, including information about
PSB On-Line System requirements, about using and storing of ES
Keys, about limitations of mode and places of using of PSB On-Line
System and/or ES Keys, about cases of the increased risk for use of
PSB On-Line System.

BwMmecte ¢ 3asBieHHEM NIpenCTaBiIeHbI (YKa3bIBAIOTCS, €CIH PaHee
JTaHHBIE TOKYMEHTHI B BaHK He MpecTaBIsIINCE):

1) ImOKyMeHTBI, yAOCTOBepsiomue Ju4HOCTh Kimenra /
VYnomHomoueHHbIX Jsnn KimeHTa (OpHTHMHANbl WIH HOTapHAIBHO

3aBEPCHHBIC KOIIH) Ha JIHCTaX
2)  OKYMEHTBI, MOATBEp)KAarolie mpaBo  Kiwenra /
VY II0THOMOYEHHBIX JIHI] Knnenra HCIIOJIB30BATh aHajor

COOCTBEHHOPYYHOH MOAMHUCH (DJCKTPOHHYIO TOANKCH) OT HMEHH

Knuenra (OpuUrHHajbl WIM 3aBEPEHHBIE B YCTaHOBJICHHOM bBaHKOM

HOPS/IKE KOIIMU C IPEJOCTaBICHUEM OpPUIMHANOB IJIS CBEPKH) Ha
nmcre(-ax).

HacrosimuM npenoctaBisieM baHKy HpaBo M YIIOJHOMOYHMBaeM
BaHK peryisipHO M Ha IIOCTOSHHOW OCHOBE peajM30BHIBATh KOMILIEKC
TEXHUYECKHUX, OpPTaHM3allMOHHBIX W HWHBIX Mep, HAIpaBJICHHBIX Ha
MPOTUBOJCHCTBHE TNPECTYIHBIM IOCATATENbECTBAM H/WIIM TTONBITKAM
XMIIEHUS  JICHEKHBIX  CPEICTB  W/WIM  ayTeHTH()HKALMOHHOMN
unpopmarmu KineHra, a Takke OCYIIECTBIATh MOHHTOPHHI HOBBIX
WCTOYHUKOB ((paKTOpOB) pHUCKA, CBSI3AaHHBIX C JAUCTAHIIMOHHBIM
0aHKOBCKHM 00cyxuBaHneM Kinenra.

HacrosimuM  moxaTtBepxkmaeM mnpaBo banka crnuceiBaTh  0e3
JIOTIOJTHUTENHHOTO PACTIOPSDKEHUS] KOMHCCHOHHOE BO3HArPaXK/ICHUE H
CYMMBI BO3MEULIEHHs] PacXoJOB 3a OKa3blBaeMble baHKOM yciyru B
MOpsSJKe W B pa3Mepax, yCTaHOBJIEHHBIX Tapudamu u JloroBopom
JTUCTAaHIIMOHHOTO OaHKOBCKOTO OOCITYKHBAaHHUS C JIOOBIX OaHKOBCKHX
cuetoB KineHTta, OTKpHITHIX ¥ BaHka, 4TO sBisieTcs 3apaHee TaHHBIM
aKLenToM 0e3 OrpaHHYEHHMS 10 KOJMYECTBY PACUCTHBIX JTOKYMEHTOB,
no cymme u TpeboBaHMsM u3 JloroBopa  AMCTaHIMOHHOTO
GaHKOBCKOT'0 00CITY>KHBaHHSI.

Hacrosimum KimeHT nmonaTBeprkIaeT O3HAKOMIIEHHE U corvlacue
JIMII, TOMYIICHHBIX K padote B Cucreme, ¢ «MepaMu 6e30MacHOCTH
npu padore ¢ Cucremoii PSB On-Line», pa3melieHHbIME Ha caiite
http://online.payment.ru B pasmene «Baxnas uHpOpManus 0 Mepax
MOBBILICHUsS] 0€30MaCHOCTH paboThl B CHCTEME HHTEPHET-OaHKHUHIY,
Taoke COAepkKAMMUMK HHpopManuio o0 ycrnoBusx pabotsl B Cucteme
«PSB On-Line», B ToM gncie 00 UCMONB30BaHUN U XpaHeHnn Kiroueit
OIl, 06 orpaHWUYeHHSAX CIIOCOOOB M MECT HCIONB30BaHUS CHCTEMBI
«PSB On-Line» w/mmu Kmrouer OII, ciy4asx NOBBILIEHHOTO PHCKA
ucnons3oBanus Cucremsl «PSB On-Liney.

(Position of the Client’s Manager /Attorney / Jlondcnocms pykogooumens / nogepenHozo

Knuenma)

(Full name / ®amunus, ums, omuecmeo noarnocmoio)

1

* - g -
Not specified for the Clients — natural persons. / He yka3ssiBaetcst mist KitueHTOB — QU3HMYECKUX JIHIL.
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(Signature / IToonucs)
Seal I M.IT

(Date / Jama)

To be filled in by the Bank / 3anonusiercsa Bankom

Application registered at the Bank on: /

3asBIeHHE 3apPETUCTPUPOBAHO B baHke: (Date / Jama)
Bank employee:

Pabornuk banka: (Signature / IToonucy) (Surname, initials of name and patronymic / @amunus, unuyuans 1.0)




APPENDIX 11.3.

Electronic Signature Verification Key Certificate No.

(city) (date) __ :  (time)

Public Joint-Stock Company Promsvyazbank, hereafter referred
to as the ‘Bank/Certifying Centre’, has issued to

ITPH/IO’KEHHE 11.3.

CepTHdHUKAT K/II049a NPOBEPKH JIEKTPOHHOI moamucu Ne

T. « »

roma .

[My6mmaroe  axmumoHepHoe obmectBo  «I[IpomcBs3pOaHKY,
nMeHyemoe nanee bank/Y moctoBepsIomuii EHTp, BBIIAIO

(Full name)
hereafter referred to as the ‘VKC ES Holder’, the present
Electronic Signature Verification Key Certificate for the purpose
of the Authentication of ES in Electronic Document and the
VKC ES Holder identification in the PSB On-Line System on the
basis of

(pamunus, ums, omuecmeo)
nmeryemomy gamee Bmagemenm CKII  OI0, Hacrosmmii
CepruukaT KIII09a TIPOBEPKH JIIEKTPOHHON MOIIHCH LI
[MonTepxkneHus MOMTUHHOCTH D1 B DIIEKTPOHHOM JTOKYMEHTE
u unenrtudpukammu Brnagensia CKIT D11 npu ucnonb3oBaHUH
Cucremsl «PSB On-Line» Ha ocHOBaHUU

(Name, number and date of the Agreement)
1. This VKC ES shall be valid from
_to inclusive.
2. ES Verification Key
----- BEGIN CERTIFICATE-----

3. VKC ES imprint.
4. The name of the used ES Facility and (or) standards that
requirements shall be met by ES Key and ES Verification Key.

Authorised Employee
(Position) (Signature)
(Seal)

(Name initials, Surname)

(HaumeHnogaHue, Homep U dama 002080pa)
1. Cpox gaeiictBus Hactosiero CKII OIT ¢
o
2. Kimtou npoBepku OI1
----- BEGIN CERTIFICATE-----

3. Orneuarox CKII 3I1.

4. HaumenoBanue wucnoisdyemoro CpeactBa OII wu(umm)
CTaHJapTHI, TPeOOBAHUSIM KOTOPBIX co0TBETCTBYIOT Kitou OII u
Kirou mposepku OI1.

Ynonnomouennwiii compyonux
(0oaocHOCm®b) (noonucw)
(mecmo wmamna)

(unuyuanel, pamunus)

Electronic Signature Verification Key Certificate received,
accuracy of the ES Verification Key information confirm®.
(Signature) (Name initials, Surname)

(date)

1

Ceptudukar KI04a MPOBEPKH  IJIEKTPOHHOW  MOAMHUCH
MOJYYHJI, JOCTOBEPHOCTh cBeneHM o Kiroue mpoepku Ol
MOATBEPXKIAf0”.

(noonucw)
« » roaa

(unuyuansl, pamuius)

1K C ES Holder confirmation shall be defined on the second copy of the VKC ES kept by the Bank (the CC) upon receipt of the hard-copy of the document.
2 Ionreepxnerne Branensa CKIT D11 npu momydeHnn 1oKyMeHTa Ha OyMa)KHOM HOCHUTENe yka3piBaeTcs Ha 2-M sk3emmnipe CKII DI, octaromemcs y banka

(YID).



APPENDIX 11.4.

Regulations of the Electronic Document Interchange via the
“PSB On-Line” System

1. In the “PSB On-Line” System, actions are
performed related to generation, editing, signing, and sending to
the Bank any Electronic Documents, as well as related to the
Bank Statement processing. The Client shall be fully responsible
for any actions of the persons, who on any basis whatsoever
have obtained access to the “PSB On-Line “System, EDS ES
Keys or any other technical or data facilities delivered by the
Bank to the Client, which enable generating and forwarding
Electronic Documents to the Bank.

2. For security of Electronic Documents
transmitted via the “PSB On-Line” System, the Parties shall use
the ES Facilities.

3. Exploiting opportunities of the “PSB On-Line”
System and using appropriate software, the Client (including
acting on behalf of authorised representatives) shall
independently generate the ES Verification Key and ES Key and
request for issuing the Electronic Signature Verification Key
Certificate. If the specimen signature card provides for the use
of joint signature of the Client’s Authorized Persons, the Client
shall request the Electronic Signature Verification Key
Certificate for each of the Client’s Authorized Person with a
corresponding signature authority.

4. The ES generation, as well as the ES Key
storage shall be implemented by the Client in the conditions that
precludes the ES Key Compromise. The Client may not disclose
to third parties any information about the ES Key that is in his
possession and may keep and use such key in a manner that
precludes its unauthorised use by third parties.

5. The Bank shall not be liable for any
consequences resulting from non-compliance by the Client with
the provisions of the Rules in respect of the procedures for
generating and storing the ES Verification Key and the ES Key.

6. Electronic Documents, on the basis of which
Transactions are performed in the Client Account, shall contain
the ES of the corresponding Client or Client’s Authorized
Persons specified in the specimen signature card held by the
Bank, and in whose name Electronic Signature Verification Key
Certificates have been issued and registered in the PSB On-Line
System. Electronic documents on the basis of which the
transaction is concluded (offer/acceptance) shall contain the ES
of the Client’s Authorized Persons whose powers are confirmed
by the relevant documents provided to the Bank.

7. Client or Client’s Authorised Persons for work
in the PSB On-Line System can have the following access levels
to the System:

o first signature;

e second signature;
e executor;

® review.

8. The Client shall have the right to grant authority
to work in the PSB On-Line System to one or more Client’s
Authorised Persons. One Client’s Authorised Person may have
one or more access levels to the System at the same time, in that
case such Client’s Authorised Person shall concurrently possess
the whole set of rights under the assigned access levels.

IIPHJ/IO’KEHHUE 11.4.

PeraamMent o6MeHa DJIEKTPOHHLIMH JOKYMEHTAMM
no Cucreme «PSB On-Line»

1. B Cucreme «PSB On-Line» mpowussoastcs
JIeUCTBHSA 10 (POPMHUPOBAHUIO, PEIAaKTHPOBAHUIO, ITOJIITHCAHHIO,
ornpaBke B baHK DJIEKTPOHHBIX JOKYMEHTOB M 00paboOTKe
Brmmucox nmo Cuety. KnueHT HeceT NMOJIHYI0 OTBETCTBEHHOCTh
3a JIEUCTBUS JINL, TOJYYMBIINX IO JIIOOBIM OCHOBaHHSM (B TOM
qrcie MpOTHBOMpaBHEIM) foctyn k Cucteme «PSB On-Liney,
Kimroyam DIl ¥ MHBIM TeXHHYECKUM W HWH(OpManHOHHBIM
CpencTBam, nepelaHHbIM Banxom Kiuenty u
00ecTIeYNBarOIINM BO3MOYKHOCTB (dhopmupoBaHus "
HarnpasieHUsI B baHK DIeKTPOHHBIX JOKyMEHTOB.

2. Jnsg  3ammTel  DJNEKTPOHHBIX — JOKYMEHTOB,
nepenaBaeMeix 1Mo Cucteme «PSB  On-Line», CropoHbI
ucnone3ytot Cpenctaa DI1.

3. Hcnone3ys Bo3moxHocTH Cucrems! «PSB On-
Line» ¥ coOTBETCTByIOLIEE MpPOrpaMMHOE oOOecIeueHuE,
Kmuenr (B TOoM  umcine, JeWCTBYOLMM B JuIe
YIOJTHOMOYEHHBIX IpeacTaBuTeneil) CaMOCTOSATENBHO
BeInonHAeT renepanuio Kimoua D11 u Kmtoua mposepku OI1 u
dopMupoBanue 3ampoca Ha BbIMyck CepTudukara Kioya
MIPOBEPKU  3JEKTPOHHOM moamucu. Ecnu kapToukoil ¢
oOpasiamMn TOAIMHUCEH NPEeTyCMOTPEHO HAJIWIHE COBMECTHOMN
noAmucH  YTomHOMOYeHHbIX Jmn  Knwmenra, To Kimenrty
HeoOxonumo cdopMupoBath 3ampoc Ha CepTudHKaT KiIodya
MPOBEPKH 3JIEKTPOHHON TOJIINCH TSt KaXJJ0T0
VYnonHomoueHHoro usuna KimeHTa ¢ COOTBETCTBYIOIIUMHU
IIpaBaMU MOJIHUCH.

4. I'eneparnus xmowyei OII, a Takke XpaHeHHE
Kmroua OII ocymecrBisercs Kimentom B ycnoBusx,
obecrnieunBaromux HeBO3MOkHOCTh, Kommnpomeraruu Kiroua
OIl. KnmeHT He BOpaBe pacKpbelBaTh TPETHUM JIMIAM
uHpopmanmio o Kimroue OII, Haxomsmemcs B  ero
paclopsDKeHUH, W JOJDKEH XPaHWTh M HCIOJIb30BaTh €ro

CHOCO6aMI/I, 06GCHC‘{I/IBaIOH.[I/IMI/I HCBO3MOXXHOCTH
HECAHKIIMOHUPOBAHHOT'O UCIIOJb30BaAHUSA TPCTbUMMU JIMIIAMH.

5. bank HEC HECET OTBE€TCTBCHHOCTHU 3a
oCJICACTBUA, HaCTyIMUBIOHEC B  pE3ybTaTe HapymeHus

Knmentom tpebGoBanuit IlpaBua B OTHOWIEHMM MOpSAKa
reHepanuu 1 xpanenus Kimoua OI1 u Kirroua nposepku OI1.

6. DNEeKTPOHHBIE  JOKYMEHTHI, SIBJISTFOIIIAECS
ocHOBaHMeM st mpoBeaeHust Omepanumit mo Cuety Kimenra,
JOJDKHBI  cogepkats DIl coorBercTByromero Knmenta wmm
YnorHoMo4ueHHBIX ull KimeHTa, yka3aHHBIX B KapTOYKE C
oOpa3laMu TMOANUCeH, XpaHsmelcs B banke, W Ha wMA
KOTOpbIX  BblmaHel  CepTUUKATEl K042  IPOBEPKH
ANIEKTPOHHOHN TOAIHMCEH, 3apeructpupoBaHHble B Crcreme
«PSB On-Line». DJeKTpOHHBIE JOKYMEHTHI, SIBILFOIIHACCS
OCHOBaHHMEM JJIsi COBEpHICHHs cHenku (odepra/ akiemnr),
noikHBL cofiepxkath Ol YmomHoMmoueHHwsix smi Knuenrta, B

OTHOIIIEHUN KOTOPBIX banky  Taxxe MpeACTaBJIEHBI
MOATBEPKAAIOIINE HAIMYKE YKa3aHHBIX MPaB JIOKYMEHTBHI.
7. Kiuent nian YnoinnomoueHHsle mna Kimenra

mia paborer B Cucreme «PSB  On-Line» Moryr wumers
CIIeIyIoNre ypoBHH noctyna k Cucreme:

e [iepBasi MOAIMNCH;

® BTOpas MOJIUCH;

® UCIIOJHUTEIIb;

® [IPOCMOTP.

8. Kinuent  wuMeer  mpaBo  IpeNOCTaBISATH
nojiHoMoumst Ha pabory B Cucreme «PSB On-Line» omnomy
WM HECKOJIBKHUM Y IIOJHOMOYEHHBIM JIMoam Kinuenra. OJIHO
YnonHomoueHHOE JINO Kiunenrta Moxxer uMeETh OOUH HWIN
HECKOJIbKO ypoBHeH noctyna k Cucreme OJHOBPEMEHHO, B
3TOM Cjy4yae YyKa3aHHOe YmoiaHoMoueHHoe iuno Kimenra



Client’s Authorized Persons are prohibited to transfer ES
Keys / USB Keys using by them to any parties (including other
Client’s Authorized Persons). The Client is responsible for
Client’s Authorized Persons actions.

8.1. The ‘first signature’ access level implies the
right to perform all operations with ED (except sending
ED for execution), to obtain information on all available
Accounts, to set and remove the first signature to ED.

8.2. The ‘second signature’ access level implies the
right to perform all operations with ED (except sending
ED for execution), to obtain information on all available
Accounts, to set and remove the second signature to ED.

8.3. The ‘executor’ access level implies the right to
perform all operations with ED, that do not contain the
Client ES, to obtain information on all available Accounts,
to send for execution those ED that contain the Client ES.

8.4. The ‘review’ access level implies the right only
to review ED and to obtain information on all available
Accounts.

8.5. Access to the information concerning specific
type of operations may be restricted to the Client’s
Authorised Persons under the assigned access levels (for
example, access to review documents concerning currency
exchange regulation procedure etc.).

The Bank determines which type of operation may be
restricted by access levels.

9. Different levels of the PSB On-Line System
access are granted by the Bank to the Client or Client’s
Authorised Person on the basis of the Client’s application for
registration of persons authorised to work in the PSB On-Line
System and other documents evidencing compliance of such
persons’ authority with the respective access level requirements.

10. The System shall be installed and put into
operation in the following order:
10.1. The Client shall perform the following actions:
. The Client, using software downloaded from the

Bank’s server as part of the PSB On-Line System,
generates electronically at his workstation the ES Key
and the ES Verification Key of a respective VKC ES
Holder. The software saves the ES Key on a carrier
selected by the Client, encrypting it with the password
entered by a person to be registered, generates and
sends to the Bank, acting as Certifying Centre, the
request for the issue of an Electronic Signature
Verification Key Certificate to such person. The Bank
fulfils the request via the PSB On-Line System
electronic facilities and sends back to the Client the
VKC ES containing the ES Verification Key;

. The Client saves in electronic form the VKC ES
received from the Bank on a carrier containing the ES
Key of a respective VKC ES Holder (the ‘Key
Carrier’), and also makes two hard copies of it. If
several persons are to be registered, this procedure
shall be repeated for each person undergoing the
registration;

. The Client submits to the Bank signed
Application of Accession to the Rules (see Appendix

Oyzmer oOyazaTh OJHOBPEMEHHO BCEil COBOKYIHOCTBIO IIPaB B
paMKax IPUCBOCHHBIX yPOBHEH JOCTYyIMA.

Y110JIHOMOYEHHBIM Juuam Kinenra 3amnpenieHo
nepenaBate Kitoum DI1 / ucnonb3yemsie umu USB-kiaroun
MHBIM JIAOAaM (B TOM YHCJIE WHBIM YTIOJTHOMOYEHHBIM JINIAM
KinenTa). OTBEeTCTBEHHOCTh 3a JEWCTBHSA Y TIOJTHOMOYCHHBIX
yui HeceT KiueHr.

8.1. YpoBeHb  jgocTyma  «mepBas  HOAIMHUCHY»
roJjpa3yMeBaeT HaJu4Ke npaB Ha Bce onepaunu ¢ D/ (3a
HCKJIIOYEHHEM  OTHpaBKM Ha  ucnomHenue  DJ]),
nojyueHne MHGOPMAIMKM MO BceM AocTymHbIM Cueram,
YCTaHOBKY M CHATHE NepBoM moxnucy mnoj D/1.

8.2. YpoBeHb  jgocTyma  «BTOpas  HOAIMUCH)»
oIpa3yMeBaeT HAIWYHe MpaB Ha Bce omneparmu ¢ D/ (3a
HCKITIOUYEHNEM  OTIpaBKH Ha  ucnomHeHue  OJI),
MoNTydeHne MHPOPMALUU 10 BCeM MOCTYyMHBIM CueTam,
YCTaHOBKY M CHATHE BTOPOU moAmucH mox /1.

8.3. YpoBeHb JIOCTyTIA «UCTIOJTHHUTEIb)»
MoJpa3yMeBaeT HaJIMIKE IpaB Ha Bce onepanuu ¢ D], He
cogepkammx OI1 Kiuenra, nonyuenne uHbOpMaIu Mo
BceM JIocTynHbIM CyeraMm, OTIIPaBKy Ha ucrogHeHue D/,
conepxkamux 11 Knuenra.

8.4. VYpoBEHb AOCTyMA «IIPOCMOTpP» MOJpa3yMeBaeT
HaJM4ye TpaB TOJBKO Ha mpocMoTp O/ u moxydeHue
nH(popManuu 1o BceM A0CcTynHbIM CueraMm.

8.5. YnonHomoueHHbIM nunaM KimeHTta B pamkax
MIPEAOCTaBICHHOTO YPOBHS  JOCTyIa MOXET OBITH
OTpaHMYEH JIOCTYH K 4acTH MH(OPMAIINH, OTHOCAIIEHCS K
ONIPEACICHHOMY  THIy  OIEpalfif,  COBEPIIACMBIX
KIMEHTOM, HampuMmep, K TPOCMOTPY JOKYMEHTOB,
CBA3aHHBIX C OCYIICCTBJIICHUEM BAJIIOTHOI'O KOHTPOJIA U
T.IL

Brinenenue TuoB omnepanuii, MO KOTOPBIM MOXET
BBOAUTHCA OTPpaHUYCHUEC B paMKax YpPOBHA [JOCTYyIIa,
ocyuectBisAeT baHk.

9. Pazmunble ypoBHH pocTtyna k Cucteme «PSB
On-Line»  mpemocraBmsrorcst  banmkom — Kimenty — wim
YnonHomodyeHHOMY snily KnneHTa Ha OCHOBaHWMHM 3asiBICHHS
Kimenra o perucrpamyy yrmoJHOMOYEHHBIX Ha paboTy B
Cucreme «PSB On-Line» 5w W HHBIX JIOKYMEHTOB,
MOATBEPXKIAIOIINX COOTBETCTBHE IOJHOMOYMH JAHHOTO JIMIA
TpeOOBAaHUAM ONPEAEICHHOTO YPOBHS JOCTYIIA.

10. VYcraHoBKa M BBOJ B 3KcITyaTanuio CHCTEMBI
MIPOU3BOJIATCS B CIEAYIOIIEM MOPSIKE:
10.1. KnueHT coBepuraer cneayromue 1eiHCTBUA:
. KnueHT mocpeacTBoM 3arpy>KeHHOM C cepBepa

banka mporpammel, sBisrOmencs 4dactbio CHCTEMBI
«PSB  On-Line», co cBoero pabouero wmecTa
ANEKTPOHHEIM criocobom cozmaetr Kirou OI1 u Kimrou
npoeepku OII coorBercTBytromero Bruanensma CKII
OII. IIporpamma coxpanser Kmrou OI1 Ha HOcuTerne,
BeIOpaHHOM KimmeHTOM, mmdpys ero mo mnaposiro,
BBE/ICHHOMY PETHCTPHUPYEMBIM JIMIOM, (GOpMUpPYET U
oTchltaeT baHky, kak YaocToBepsomieMy LEHTpY,
3ampoc Ha Bbgauy CepTHduKaTta KiI0o4da TPOBEPKH
3JIEKTPOHHOU NMOANMCH perucTpupyemoro Jjmna. bank
aneKTpOoHHBIMH cpeacTBamu Cructembl «PSB On-Liney
ucnonaseT 3anpoc u orceutaer Kmmenty CKII DII,
conepxanuii Kirrou mposepxu D11

. Ionydyennslii or banka CKII 3I1 Kiuenr
COXpaHsieT B DJJEKTPOHHOM BHUJAE Ha HOCHTEIE,
cozepKaleM Kirou OIT COOTBETCTBYIOILIETO
Bnagensna CKIT OIT (nanee — KJ104€BOM HOCHTENE), a
TaK)Ke PaclevyaThiBacT ero Ha OyMaXHOM HOCHUTEJE B
IBYX OK3eMIUnipax. B cioydae  peructpaiyu
HECKOJBKUX JIHII, MPOIEaypa IMOBTOPSIETCS OTACIHHO
JUTA KaXIOTO PETUCTPHPYEMOTO JIHIIA;

U Kinuent mnepemaer B baHk mnoamnucaHHoe
3anenenue o npucoeounenuu k Ilpasunam (cMm.



11.1 to the Rules), Application for Registration of
Electronic Signature Verification Key Certificate
Holders (see Appendix 11.2 to the Rules) and
Electronic Signature Verification Key Certificates (see
Appendix 11.3 to the Rules) for all persons being

registered.
10.2. The Bank shall perform the following actions:
. The Bank issues to the Client one counterparty

of each VKC ES as a paper document signed by the
Bank and/or in the form of digital document. The
Client gets the opportunity to work in PSB On-Line
System by using key carriers after activation (provision
of access) by the Bank. Activation of VKC ES end the
process of issue of VKC ES by the Bank as the CC.

11. The ground for the Bank to execute the Client’s
EPD is the correct document decryption, authenticity of the
Client ES, compliance of the Client’s EPD with the
requirements for preparation of payment and other documents,
the legislation of the Republic of Cyprus and regulations of the
Central Bank of Cyprus, the cross-border transfer legislation of
the Russian Federation, rules of the Bank, terms and conditions
of a respective agreement entered into by the Parties.

12. The ED acceptance by the Bank shall be
evidenced by a change of the ED status in the “PSB On-Line”
System according to the User Manual.

13. The Bank shall have the right to request
additional confirmation or clarifications from the Client in
respect of specific documents. In this case, a respective
Electronic Document shall be processed only upon the receipt of
the required confirmation (clarifications).

14. All transactions performed by the Parties in the
“PSB On-Line” System shall be recorded into software
protocols storing in the PSB On-Line System database in the
Bank. In the event of any disagreements between the Bank and
the Client in respect of the transmitted ED, the Parties shall
accept as evidence such records, as well as records in the
software protocol maintained on the Bank’s server.

The System keeps a record of operations taken by the
Parties, including the automatic action of the System (including
the VKC ES registration, the ES creation, Electronic Document
ES validation, the ED status) and keeps it in the PSB On-Line
System database in the Bank.

The relevant reports generated relating the taken operations
(actions) in the System on paper in the Bank’s form, signed and
sealed by the Bank’s authorized person are sufficient evidence
of the Parties’ operations and activities (including automated)
under the Rules and can be used to resolve any disputes, as well
as given in any judicial authorities.

15. The following shall constitute the grounds for
disconnection of the Client from the System by the Bank, as
well as for suspension of the VKC ES of the Client or Client’s
Authorized Person:

. receipt of a written application from the Client
requesting his disconnection from the “PSB On-Line”
System or suspension (cancellation) of Electronic
Signature Verification Key Certificate;

Ilpunoscenue 11.1 x IlpaBunam), 3asnenenue na
pezucmpayuto Bnadenvyes Cepmugurkamoe knioua
npoeepku ynekmponnoi noonucu (cMm. Ilpunosicenus
11.2 k IlpaBumam) u Cepmuguxamol Kiioua
npoeepku ynekmponnoi noonucu (cMm. Ilpunosicenus
11.3 x IIpaBunam) Ha BceX PErUCTPUPYEMBIX JIHIIL.
10.2. Bank coBepmaet cienyromnme AeHCTBHS:

. Bank Beigaer KimueHTy 10 OTHOMY 9K3EMIUISAPY
kaxxgoro CKII DI1 B Bume moamucanHoro bankom
sx3emiurapa CKII OI1 va GymakHOM HOCHUTENE W/WIH
B (popMe 3IeKTpOHHOTO JoKyMeHTa. KineHT momyyaer
BO3MOXHOCTh paborath B Cucreme «PSB On-Line»
MOCPEIICTBOM HCIIOJIB30BaHUS KITFOUCBBIX HOCHUTEICH
mocine aktuBamumm CKII DI  (mpemocTaBieHHs
JIOCTYTIA) Bankom. AxTHBauen CKII OI1
3aBepmaetcs nporecc Bergaun CKIT OIT bankom kak

VII.

11. OcHoBaHueM 11 ucrnojaHeHus bankom OI1J]
Knuenra sBiseTcs KOPPEKTHOCTh PacIIM(BPOBKU JTOKYMECHTA,
noamuHHocTh OII Knwmenra, coorBerctBue OJIIJ Kimenta
TpeOOBaHUSAM OGOPMIICHUSI IIATEKHBIX M HUHBIX JTOKYMCHTOB,
YCTaHOBJICHHBIM 3aKOHOJaTelbcTBOM PecmyOmuku Kump u
HOpPMATHUBHBIMU JokyMeHTamu lleHTpanmsHOro Gankxa Kwumpa,
3aKoHoAaTenbcTBa Poccuiickoit denepanu 0 TpaHCTPaHUIHBIX

TepeBoIax, TIpaBHIIAMUA Banka u YCIIOBHSAMHU
COOTBETCTBYIOIIIETO  [OTOBOPA,  3aKIIOYCHHOTO  MEXIY
CropoHamu.

12. CBUAETENBCTBOM TOTrO, 4YTOo JJ[ nOpuHAT

baHkoM Kk HCHONHEHUIO, SABISETCS M3MEHEeHHe cTtaryca OJl B
Cucteme «PSB On-Line» B cooTBercTBHM ¢ PyKkoBOACTBOM
MOJIb30BATEIA.

13. Ilo otnmensHbIM gokyMeHTaM bank BIpase
3ampocuth y KiMeHTa MOMONHUTENbHOE MOATBEPXKJICHHE WU
pa3bsicHeHHe. B aToM ciiyyae DIEKTPOHHBIH JTOKYMEHT
UCTIONHACTCS MOCJe MOIy4YeHUS TpeOyeMoro MOATBEp KICHUS
(pa3wsacHEHU).

14, Bce onepanun, nmpoussogumsie CTOpoHaMu B
Cucteme «PSB On-Line», pukcupyroTcs B mpoTOKOIaX paboThl
MpoTpaMMEl, XpaHsmmxcs B 60aze maHHpx Cuctemsl «PSB On-
Line» Ha ctoponHe banka. B ciyuae pasHornmacuii Mexmy
Bbankom u Kinenrom B otHomenun nepepanHsix O/, CTOpoHEI
MIPU3HAIOT B KAa4eCTBE JOKAa3aTelbCTBA YKa3aHHBIC 3allUCH, a
TaKXe 3alHCH B IPOTOKOJE PabOThI MPOrpaMMBI, XPaHSIIEMCs
Ha cepsepe banka.

Cuctema BemeT YydeT JAEHCTBHH, TNPOU3BOIMMBIX
CropoHamu B HEH, BKIIIOYAsi aBTOMaTHYECKHUE NEHCTBHUS caMOi
Cucrems! (B ToM uucie, perucrpanus CKII 311, cozmanme OI1,
IpoBepKa KOppeKTHOCTH OII B DJEKTPOHHOM JOKYMEHTE,
craryc D/) u coxpanser ux B 0aze maHHbIX Cucrembl «PSB
On-Line» ua cropone baka.

CooTBeTCTBYIOIIME OTYETHl, CHOPMHUPOBAHHBIE IO
MIPOBEJCHHBIM ~ omepanusaM  (aedictBusiM) B Cucteme Ha
OymakHbIX HocuTensx 1o ¢opme baHka, mnoanuUcaHHbIE
YIIOJTHOMOYEHHBIM JHIIOM bBaHka W CKpeIUIeHHBIE NeYaThio
BaHka, SBIAIOTCS JOCTATOYHBIMH JOKa3aTENbCTBAMH (DaKTOB
coBepiieHnss CTOpOHaMU Onepanuii u AeHCTBHH (B TOM dHCIe
CucrteMoil aBTOMaTHYECKH), NMPETYCMOTPEHHBIX HACTOSIIUMH
[IpaBunamMu, ¥ MOTYT OBITH HCHOJIB30BAaHBI IIPHU Pa3pelICHUN
JTIOOBIX CHOPOB, @ TaK)Ke IPEIOCTaBIICHBI B JIOObIE CyneOHbIe
OpTraHblL.

15. OcHOBaHMSIMM ~ JUI1  OTKIIOUeHHs bankoM
Knunenra or Cucremsl, a Taxke HNPHOCTAHOBICHHS ACHUCTBUS
CKII DI Knuenrta uiam YmnoiHoMoueHHoro Jmia Kianenrta
SBIISTFOTCSL:

J noinydyeHue  or  KimeHTa  ITHMCBMEHHOIO

3asBICHUST C MPOCch0OH 00 OTKIIIOYEHHWH €ro Ot

Cuctemsr «PSB On-Line» win mnpHocTaHOBICHUH

(amHynupoBannn) neiicteus CepTudukara KiIoda



° change of the Client’s Authorized Persons, that
have the right to act on behalf of the Client and are
specified in the Client’s specimen signature card,

. the Client’s non-compliance  with the
requirements imposed on the ED interchange and data
security during the ED interchange, as provided for by
the applicable legislation and the Rules;

. the Client’s non-compliance with the provisions,
terms and conditions of the Rules;

o indebtedness of the Client to the Bank for
services according to the Rates;

. absence of active Client’s VKC ES registered in
the PSB On-Line System;

. termination of the Agreement;
. other grounds provided for by the applicable
legislation.
16. The ED interchange communication sessions
shall be initiated by the Client.
17. The System shall operate 24 hours a day,
without rest-days and holidays, except for scheduled

maintenance of which the Client shall be notified through
announcements placed on the System web-site.

18. Transactions for crediting of funds to the Client
Accounts and for debiting of funds from the Client Accounts on
the basis of ED, shall be performed according to the timetable
and procedure established by the respective Document on
opening a banking account and/or Terms and Rates of
Promsvyazbank PJSC, Cyprus Branch, unless otherwise agreed
by the Parties.

19. VKC ES shall be replaced in the following
cases:
. upon the VKC ES expiry;
. upon ES Key Compromise;
. upon the change of the Client’s Authorized
Persons specified in the Client’s specimen signature
card.

In the above mentioned cases the replacement of VKC ES
shall be executed only upon the repeated Client performing of
all the procedures established by these Rules in respect of the
issuance and registration of a new Electronic Signature
Verification Key Certificate for the Client or Client’s
Authorized Person.

During the term of VKC ES validity, the replacement of the
VKC ES (as of its activation) may be executed at any time upon
request of the Client or Client’s Authorized Person to generate a
VKC ES, subject to the validity of the authorities of such Client
or Client’s Authorized Person, specified in the Application for
Registration of Electronic Signature Verification Key Certificate
Holders and information about termination of their powers is not
received.

Valid ES of the Client’s Authorised Person affixed on the
request to generate a VKC ES containing the newly generated
ES Verification Key and submission this request to the Bank
(acting as the CC) is recognized as a validation of the
information relating to the ES Validation Key sent by him.

MPOBEPKHU AIIEKTPOHHOI MOAMUCH;

. cMeHa YmnoiaHoMoueHHbIX My Kimenra,
HMEIOLMX IpaBo JAEHCTBOBAaTh OT UMeHU KimeHTta u
YKa3aHHBIX B KapTodyke ¢ oOpasnamMu MOAIHCEH
Knnenra;

° HecoOmoaenne Kimentom  TpeboBaHWA K
obMeny O/l w ofecrmedeHni0o WHPOPMAINOHHON
6ezomacHocTn mpu obmeHe DI, mpexycMOTpEHHBIX
MPUMEHUMBIM 3aKOHOaTeIbCTBOM U [IpaBunamu;

. HecoOmonenne Kmuentom TpeGoBaHMH U
ycnosuii IIpasui;

. 3aJ0/DKeHHOCTh Kimenta 1o omnate  ycuyr
Banka B coorBercTBuu ¢ Tapudamu;

. orcyrctBue 'y Kimenra pefictByrommx CKII
OIl, 3apeructpupoBanHsix B Cucreme «PSB On-
Liney;
. IpeKpaleHue nencTaus Jorosopa;
. WHbIC OCHOBaHHS, IIPEAYyCMOTPEHHBIE
MPUMEHUMBIM 3aKOHOIaTEILCTBOM.

16. Wunnparopom ceaHcoB cBsi3u 1o oOmeny DJ1

siBrisercs: Kimuenr.
17. Bpems padboTel CHCTEMBI: KPYTJIOCYTOYHO, Oe3

BBIXOJHBIX M TNPa3THUYHBIX JHEH, ¢ TepephiBOM Ha
periamMeHTHbIe paboThl, 0 YeMm KimeHT omoBemaercsi myTem
pa3mereHus nHPopManuu Ha caiite CHCTEMBIL.

18. Omneparyu 1o 3a9MCICHUIO JCHEe)KHBIX CPEICTB
Ha Cuera KimeHTa W MO CIHCAHWIO ICHEXKHBIX CPEICTB CO
CueroB Kimenra Ha ocHoBaHuM O]l OCYyILECTBISIOTCS BO
BPEMEHHBIX paMKax ® B TOpSIAKE, YCTaHOBICHHBIX
COOTBETCTBYIOIINM JIOKyMEHTOM 00 OTKPHITUA OaHKOBCKOTO
cueta wwuam  YcnoBusmMu u tapudamu  Duimana
«I[IpomcBszpbank-Kump» [TAO «IIpoMcBsizb0aHK», €Clid HHOE
HE NpeycMOTpeHo coriamenneM CTOpoH.

19. 3amena CKII 311 npousBoautcs B ciaeayoIx
ciyJasix:
° npu ucreueHuu cpoka aeiicreus CKII O11;
° npu Kommnpomeranuu Kiroueit 911,
. IpH CMEHEe YTOJIHOMOYCHHBIX Jmn KimeHTa,
YKa3aHHBIX B KapTO4Yke C 00pa3laMu IOJIMUCEH
Kiuenra.

3amena CKII OIl B maHHBIX cCilydasiX OCYIIECTBIISAETCS
TOJIBKO TP coBepuieHNH KIIMeHTOM MOBTOPHO BCEX MPOIENyp,
MPEIYCMOTPEHHBIX HacTOSIIMMH [IpaBuimamMu A7 BBITyCKa |
peructpaiun  HoBoro  Ceprudukara Kiroua IPOBEPKH
9NEeKTpOHHOU moanucu KnueHta uiau YTOTHOMOYEHHOTO JIUIA
Knmenra.

B teuenune cpoxka neiictBus CKII OI1 3amena CKII 21T (c
€ro aKTHBalWeil) MOXeT OBITh OCYIIECTBIEHa B JII000€ BpeMs
o 3anpocy Knuenra um Ynonnomouennoro ymna Knnenra Ha
¢dopmuposarne CKII OI1 npu ycnoBum, 9TO CPOK TTOTHOMOYHA
ykazaHHoro Knwenta mnu YnonHoMmodeHHoro smna Kimenra,
yKa3aHHbI B 3asfBICHUM Ha perucrpanuo Bragensues
CepTu(rkaToB KJII0Ya HPOBEPKH 3IEKTPOHHOM IMOJIHC, HE
HUCTEK W HE MOCTyNmWia WHpOpMamus O TPEKpPaIIeHUH ero
IIOJIHOMOYMH.

ITonnucanue VYmnomHomoueHHbIM JmiioM Kimenra ero
neiictyromeit OI1 3ampoca nHa dopmuposanune CKII DII,
COJZIEPKALLEr0 CreHEpUPOBAaHHBIM MM HOBBIM Kitod mpoBepku
OIl, u HanpaBneHue ero B aapec banka, xak YII, npusHaercs B
KayecTBE MOATBEPXKJEHHS JTOCTOBEPHOCTH CBEJEHUH O
HanpasieHHoM uM Kitoue nposepku OI1.



APPENDIX 11.5.

REQUIREMENTS FOR CLIENT HARDWARE AND
SOFTWARE FOR WORK WITH “PSB ON-LINE”
SYSTEM

1. IBM-compatible personal computer meets the following
configuration:

» CPU is not lower than Pentium-11-300;

*RAM is 512 MB;

» Color display adapter, SVGA, or a more advanced level,

« hard drive with free space of at least 250 MB;

* keyboard with 101 keys (Russian-Latin);

» Manipulator "Mouse" or the device it replaces;

« availability of USB port (using the USB Key eToken)

2. Printer.

3. Necessary software for the System:

e Java™ SE Runtime Environment, version 1.6.0_14
(http://www.oracle.com/technetwork/java/) or higher;

« eToken PRO 72K Java device driver (http://www.aladdin-
rd.ru/support/downloads/etoken/) .

4, Internet access.

IIPHJIO’KEHHE 11.5.

TPEBOBAHUA K AIIITAPATHO-TIPOT'PAMMHOMY
OBECHHEYEHUIO KJIMEHTA JJIs1 PABOTHI 11O
CUCTEME «PSB ON-LINE»

1.  IBM-coBmecTuMBIit
creyronield KOHPUryparuu:
« nporieccop He Hike Pentium-11-300;
e OIlEpaTUBHAs IaMsATh He MeHee 512 MO;
e IBeTHOW aucruieii ¢ amantepoM SVGA wiau uHOM Oonee
COBPEMEHHOT'O YPOBHSI;
e )KECTKUH AMCK CO CBOOOIHBIM IIPOCTPAHCTBOM HE MEHeEe
250 M6;
o xiaBraTypa co 101 kmaBwmei (pyccko-IaTHHCKAN);
o MaHHITYJISITOpP «MBIIIb» WM YCTPOHCTBO €0 3aMEHSIOIIEE;
o Hammuue mnopra USB (mpum wmcmonms3oBanmn USB wimoda
eToken).
2. IlpunTep.
3. HeoOxomumoe mporpamMmHOe oOecmeueHue Ui pPaboTHI
Cucrtemsl:
o Java™ SE Runtime Environment Bepcuu He Hivke 1.6.0_14
(http://www.oracle.com/technetwork/java/);
e JlpaiiBep mmsa ycrporictBa eToken PRO 72K Java
(http://www.aladdin-rd.ru/support/downloads/etoken/)
4. Hammmawme noctyma B MHTEpHET.

l'[epCOHaJ'II;HLIfI KOMIIBIOTEP B



http://www.oracle.com/technetwork/java/
http://www.aladdin-rd.ru/support/downloads/etoken/
http://www.aladdin-rd.ru/support/downloads/etoken/
http://www.oracle.com/technetwork/java/
http://www.aladdin-rd.ru/support/downloads/etoken/

APPENDIX 11.6.
To: Promsvyazbank PJSC, Cyprus Branch

Application for the suspension / cancellation / renewal of
Electronic Signature Verification Key Certificate for the
work via the “PSB On-Line” System

ITPH/IO’KEHHUE 11.6.

B ®unnan «Ilpomcesassdank-Kunp»
MAO «IIpomcBs3b0aHK»

3asiBJIeHHe 0 IPHOCTAHOBJICHNY / AHHYJIHPOBaHNUH /
B0300HOBJIeHUH AelicTBUA CepTH(HUKaTa KII0Ya NPOBEPKH
3J1eKTPOHHOI MoANMCcH 1151 padoThl no cucreme “PSB On-

Line”
Hereby (the “Client”)
Hacrosmum (Name of the Client /Haumenosanue Knuenma) (manee — Knuenr)
requests on the basis of the Agreement of Electronic Document mpocuT  Ha  ocHoBaHuu  JloroBopa 00  oOmeHe

Interchange via the “PSB On-Line” System executed by the
accession to the Rules of Electronic Document Interchange via
the “PSB On-Line” System at Promsvyazbank PJSC (in edition
adopted for the use in Promsvyazbank PJSC, Cyprus Branch)

OnexktpoHHbiMU JokymeHTamu mo Cucreme «PSB On-Liney,
3aKJIFOYEHHOTO IyTeM NPHUCOCIUHEHMs K yCioBHsM [IpaBun
obMeHa DJeKTpOHHBIMH HokyMmeHTamu mo Cucreme «PSB On-
Line» B TTAO «IIpoMcBsi3p0aHk» (B pelakiMy, alanTHPOBAHHON
s npuveneHnss B Owummane  «[Ipomerssp0ank-Kump» I[TAO
«ITpoMCBSI3EOaHK»)

to suspend the Electronic Signature Verification Key Certificate: / npuocranoButs neiictreue Ceprudukara Kiaroya

D MPOBEPKH JIeKTPOHHOH MONMUCH:

(Full name of the Client / Client’s Authorized Person | pamunus, ums, omuecmeo Knuenma / Ynonnomouennozo auya Knuenma)

for the period from / na nepuon ¢

to/ mo

(Full name of the Client / Client’s Authorized Person /| pamunus, ums, omuecmeo Knuenma / Ynonnomouennozo auya Knuenma)

for the period from / na nepuon ¢

to/ mo

to cancel the Electronic Signature Verification Key Certificate: / annyaupoBarth aeiictBue Ceprudukara kiroua

D MpOBEPKHU 3J'leKTp0HHOﬁ noaANnUuCH:

(Full name of the Client / Client’s Authorized Person | ¢pamunus, ums, omuecmeo Knuenma / ¥Ynoanomouennozo nuya Knuenma)

for the period from / a mepuon ¢

to/ mo

(Full name of the Client / Client’s Authorized Person | pamunus, ums, omuecmseo Knuenma / Ynonnomouennozo auya Knuenma)

for the period from / ua mepuon ¢

to/ mo

to renew the Electronic Signature Verification Key Certificate: / Bo306HoBUTS AeiicTBue Ceprudukara KJIH04Ya NPOBEPKH

D 3JIEKTPOHHOM MOANMCHU:

(Full name of the Client / Client’s Authorized Person | pamunus, ums, omuecmso Knuenma / Ynonnomouennozo auya Knuenma)

for the period from / ua mepuon ¢

to/ mo

(Full name of the Client / Client’s Authorized Person | pamunus, ums, omuecmso Knuenma / Ynonnomouennozo auya Knuenma)

for the period from / ua mepuon ¢

to/ mo

(Position of the Client’s Manager /Attorney / JJonscnocms pykosodumens / nosepeniozo Kuuenma)*

(Full name / ®amunus, ums, omuecmeo nonnocmoio)

(Signature / Ioonucw)
Seal / M.IT

To be filled in by the Bank / 3anosnnsiercst Bankom

Application registered at the Bank on: /

(Date / Jama)

3asBJIEeHHE 3apETUCTPUPOBAHO B baHke:

1

(Date / Jama)

* Not specified for the Clients — natural persons. / He ykasbiBaercst mist KIneHTOB — QU3HYECKHX JIUILL



Bank employee:

Paborauk banka: (Signature / IToonucw) (Surname, initials of name and patronymic / @amuaus, unuyuane 4.0)




APPENDIX 11.7.

To: Promsvyazbank PJSC, Cyprus Branch

Application for Termination of the Remote Banking
Agreement for the “PSB On-Line” System

Name of the Client
HanmenoBanue Knmenra

IIPH/IO’KEHHE 11.7.

B ®unuan «Ilpomcpsasbdoank-Kunp»
MMAO «IIpomcBs3B0aHK»

3asiBiienue o pacrop:keHuu JloroBopa quCTAHIIMOHHOTO
O0aHKoBcKoro oocay:xusanus no Cucreme «PSB On-Line»

Registration number”
Peructpanuonssiii Homep

Date of Birth™
Jata poxxaeHus

I / We hereby declare about the termination as from
20
of the Agreement of Electronic Document Interchange via the “PSB
On-Line” System executed by the accession to the Rules of
Electronic Document Interchange via the “PSB On-Line” System at
Promsvyazbank PJSC (in edition adopted for the use in
Promsvyazbank PJSC, Cyprus Branch)

Hacrosmmm ~ 3asBistio(-em) 0  pacTOp)KeHHH c
« » 20 r.
JloroBopa 00 oOMeHEe »SIIEKTPOHHBIMH [OKYMEHTaMHU IO
Cucteme «PSB On-Liney, 3aKJIFOYEHHOI'O yTeM

MPUCOETUHEHUS K ycnoBusiM IIpaBun oOMeHa 3JeKTPOHHBIMU
mokymentamu 1o Cucreme «PSB  On-Line» B ITIAO
«[IpomcBs3pOank» (B pedakuuy, aJanTHPOBAHHOW s
Ounnana «IIpomcpsspOank-Kumpy)

(Position of the Client’s Manager /Attorney / Jlonoxcnocmo pykoeooumens / nosepennozo Kiuenma)

ok

(Full name / @amunus, ums, omuecmeo nornocmoio)

(Signature / IToonucw)
Seal / M.IT

To be filled in by the Bank / 3anonusierca Bankom

Application registered at the Bank on: /

(Date / Jama)

3asBieHue 3aperucTpupoBaHo B banke:
Bank employee:

(Date / Jama)

PaGornuk banka: (Signature / IToonucy)

(Surname, initials of name and patronymic / @amunus, unuyuaner 1.0)

1

* For the Clients — legal entities. / JTnst KineHTOB - IOPHIMYECKHUX JIHIL.
** For the Clients — natural persons. / Jlns Knuentos — dusmaeckux i/

sk

Not specified for the Clients — natural persons. / He ykassiaercst st KineHToB — QU3HYECKUX JTHII.



APPENDIX 11.8.
To: Promsvyazbank PJSC, Cyprus Branch

Application for Issue of New VKC ES due to the Key of
electronic signature Damage / Loss / Compromise

Hereby

ITPH/IO’KEHHE 11.8.

B ®unnan «IlpomcBsassdank-Kunp»
MAO «IIpomcBs3b0aHK»

3asiBienne o Boigaye HoBoro CKII JI1 B cBsi3M ¢ mopueii /
yrepeii / komnpomeranueii Kiioua 3j1eKTpoHHO# mognucH

(the “Client”)

Hacrosium

requests on the basis of the Agreement of Electronic
Document Interchange via the “PSB On-Line” System executed
by the accession to the Rules of Electronic Document
Interchange via the “PSB On-Line” System at Promsvyazbank
PJSC (in edition adopted for the use in Promsvyazbank PJSC,
Cyprus Branch) to issue new Electronic Signature Verification
Key Certificates in order to replace Electronic Signature
Verification Key Certificates, which ES Keys has been damaged
/ lost together with the hardware access device (USB Key) /
compromised (choose the correct one) to the following VKC ES
Holders with the retaining access levels:

(Name of the Client /Haumenosanue Knuenma)

(manee — KnueHr)

MPOCUT Ha ocHOBaHHMM JloroBopa 00 0OMeHe DNeKTPOHHBIMH
nokymenTtamu o Cucreme «PSB On-Liney, 3akmoueHHOro myTeM
TPUCOCAMHEHN K ycnoBusiM [IpaBunm oOMeHa DIEKTPOHHBIMU
nokymenrtamu 1o Cucreme «PSB  On-Line» B IIAO
«[IpoMcBs3p0aHK» (B pemakuuy, aJanTHPOBAHHOM  JUIA
npumeHeHnss B Dwmame  «[Ipomceszpoank-Kump»y  [TAO
«[IpoMcBs3b0aHK») BbIOaTh HOBBIe CepTHOUKATH K09
MPOBEPKH JIEKTPOHHOW moxamucu B3ameH CepTuduxaton
KJII04Ya MPOBEPKU DIIEKTPOHHOM IMOJIHCH, 10 KOTOPHIM OBUIH
UCIIOpYEHBI / YTEpsiHbl BMECTE C alllapaTHBIM YCTPOMCTBOM
nocryma (USB-kitouoM) / CKOMIPOMETHPOBAHBI (8blOpams
nyoicnoe) Kimoun DI HmkenepeuncnennsiM Bragensiam CKIT
OIl ¢ coxpaHeHHeM ypOBHS JOCTYyIA:

Full name of the Client / Client’s
Authorized Person /
damMuiusi, UMs1, OTYECTBO
Knaunenra / YIoJIHOMO4Y€HHOT 0O
Juua Kiiuenra

Access level /
YpoBeHnb gocryna

Details of the identity
document of the Client /
Client’s Authorized Person /
PexkBU3UTHI JOKYMEHTA,
YAOCTOBEPSIIOLIEr0 JIMYHOCTh
Knuenra / YoJ1HOMOYEHHOI 0O
guna Kinnenra

Allow / Restrict access to: /
Paspemiuts / OrpaHM4MTh AOCTYN K:

Types of
operations /
Tunmam
onepauui

Accounts / Cueram

Please, also issue a hardware access device (USB Key) in
amount of USB Keys instead of lost USB Keys (this
sentence to be included in Application text if a USB key is Iost).

The Client has been acquainted with the Bank's tariffs, including
a fee for reissue of a USB Key due to USB Key loss.

The Client is aware of the provisions of the Rules
establishing the Client’s responsibility for disclosure of
information about the Electronic Signature Keys that are in its
possession to any third party, unauthorized use of Electronic
Signature Keys by third parties, failure to comply with the
mandatory recommendations of the Bank in order of use USB
Keys (Appendix 11.12 hereof).

Along with the Application there has been presented (shall
be specified if such documents were not previously presented to
the Bank):

1) identity documents of the Client / Client’s Authorised
Persons (original or notarized copies) on pages.

2) documents, evidencing the right of the Client / Client’s
Authorized Persons to use analogue of the handwritten signature
(electronic signature) on behalf of the Client (originals or
copies, certified according to the procedure established by the
Bank, and presented together with the originals for the purpose
of collation) on page(s).

Taxxe mpoIly BbAATh ammapaTHOE YCTPOMCTBO JocCTyma
(USB-kitou) B KOJIMUECTBE HITYK B3aMEH yTpaueHHBIX
USB-kmroueii (exmouaemces 6 mexem sasenenus, ¢ ciyuasx ympamol USB-
Kmoua).

C Tapudamu banka, BKIIOYas KOMHCCHIO 32 TOBTOPHYIO
Boimauy USB-kiroua B cBsi3u ¢ yrparoit USB-kiroua, KimeHT
03HaKOMJIEH.

Kimenr  o3HakomieH ¢ mojoxeHwsMH  [IpaBmi,
YCTaHaBIMBAIOIIMMH OTBETCTBEHHOCTh KiMeHTa 3a pacKpbITHE
TpetbM Jnam uHpopmammu o Kiroyax  3seKTpOHHOM
TOJIITUCH, HaXOJISIUXCS B ero pacropsbKeHnH,
HECAHKIIMOHMPOBAHHOM HCTOJIb30BaHUH Kirouei 31eKTpoHHOM
MOJNNCH TPETBUMH JIMIIAMM, HECOOJIIOJCHUH 00sA3aTeIbHBIX
pexomenaauii banka no nopsiaky skcruryaraunu USB-kiroueit
(ITpunoacenue 11.12 x nacrosimmm [paBunam).

BwMmecTe ¢ 3asBieHnEM IpeACTaBIICHBI (yKaSBIBaIOTCH, €ClIn
paHeC JaHHbIC JOKYMCHTLI B bank He Hpe,Z[CTaBJ'ISIJ'II/ICL)Z

1) IOKyMEHTHI, yIOCTOBepsfoIIMe JIMYHOCTh Kimenra /
VYnomHomoueHHbIX s Knmenra  (opuruHambel WK
HOTapHaIbHO 3aBEPEHHBIC KOIINH) Ha JUCcTax

2) JOKyMeHTH, MOATBepxkparomme mpaBo Komenrta /
VYnonHomoueHHslx suy  KimeHTa uKcnosb3oBaTh  aHanor
COOCTBEHHOPYYHOH TOAMUCH (PTMEKTPOHHYIO IOJIMNUCH) OT
nmern  Knmenrta  (OpWrMHAIBI WM 3aBEpPEHHBIE B
YCTaHOBJICHHOM baHKOM mopsiike KOMHMH C TPeroCcTaBICHHEM
OPUTHHAJIOB JUI CBEPKH) Ha nucre(-ax).

(Position of the Client’s Manager /Attorney / Jonocnocms pykogodumens / nogepennozo Kiuenma) ¥

(Full name / @amunus, ums, omuecmeo noaHocmoio)

(Signature / IHoonucw)

1

* - g -
Not specified for the Clients — natural persons. / He yka3ssiBaetcst mist KitueHTOB — QU3HMYECKUX JIHIL.




Seal / M .IT

(Date / Jama)

To be filled in by the Bank / 3anonusiercsa Bankom

Application registered at the Bank on: /
3asBreHHE 3aperucTpupoBaHo B banke: (Date / Jama)
Bank employee:

PaGornuk banka: (Signature / IToonucw) (Surname, initials of name and patronymic / @amuaus, unuyuans: M.0)




APPENDIX 11.9.

During execution of transactions, the following electronic
stamp shall be affixed to all documents printed out by the Client
by the use of the “PSB On-Line” System in accordance with
Clause 3.4.1.4 of the Rules:

1) During execution of the debit operation in the account and
transfer electronic documents to the effect of conclusion a deal:

Public Joint-Stock Company
Promsvyazbank, Cyprus Branch
BIC 044525555

Document sent

E-PAYMENTS
via the “PSB On-line” System
at by

Local Time of Republic of Cyprus
ES is correct

Document executed
E-PAYMENTS

via the “PSB On-line” System

2) During execution of the credit operation in the account:
Promsvyazbank PJSC, Cyprus
Branch
BIC 044525555
Document executed

3) For transfer an electronic document to the effect of
conclusion a deal by the Bank, execution the banking operations
and rendering services in accordance to the contracts/agreements
for electronic document interchange via the System entered into
between the Bank and the Client:

Promsvyazbank PJSC, Cyprus
Branch
BIC 044525555

Document accepted
ELECTRONICALLY
via the “PSB On-line” System

ES is correct

ITPH/IO’KEHHE 11.9.

Ipu WCTIOJTHEHUH orepanuy, Ha JIOKYMEHTaX,
pacneyatandbix KimenTom ¢ ucnonbs3oBanrem Cructemsl «PSB
On-Line» B cootBeTcTBHH C T1. 3.4.1.4 [IpaBui, mpocTaBiseTcs
AIIEKTPOHHBIH IITAMIT CIEAYIOIIEro odpasua:

1) Ilpu coBeplieHHHM pPacxOJHOHW OMNEpaluu IO CYEeTy H
HAaIpaBJIeHUH JIEKTPOHHOTO JOKYMEHTa C LIEJIBIO 3aKII0UYEHHS
C/ICJIOK:

Public Joint-Stock Company
Promsvyazbank, Cyprus Branch
BUK 044525555
JlokyMeHT oTnpaBJieH
OJIEKTPOHHBIE TUTATEXU
o cucreme “PSB On-line”

o
MecTHOMY BpemeHu Pecr. Kurp
OIl xoppexTHa
JIoKyMeHT uCHoJIHEeH
OJIEKTPOHHBIE TUTATEXU
o cucteme “PSB On-line”

2) Ipu coBepIlicHUN TPUXOTHOM ONEePAIMH IO CYETY:

Promsvyazbank PJSC, Cyprus
Branch
BUK 044525555

JIOKyMEHT UCIOJIHEeH

3) Ilpn HampaBneHHWH OBICKTPOHHOTO HOKYMEHTa C IIEJbIO
3aKTIOYEHUS] CHENOK €O CTOpOHBl baHKa, coBeplLICHUs
0aHKOBCKHMX  ONepauuii W  TNperoCTaBICHUS  YCIyr B
COOTBETCTBHH C JIOTOBOPaMH/COTJIAIICHUSIMH, 3aKIFOYCHHBIMH
Mexny bankom u KnmentoMm, Ha 00MeH OIEKTPOHHBIMU
JIOKyMEHTaMH C HCIoyIb30BaHneM CHCTEMBI:

IMAO "TTPOMCBA3bBAHK"
r.MOCKBA
BUK 044525555

JIOKyMEHT IPUHAT
OJIEKTPOHHO
o cucreme “PSB On-line”

OII xoppexTHa




APPENDIX 11.10.
To: Promsvyazbank PJSC, Cyprus Branch

Application for Issue of Hardware Cryptographic Device
(USB Key(s))

Hereby

ITPHJ/IO’KEHHE 11.10.

B ®unnan «Ilpomcesassdank-Kunp»
MAO «IIpomcBs3b0aHK»

3asiBjIeHHe O BbIla4e YCTPOICTB anmnapaTHoii
kpunrorpaduu (USB-kioua (kiaoueir))

(the “Client”)

Hacrosmum

requests on the basis of the Agreement of Electronic
Document Interchange via the “PSB On-Line” System executed
by the accession to the Rules of Electronic Document
Interchange via the “PSB On-Line” System at Promsvyazbank
PJSC (in edition adopted for the use in Promsvyazbank PJSC,
Cyprus Branch) to issue hardware cryptographic devices (USB
Key(s)) for work in the PSB On-Line System to the Client /
Client’s Authorized Persons.

As of the date of filing this Application the Client’s
Authorized Persons are:

(Name of the Client /Haumenosanue Knuenma)

(manee — Kiuenr)

MPOCUT Ha ocHoBaHWH JloroBopa 00 oOMeHe DJeKTPOHHBIMH
nokymeHtamu 1o Cucteme «PSB On-Liney, 3aKTFO4eHHOTO yTeM
MPUCOCIMHEHNU K ycnoBusiM [lpaBunm oOMeHa ONEKTPOHHBIMU
nokymeHtaMu 1o Cucreme «PSB  On-Line» B ITIAO
«[IpomcBs3E0aHK» (B peIaKIvy, afanTAPOBAHHON [T IPUMEHECHHS
B Omwmane «[IpomcBa3pOank-Kumpy» [TAO «IIpoMcBA360aHK»)
BBIIATh yCTpoiicTBa ammapaTHol KpumTorpadun (USB-ximou
(xmroun)) mnst pabotsl B Cucreme «PSB On-Line» Kmmenry /
YnonnomoueHHbIM JiniaM Kimenra.

Ha JaTy nogayu HACTOSAIIETO
YnonHOMOYeHHBIMU JTUIlaMu KiTHeHTa SBISIOTCS:

3asgBaeHns

Full name of the Client / Client’s Authorized Person /
damuius, umsi, oTuecTBo Kinuenra / Ynoanomouennoro jguna Kinuenra

USB-Keys amount /
Komnuecrso USB-kiroueii

We hereby request to hand in the USB Key(s) issued for the
Client / Client’s Authorized Persons specified herein to the
following person on the basis of the Certificate of Acceptance
by the Client and Client’s Authorized Persons representative:

USB-xmou(kimrour) Uil YKa3aHHOTO(-bIX) B HACTOSIIEM
SasBreanu Knmenra / YrnomHomodeHHBIX i KimerTa mpormry /
MPOCHM BBIIATh HA PYKH HAa OCHOBAaHWH AKTa MpHeMa-Tiepenadn
MIPEJCTaBUTEIIO JAHHBIX Y TOJTHOMOYEHHBIX Ul 1 KnuenTa:

(Full name and details of identity documents of the person authorised for such receipt /
d)a/wuﬂuﬂ, UM, om4ecmeo u peKeu3umnbol 00KymeHma, ydocmosepﬂiowezo JAUYHOCMb, YNOJIHOMOYEHHO20 HA NoJlyYeHue ﬂuua)

(Position of the Client’s Manager /Attorney / Jonacnocme pyxosodumens / nosepernozo Kuenma)

(Full name / ®amunus, ums, omuecmseo nornocmoio)

(Signature / IHoonucw)
Seal / M.IT

To be filled in by the Bank / 3anoansiercss bankom
Application registered at the Bank on: /

(Date / Jama)

3asBieHue 3aperucTpupoBaHo B banke:
Bank employee:

(Date / Jama)

PaGornuk banka: (Signature / IToonucy)

(Surname, initials of name and patronymic / @amunus, unuyuaner 1.0)

1

* - g -
Not specified for the Clients — natural persons. / He yka3ssiBaetcst mist KitueHTOB — QU3HMYECKUX JIHIL.



APPENDIX 11.11.

Acceptance Certificate®

City

(Date)
Promsvyazbank PJSC, represented by,

IIPHJIO’KEHHE 11.11.

*
AKT npuemMa-nepegaan

(Hdama)

Hacrosmmm [TAO «IIpomcBsa3p0aHK», B HIe

of Promsvyazbank PJSC, Cyprus Branch, acting on the grounds
of

Ommmana «[Ipomces3pdank-Kump» ITAO «IIpomcBsa3pOaHK»,
JIEUCTBYIOIIETO HA OCHOBaHUU

and

nu

(Name of the Client)
governed by the Agreement of Electronic Document Interchange
via the “PSB On-Line” System at Promsvyazbank PJSC, Cyprus
Branch represented by their respective authorized persons
hereby confirm that the following cryptographic data security
device (USB Key) has been handed in by the Bank to the Client
(Client’s Authorized Persons):

Device(-s) instance numbers
Homepa 3x3emmisipa(-oB)

(Haumenosanue Knuenma)
pykoBonCTBysick JloroBopoM 00 oOMeHe 3JICKTPOHHBIMH
mokymentamu 1o Cucreme «PSB  On-Line» B ITAO
«[IpomMcBsI3p0aHK», B JIMIE CBOUX YHOJIHOMOYEHHBIX JIUI]
noATBepxnator  dakt  mepemaun  bankom  Kimenrty
(YnonnomouenusiM  yinnaMm  KimeHta) — HIDKeyKa3aHHOTO
anmnapaTHoro ycrpoiicrsa kpunrorpadpuu (USB-kiroua):

Sequential number(-s)
MopsakoBblii HoMep(-a)

Device(-s) serial number
Cepuiinbiii Homep YcrpoiictBa(-B)

Smart card(-s) ID
ID cmapT-KapThi(-T)

Name of product (-s) (Name of CDSD)
Ha3panue mnpoaykra(-oB) (HaumeHoBaHHe
CK3H)

Date/time of loading of the cryptographic data
security device (-s) into the banking system
Hdara/Bpems 3arpy3Ku ycrpoiicrBa(-B)
annapatHod Kpunrorpagpuu B 0aHKOBCKYIO
cCHCTEMY

Client number
Homep kiinenTa

Name of the Client
HaunmenoBanue Knnenra

Full name of the recipient of cryptographic
data security device (-s)

®UO auia, NOJyYMBHIEro YCTPOicTBO(-2)
annapaTrHoi kpunrorpadguu

Document identifying the recipient (series and
number)

JokymMeHT,  yI0CTOBepPSIOLIUIA
NOJIy4UBIIEro (cepusi U HOMep)

JIMIHOCTD

Document evidencing the recipient’s authority
(power of attorney)

JlOKyMeHT, ya0CTOBepsIIOLHii
NMOJYy4YHMBIIEr0 (10BEePEeHHOCTH)

MMOJTHOMOYMSA

Ot Knuenra: / On behalf of the Client:

On behalf of the Bank: / Ot Banka:

(Signature / Ioonucs)

(Signature / IToonucw)

(Haumenosanue donicnocmu)

(Surname, initials of name and patronymic / @amunus, unuyuane:r 1.0)

1

(Surname, initials of name and patronymic / @amunus, unuyuaner H.0)
Seal / M.IT

* To be completed in two copies, one for the Bank and one for the Client. /3anonnsemcs 6 deyx sxzemnaapax, no oonomy ona banxa u Knuenma.



APPENDIX 11.12.

CLIENT'S USB KEY USE MANUAL

To enable USB Key operation, the user must fulfill
actions listed below. Download a device driver from the
manufacturer's Web-site and install it under your Operating
System. A reference link to the manufacturer's Web-site is given
on the System page, Section "Technical Support".

If you have OS Windows installed on your PC, add
parameters to  Windows Registry by running file
http://online.payment.ru/drivers/pki.zip  downloaded  from
section "Technical Support".

If USB Key is plugged into your computer for the first
time, the system suggests changing a password. You ARE
REQUIRED TO change a password, because working with a
Default Password is not allowed!!!

A Default Password for USB Key is: 1234567890
Password requirements:

A Password must be at least 8 characters long;

A You are advised to use Latin letters, both upper case and
lower case (a-z, A-Z), and figures;

A A new password value shall differ from the old password by
at least 3 characters;

A A new password value must not coincide with 4 latest
password values;

A The password should not be based on information which can
be easily guessed or found (hames, phone numbers, dates of
birth, user 1Ds, workstation names, etc.);

A The password should not belong to personal information
(your family members' names and birthdates, addresses,
phone numbers, etc.);

A The password value should not be a "dictionary word" (e.g.
"password" is unsecure password);

A The password shall not be a copy of other user's passwords
used for private purpose (e.g., on entertainment and mail
web-sites);

A The password shall not contain a sequence of identical
characters and character groups (e.g. do not use passwords
consisting of same figures or same letters);

A Another example of an unsecure password is when you just
type in adjacent keys on a keyboard row (say "12345678" or
"gwertyuio".

Important! Before entering a new password, select English
keyboard layout!

v English {United States)

The password you created will be used for getting a Certificate
of the electronic signature verification key (hereinafter in this
Manual — the “certificate”) and further logging to work in the
System.

After you change your password, you must pass Certificate
Issue Procedure.

Important! Certificate password should be the same as USB
Key password!

The number of password entry attempts is limited: if you enter
invalid password more than 15 times, the device will be locked!

ITPH/IO’KEHHE 11.12.

IMAMATKA KJIMEHTY

O MOPSJIKE DKCILTYATAIIMM USB-KJIIOUEA
Jns pynxunonuposanus USB-kitoya He00X0ANMO BBITIOJIHUTE
NEepeUYMCICHHbIe HUXKe JeHCTBHA. YCTaHOBUTh C caiiTa
MIPOU3BOAUTENS IpauBep yCTpoiicTBa b Bameit
omnepanMoHHOW cucTembl. CchlIka Ha CalT HPOU3BOIUTENS
pasmemeHa Ha  crpaHune  Cucremsl, B paszgene
«Texnonaepxkar.

Ecmu y Bac ycranoinena OC Windows, B CHCTEMHEIH peecTp
OC Windows HeoO0xomnMmMo 100aBUTH IapaMeTphl, 3aIlyCTHB
CKAauaHHBIN u3 pazzena «Texnoanepxka» thatin
http://online.payment.ru/drivers/pki.zip.

IIpu nepBoHavansHOM  mojkmroueHun  USB-kmoua
KOMIBIOTEPY  CHUCTEMa MPEeNIOXKHUT  HM3MEHUTh  IapoJb.
Heo6xomumo OBA3ATEJIBHO npowmsBectn CMeHy mapois -
pa6oTa ¢ mapojeM «mo yMOJT4aHHIO» He Aonmyckaercs!!!

[Mapois «mmo ymomrgaauto» st USB-kiroua: 1234567890.

TpeboBanust kK GOPMUPOBAHUIO MTAPOIIS:
A MHA Maposs J0JDKHA OBITh HE MEHEE 8 CHMBOJIOB;

A pekOMeHIyeTCsl ~ HCHOJIb30BaTh  JIATHHCKHE  OYKBEL,
HaOpaHHBIC B pa3HBIX peructpax (a-z, A-Z) u uudpsr;

A mpu cMeHe Hapoiii HOBOE 3HAUCHHUE JOJDKHO OTJIMYAThCA OT
IpebIIyIIero He MeHee 4eM Ha 3 CHMBOIA,;

A HOBOE 3HAUYEHHME [ApoNsi HE JOJDKHO COBHNAJaTh C
NpeABIIYIIMME NapoJIsIMU Ha TIPOTSHXKEHUH YETHIPEX CMEH;

A mpaponb He [ODKEH OCHOBBIBATBCS Ha HMH(OPMAIHH,
KOTOPYIO JPyTHe MOTYT JIETKO yraJjaTh WM y3HaTh (MMEHa,
HOMepa Tene(OHOB, IaThl POXKACHHS, HACHTU(DHKATOPHI
MOJIb30BaTeNNel, HAMMEHOBaHMS Pa0OYNX CTAHIMH U T.I1.);

A maponp He IOJDKEH SBIATHCS NEPCOHATBHON MH(pOpMaIuei

(iMeHa ® JaThl POXICHHWS WICHOB CEMbH, anpeca,
TenedoHsI U T.I1.),
A maposp He JIOJDKEH SIBISITBCS  CJIOBApPHBIM  CIIOBOM

(Hampumep, «password» - 3TO HEHaICKHBIN MAPOIB);

A maposp He JOJDKEH SBILSITBCS KOINUEW IpYrux maposieit
MOJIB30BATENs, MCIOJIB3YEMBIX B JIMYHBIX LeIIx (Ha
pa3BIIEeKaTENbHBIX U MOYTOBBIX caiiTax B MIHTepHETe);

A mpaponb He JODKEH COJEpXaTh II0CIEI0BATEIbHOCTh
OJIMHAKOBBIX CHMBOJIOB M TPYIII CHMBOJIOB (Hampumep, He
JIOJDKHBI TIPUMEHSTHCS IApOJIH, COCTOSIIINE U3 OJMHAKOBBIX
Udp WK U3 OAUHAKOBEIX OYKB);

A napojip HE€ HOJDKEH COCTOATHL M3 MOCJICAOBATCIBHOCTH

CHMBOJIOB, JUISi KOTOPBIX COOTBETCTBYIOIIME KJIABHINN HA
KJIaBHAType CIEAYIOT OJJHA 3a JPYrOi B OJTHOM PSIIy.

Baxuo! Ilpu BBoge HOBOro mHapoisi HEOOXOIMMO BBIOpAThH
AHTIMHICKYIO pacKIajKy KIaBHaTyphl!

v @ AHAHACKHA (CLLA)

CdopmupoBansbiii Bamu maposs OyaeT MCIONB30BaThCS TMPH
MONYYCHUH CEepTU(PHUKATa KIOYa TPOBEPKU DIICKTPOHHOM
MOJNMCH _ (manee 1o TekcTy Hacrosmed IlamsaTkm  —
«ceptuduKaTy) U JaTbHEHIIeH padoTe ¢ HUM.

IMocne cMmeHBI mapoist HEOOXOMUMO MPOUTH MPOUEAYPY
MONy4YeHus cepTuduKara.

Ba:kno! Ilapons Ha cepTHdUKAT IOJDKEH COOTBETCTBOBATH
napoito Ha USB-kmrou!

KoynmdecTBO MOIBITOK BBEICHHS MApOJii OTPAaHHYCHO: IPH
BBOJIE HEBEpHOTro mapojs Ooyee 15 pa3 ycTpolcTBO Oyner



Every 365 (Three hundred and sixty five) days your operating
system will require to change your password.

You may use your hardware device for getting and storage of a
new certificate.

Useful Tips:

What is eToken?

eToken is a personal authentication and data storage device
supporting (on hardware level) operations with certificates and
enhanced unqualified electronic signatures ("ES"). eToken is
made in form of a USB Key.

Main Function:

Strong 2-factor authentication of users during access to protected
resources (computers, networks and applications);

Secure storage of ES Keys and ES Verification Keys;

Hardware execution of cryptographic operations in secure
environment (generation of encryption keys, creation of digital
signatures).

USB Key is used in PSB On-Line System for protection purposes.
ES Key of the Client's digital signature will be stored in read-only
memory section of USB Key and the device will use the key only
inside itself. To get hold of this advantage, always disconnect the
device from your personal computer after System shutdown.

USB Key Ensures:

e  strict authentication of users by cryptographic methods;

e  secure storage of encryption keys and electronic signatures,
and ES Keys for access to secured corporate networks and
information resources;

e  secure use — USB Key can be used only by its owner who
knows PIN code of USB Key; hence secure work with
confidential data is enabled in insecure environment (e.g. in a
internet access points or on someone else's computer), encryption
keys and electronic signatures are generated with eToken
hardware device and cannot be intercepted;

e work convenience — USB Key is made in form of a pendant,
directly plugs into USB ports, and does not require any special
reading devices.

3a0JIOKUPOBaHO!

Kaxnpie 365 (Tpucra mectbaecsT msaTh) JHEH oneparMoHHas
cucreMa OyzeT TpeOOBaTh HMPOM3BECTH O0053aTEIBHYIO CMEHY
HnapoJs.

JlommyckaeTcsi MCIIOJIB30BAaHUE YCTPOWCTBA ISl HOJXYYCHUS H
XpaHCHHUS HOBOTO CEPTU(HUKATA.

CrpaBouHast HHPOpMAITU:

Yro rakoe eToken?

eToken - mepcoHanbHOE CPEACTBO ayTCHTH(HHKAIIMK U XPAHCHHSI
JIaHHBIX, anmnapaTHoO noanepkuBatoniee  paboty c
cepruukaTaMM M YCWICHHOH  HEKBaIM(UIMPOBAHHOW
aneKTpoHHO# nonnuchio (nanee OI1). eToken BbImoNHEH B BUjie
USB-kiroya.

OcHOBHOE Ha3HaYCHMUE:

Crporast aByx¢akTopHas ayTeHTH(PHKAI MOIb30BaTeNeil mpu
JOCTyIIe K 3allMIIeHHBIM pecypcaM (KOMIIBIOTEpaM, CeTsM,
TIPUIIOKEHHSIM )

Bezomacuoe xpanenne Kimouett D11 Kirroueit nmposepku Ol1;
ATmapaTHOE BBIIIOJHEHUE KPHITOIPaUIECKUX OIepanuid B
JOBEpEHHOM  cpeme  (TeHepaumus — KIOYeH  IMHU(POBaHUS,
¢dopmuposanue II1).

USB-kirou wucmonb3yercss B cucreme «PSB  On-Line» mis
yeunenust 3aumtel. Kmou DIl kimmeHTa OymeT pasMmelleH B
HemsBiickaeMor obOmactu mamsatd USB-kiroua u yCcTpOWCTBO
Oyzmer WCIOJNB30BaTh KIIOY TOJBKO BHYTpU ce0a. UToOb
UCIONb30BaTh  3TO  NPEHMYLIECTBO, BCErga  OTKIIOYaiiTe
YCTPOMCTBO OT KOMIIBIOTEpa IO 3aBEPLICHHIO pPabOTHI C
CHUCTEMOI.

USB-xuitrou obectieunBact:

o CTPOTYIO ayTeHTU(DHKAIMIO MONB30BATENCH 3a CHer
HCTIONB30BaHMs KPUIITOTPAaQUIECKUX METOJIOB;

° Oe3omacHoe XpaHeHHe kKimouei mudpoBanus u Oll, a
takoke Kmouet OIl s jmocTtyma K - 3aIlMIIECHHBIM
KOPIIOPaTHBHBIM CETSAM M HH()OPMALIOHHBIM pecypcam;

° Oe3omacHoe HCIOJIb30BaHKE - Bocrosb3oBateest USB-
KJIIOUOM MOKET TOJBKO €To Biazaenell, 3Haromui PIN-kox kiroua
COOTBETCTBEHHO  BO3MOXKHOCTh  0€30macHOM  paboTel €
KOH(UIACHIMAILHBIMH ~ JTAHHBIMA B HEIOBEPEHHOH  cpene
(Hanpumep, B MHTEpHET - Kae WM Ha YY)KOM KOMIIbIOTEpE)
kroun mudposanus U Ol reHepupyrotcs kimrodom eToken
anmaparHo U He MOTYT OBITb ITepexXBavdeHbl;

J yIoOCTBO PabOTHI - KIFOY BBIIOJNHEH B BHIE Openka U
HampsiMyto mogkimodaercs kK - USB-mopram, He TpebOyer
CTICIIMAIIBHBIX YCTPOUCTB /ISl CYUTHIBAHUS.



APPENDIX 11.13.

Application regarding inability to use USB Key

Hereby

ITPH/IO’KEHUE 11.13.

3asBaeHne
0 HEBO3MOKHOCTH Hcnoab30Bannsa USB-kiaroua

(the “Client”)

Hacrosmum

requests on the basis of the Agreement of Electronic
Document Interchange via the “PSB On-Line” System executed
by the accession to the Rules of Electronic Document
Interchange via the “PSB  On-Line” System at
Promsvyazbank PJSC (in edition adopted for the use in
Promsvyazbank PJSC, Cyprus Branch), on the basis of the
Application to check whether it is possible to unlock and
consequently use hardware encryption devices (USB Key),
serial No:

(Name of the Client /Haumenosanue Kiuenma)

(manee — Kiuenr)

MpOcUT Ha ocHoBaHMM JloroBopa 06 oOMeHe DJeKTPOHHBIMU
nokymentamu 1o Cucteme «PSB On-Liney», 3aKkiI04€HHOTO ITyTeM
npucoenvHeHust K ycioBusiM [IpaBun oOMeHa OJEKTpOHHBIMU
JIOKYMEHTaMHU 1o Cucreme «PSB On-Line» B
ITAO «IIpomcBsizbOaHK» (B  penaKuuM, aJanTHPOBaHHOM U
npuvenerns B Omwmane  «[IpomcBm3pOaHk-Krmp»  [TAO
«[IpomMcBs3E0aHK»), Ha OCHOBAHMM 3asBICHHS OCYIICCTBUTH
MPOBEPKY BO3MOKHOCTH pa30JIOKHPOBKH U  JAJbHEHINETO
WCTIONB30BaHUs YCTPOWCTBA anmapaTHON Kpunrorpaduu (naree
USB-kimtod), cepmifHbIi HOMEp:

(USB Key serial number / Ceputinwiii nomep USB-knioua)

During functional check of the above mentioned USB Key,
indicating the results in Appendix 1 to this Application, please
suspend Electronic Signature Verification Key Certificate:

Ha nepuoa npoBepku paboTocriooOHOCTH BBIIEYTOMSHYTOTO
USB-kimtoua, ¢ oTroOpakeHreM pe3ysibTatoB B [Ipunoxenun 1 k
JTAaHHOMY 3asiBIICHHIO, IPHOCTAHOBUTS JeiicTBre CepTrdukaTa
KJIFO4a IPOBEPKHU JIEKTPOHHOM MOIHCH:

(Full name of the Client / Client’s Authorized Person | @amunus, ums, omuecmeo Knuenma / Ynornomouennozo auya Kiuenma)

If operation of USB Key can be recovered, please kindly
unlock and return it, and revalidate a relevant Electronic
Signature Verification Key Certificate.

B cmygae ecim pabotocmocobHOcT USB-Kimroua MokeT
OBITH BOCCTAHOBJIEHA, IIPOLTY OCYIIECTBUTH €r0 pa30IOKHUPOBKY
U BO3BpAaT, M BOCCTAHOBUTH [CHCTBHE COOTBETCTBYIOIIETO
CeprudukaTa Kiaro4da MpOBEPKH HICKTPOHHOH MTOIIHCH.

B ciryuae ecnmu paborocnocoorHocTs USB-KITF0OUa HE MOKET

If operation of USB Key cannot be recovered, please cancel OBITH BOCCTAHOBJICHA, mpo1ry AHHYIUPOBATH
a relevant Electronic Signature Verification Key Certificate; COOTBETCTBYIOIININ Ceprudukar KITF0Ya MPOBEPKHU
issue new USB Key instead of inoperative one. JNEKTPOHHOM  moxamucu, BbyiaTh  USB-kmou  B3ameH
HepaboToCOCOOHOTO.
| have read and agree with the Bank's tariffs. C Tapudamu banka 03HaKOMIIEH U COTTIaCeH.
(Position of the Client’s Manager /Attorney / JJonoxcnocme pykosooumens | nosepennozo Kiuenma)* Seal | M.IT
(Full name / @amunus, ums nonnocmsio)
(Signature / IToonucw) (Date / Jama)

To be filled in by the Bank / 3anonusiercsa Bankom
Application registered in the Bank at: /

3asBiIeHNE 3aperucTpupoBaHo B banke B!

During functional check of USB Key, Electronic Signature
Verification Key Certificate is suspended:

(Date / Jama)

Ha Bpems mposenmeHus mnpoBepku padotocnocodHocTH USB-
KII0Ya TPHOCTaHOBICHO neiictBue CeprHukaTa Kiroya
MPOBEPKH DJIEKTPOHHOM NOAMHUCH:

(Full name of the Client / Client’s Authorized Person | @amunus, ums Knuenma / Ynoanomouennozo muya Kiuenma)

Bank employee:

PaboTnuk banka: (Signature / IToonucw)

(Surname, name / @amunus, ums)



Appendix1 Mpuioxenue 1
to the Application regarding inability to use USB Key K 3asIBJIEHHIO 0 HEBO3MOKHOCTH Mcoab3oBanust USB-kioua

Mechanical damages of USB Key Mexanuveckue noppexaenus USB-kioua

D Detected / O6HapyxeHbI
(select /eviopams)

D Not detected / He oGHapy:xeHbI

USB Key is transferred to the Bank on behalf of the Client USB-kimtou nepenan B bank ot nuia Kinenrta
(Surname, name / @amunus, ums norHocmuio) (Signature / IToonucw)
USB Key is received by the Bank from the Client USB-kimtou nontyueH bankom ot Kinenra
(Surname, Name of the Bank employee / @amunus, ums compyonuxa banka) (Signature / IToonucw)
o HH min  (register the time of the receipt of the USB key from the Client /
at: / B:
yac. —— mun.  Quxcupyemcs epems nonyuenus USB-xkuoua om Kauenma)
Pursuant to results of the functional check: ITo uToram NpoBepKu paéoTOCHOCOGHOCTH:
D USB Key / USB-knroy, is unlocked /pa3z6nokupoBas.
(serial number / cepuiinbiii nomep)
USB Key is transferred by the Bank to the Client USB-xutrou nepean bankom Kiuenty
(Surname, Name of the Bank employee / @amunus, ums compyonuxa Banka) (Signature / IToonucw)
USB Key is received by the Client USB-xtto4 mosyden KimeHrom
(Surname, name / @amunus, ums norHocmuio) (Signature / IToonucw)
o HH min  (register the time of the transfer of the USB key to the Client /
at: / B:
yac. —— mun.  Dukcupyemcst epems nepedaqu USB-knoua Knuenmy)

Boccranosneno neiictBue Ceprudukara Kioua IPOBEPKU

Electronic Signature Verification Key Certificate revalidated: M i
OJICKTPOHHOU MOATIIUCH.

at: / B: HH min

(Full name of the Client / Client’s Authorized Person / qac. MWH.
Damunus, ums Knuenma / Ynoanomouennozo nuya Knuenma)

found inoperable and left in the Bank /
D USB Key / USB-knroy, MpU3HaH HepabOTOCIOCOOHBIM 1 OocTaBieH B banke.
(serial number / cepuiineiii nomep)

AnHynpoBaHo zeiictere CepTudukaTa Kirtoya IpOBEPKH

Electronic Signature Verification Key Certificate cancelled: .
DJICKTPOHHOU MOAIIUCH:

at: / B: HH min

(Full name of the Client / Client’s Authorized Person / yac. MUH.
Damunusn, ums Knuenma / Ynonnomouennozo auya Knuenma)

Bank employee:
Pabotauk banka: (Signature / IToonucw) (Surname, name / @amunus, ums)




APPENDIX 11.14.

Report on/Aknowledgement of destruction of USB keys

Hereby

ITPH/IO’KEHHUE 11.14.

AKT/pacnucka 00 yHuuto:keHun USB-kmroueii

(the “Client”)

Hacrosmum (Name of the Client /Haumenosanue Knuenma) (manee — Knuenr)

on the basis of the Agreement of Electronic Document
Interchange via the “PSB On-Line” System executed by the
accession to the Rules of Electronic Document Interchange
via the “PSB On-Line” System at Promsvyazbank PJSC (in
edition adopted for the use in Promsvyazbank PJSC, Cyprus
Branch), confirms the destruction of the below listed
hardware encryption devices (USB Keys) received from
Promsvyazbank PJSC, Cyprus Branch:

Ha ocHoBaHHH J[oroBopa 00 0OMeHe DJIeKTPOHHBIMH JIOKYMEHTaMHU
no Cucreme «PSB On-Liney, 3aKII09eHHOTO MyTEM MPUCOSTUHEHHUS K
yenoBusiM [IpaBin oOMeHa DIeKTpOHHBIME JOKyMeHTamMu 1o Crcteme
«PSB  On-Line» B TIIAO «IIpomcBs3p0aHK» (B pElaKuH,
amanTApoBaHHOW i mprMeHeHmss B Dwmane «IIpomcBs3pOaHK-
Kump» ITIAO  «[IpoMcBs3p0aHK») TIOATBEPKIACT  YHHUTOXKCHUC
HIDKETIEPEYHCIICHHBIX YCTPOMCTB ammapaTHoi kpunrorpapuu (USB-
KITI0uH), moixydeHHbIx oT Oummana «lIpomcesspdank-Kumpy [TAO
«ITpomMcBs360aHK»:

Device name /
HaunmeHoBaHMe yCTpOIiCTBa

Serial No. /
Cepuiinblii HOMep

eToken

Seal / M.IT
(Position of the Client’s Manager /Attorney / Jlonsicnocme pykosooumens | nosepennozo Knuenma)™*
(Full name / @amunus, ums noanocmsvio)
ignature / IToonuce ate / lama
(Signature / IToo ) (Date / Jama)

1

" Not specified for the Clients - natural persons / He ykazsiBaercst st KITHeHTOB — ()H3HUECKHX JIAIL.



APPENDIX 11.15.
DATA PROTECTION POLICY

In accordance with applicable law, PIJSC Promsvyazbank PJSC,
Cyprus Branch, Registration Number: AE1593, (the “Bank™)
collects and uses certain information about the customer for the
purpose of providing banking and financial services of any kind,
such as customer transactions, advisory services, customer care,
administration of customer and credit portfolios, credit
assessment and marketing. Information is collected when the
customer relationship is established and then on.

The protection of the personal data at the time of collection, and
during storing and processing is governed by this Data
Protection Policy.

Disclosure of Data
Information about the customer shall only be disclosed to others
with the customer’s consent or if the Bank is entitled or under an
obligation to disclose the information under Cyprus law.

The Bank can disclose information without the customer’s
consent in respect of the following purposes:

e For the provision of the full range of banking and
financial services by the Bank or its affiliate
companies, including payment transfers, financial or
other evaluations, execution of documents and
transactions, administration of accounts and customers,
matters pertaining to insurance, and marketing and
informative mailings related to the services provided by
the Banks or its affiliate companies.

e The Bank is a member of SWIFT and uses SWIFT
services for international money transfers. SWIFT
stores all messages in two operation centers, one
located in Belgium and the other in the USA. Pursuant
to US legislation, SWIFT is under a duty to disclose
information to US authorities about international
transfers if there is reason to believe that the transfer
concerns the financing of terrorism. Accordingly, such
information may be disclosed to US authorities.

o If the customer defaults on his/her obligations towards
the Bank, or misuses his/her checkbook, the customer
may be reported to credit reference agencies and/or
warning registers.

e For statistic and historical purposes, and market
research.

e For any actual or prospective transfer of rights and/or
duties under any agreement with the Bank or of the
Bank’s business.

e If the Bank is legally obligated to disclose the data
and/or where the disclosure is in the legitimate interests
of the Bank.

e For conducting any legal proceedings, obtaining legal
advice, defending any legal claims and in general for
safeguarding the legal interests of the bank.

e For the prevention or detection of fraud and/or crime.

Bank’s Privacy Principles
The Bank’s privacy principles explain how the customer’s
information shall be treated by the Bank. Specifically, the
principles require that personal information:

IIPHJ/IOKEHHUE 11.15.
HOJIMTUKA 3AIINTBI TAHHBIX

B cooTrBercTBMM ¢ JEHCTBYIOIIMM 33aKOHOJATEIbCTBOM,
Oumman «[Ipomcesssbank-Kump» [TAO «I[IpomcBsazpbank» 3a
peructpanmoHHeiIM HOMepoM AE1593 («baHk») cobmpaeT u
UCIIONB3YeT ONpeIeIeHHYI0 NHOOPMAIUIO O KIHEHTE B LEJSX
NPEIOCTABIICHUS TAKUX OAHKOBCKUX U (DMHAHCOBBIX YCIYT, KaK
CHIeNKHM C KIMCHTaMH, KOHCYJBTAllHOHHBIE YCIYTH, 3a00Ta O
KIMCHTAX, aJMUHHCTPUPOBAaHHME KIMEHTCKUX W KPEIUTHBIX
noprdenei, oneHKa M MapKeTHHr KpeauToB. Mubopmarus
coOMpaeTcss ¢ MOMEHTa YCTaHOBJICHUS B3aUMOOTHOILICHHUI C
KJIMEHTaMH U JlaJiee.

3amuTa nepcoHaNbHBIX AaHHBIX BO BpeMs cOOpa, XpaHEHUS M
00paboTKM TmoAmazaeT MoJ HAcTOSIIYI0 I[loMUTHKY 3aIIuThI
JIAHHBIX.

PackpbiTHe JaHHBIX

Hudopmanus 0 KIUCHTE MOXET PACKPBIBATHCS IPYTHM JIHIAM

UCKJIFOUUTEIHHO C COIJIacUsl KIUEHTAa, JIMOO B CIydae CCIu

baHk umMeeT Ha 3TO MPaBO WM CBS3aH 0053aTEILCTBOM IIO

packphITHIO HH(pOpMaIu mo 3akoHaM Kurpa.

Bank MoxeTt packpsiBaTh HH(pOpMAIHIO 0€3 corIacus KIHEeHTa

B CJICAYIOMINX [IEJISX:

o Jns mpeocTaBieHs MOTHOTO aCCOPTHMEHTa OAaHKOBCKUX U
¢uHaHCOBRIX ycmyr bBaHkoM WM ero  JOYEpHUMH
KOMITAHUSIMH, BKIIFOYast IEPEBOJIBI TUIATSKEH, (UHAHCOBYIO U
JIPYTYIO OIICHKY, O(OpMIICHHE JIOKYMEHTOB H CIEIOK,
BEJICHHUE CYETOB M KJIMEHTOB, BOIPOCHI MO CTPaxOBaHHUIO,
MapKETHHTOBBIC M MH(POPMATUBHBIC PACCHUIKH, CBI3aHHBIC C
yCIIyraMu, IpefoCTaBIsieMbIMU baHKOM HIIM €r0 JOUYEePHUMH
KOMITaHHMSIMH.

e bauk sBisieTcs WieHOM MeXIyHapOomHOW MeXOaHKOBCKOM
aneKkTpoHHON cucteMmbl 1miatexxeld (SWIFT) u umcmomssyer
coyx0p1  SWIFT  nmnst  MeXIyHapOAHBIX — JCHEKHBIX
mepeBooB. SWIFT XxpaHuT Bce COOOmCHHS B OBYX
OIEPAalMOHHBIX IEHTpPaX: OJMH pacmojoxeH B bemprum, a

apyroi — B CIHIA. B coOTBETCTBUM € aMEpUKAHCKUM
3aKOHOATEIbCTBOM, SWIFT o0si3aHAa  pacKphIBaTh
uHQOpMALMI0 ~ aMEpUKAHCKUM  OpraHaM  BJAcTH O
MEXIYHapOJHBIX IEPEeBOAAX, €CIH eCTh OCHOBaHHS
nonaraTb, 4To pedb HUAET O TEpPEeBOJE CPEACTB M
¢unaHcupoBaHusi Teppopu3Ma. COOTBETCTBEHHO, —Takas
nHpopManuss MOXET OBITh pacKpelTa aMEpPHKaHCKUM

OpraHaM BIIaCTH.

e B ciiyyae ecnm KJIMEHT HE BBINOJHIET CBOM 00s3aTENILCTBA
nepen bankoMm, 100 HEJOIKHBIM 00pa3oM HCIOJIB3YET
CBOIO YEKOBYIO KHIDKKY, O TAKOM KJIMEHTE MOXKHO COOOIINTH
B KpPEIUTHO-PEUTHHT OBBIE areHTCTBA n/vnm B
HpeAyHpexIaIoIIne PeeCTPHI.

e B cTaTuCTHYeCKHMX W HCTOPHYECKHX LENAX, a TaKkKe i
aHaJIM3a COCTOSTHUS PHIHKA.

o J[ns QaxTHyeckod WM TpeanoiaraeMod mepenadyd IpaB
n/unn 00S3aHHOCTEHl B COOTBETCTBMH C COTJIAIICHUSIMH C
bankom unu no gesirenbHocTH baHka.

e Eciin bank 00s13aH pacKphITh AaHHbIE 110 3aKOHY M/WMJIM €CIN
pacKkpbITHE NaHHBIX B 3aKOHHBIX UHTepecax baHka.

e /s mpoBeneHust cyneOHBIX pa30OMpPaTENbCTB, MOTYYEHHS
IOPUINYECKUX KOHCYIbTAllUi, 3allUThl 3aKOHHBIX IIPaB
TpeOOBaHUH U 3aLIUTHI IPABOBBIX HHTEPECOB OaHKa B LICJIOM.

e J[ns  mpemoTBpameHuss WM oOHapyxeHHs  ¢akra
MOIIIEHHUYECTBA W/WJIH MIPECTYIICHNUS.

Ipunuune! KoHpUIeHIUAILHOCTH Banka
[TpuHIUmBl KOHOUAECHIIMATFHOCTH baHka OOBSICHAIOT, KaKUM
obpazom bamk nomkeH oOpamarbes ¢ uHQOpManueH o
KJIMEHTaX. B 4YacTHOCTM JaHHblE NPUHOUIBI  TPeOYIOT



o shall be processed fairly and lawfully;

e shall be obtained for specific and lawful purposes and
not processed in a manner incompatible with those
purposes;

o shall be adequate, relevant and not excessive in relation
to the purposes for which they are processed;

o shall be accurate and, where necessary, kept up to date;

o shall be kept only for so long as necessary;

o shall be processed in accordance with the rights of
customers under the Protection of Personal Data Law
of 2001 (the “Law”);

e appropriate technical and other measures shall be taken
against unauthorised or unlawful processing or
accidental loss or destruction of, or damage to, personal
information;

e other than Lebanon as specified hereinbelow, shall not
be transferred to a country or territory outside the
European Economic Area unless that country or
territory ensures an adequate level of protection for the
rights and freedoms of the customers in relation to the
processing of personal information.

Transfer of Data to the Bank’s Headquarters in Moscow
The Bank is a branch of Promsvyazbank PJSC, which has its
headquarters at Smirnovskaya Street 10, P.C. 109052, Moscow,
Russia (“PSB Russia”). As such, the Bank’s servers are linked
with the central servers of PSB Russia, located in its
headquarters. Even though the headquarters have access to the
data held by the Bank, the headquarters may not process these
data by changing, amending, adding, storing, transmitting,
deleting or destroying them; the role of the headquarters in this
respect is only consultative in nature, pertaining to the services
provided by the Bank.

Rights of Access to Data
Customers have the right to be informed of the data the Bank
holds about them. The Bank may charge a fee for providing
such information in writing to the customer.

Inaccuracies in the Data Held by the Bank
If the Bank becomes aware of any inaccuracies in the
information held about the customer, or that such information is
misleading, the inaccuracies will be corrected or deleted
immediately. If the information has been disclosed to others,
they will be notified of the corrections made.

Customers shall ensure that the information they provide to the
Bank are true and accurate and shall not place the Bank in
breach of any national or foreign law.

Data Storage and Data Controller
Information and records relating to customers are stored
securely and are only accessible to authorized personnel of the
Bank.
Information is stored for only as long as it is needed or
required by law and is disposed of appropriately.

The Bank is the data controller. The Bank may be notified in

crenyromniee:

¢ TMYHbIEC NaHHBIEC JOJDKHBI 00pabaThIBATHCS CIIPABEIUIMBO U B
COOTBETCTBHH C 3aKOHOM;

® TMYHbIC JAHHBIE JOJDKHBI OBITH MOJYYEHBI B OMPEACICHHBIX
NIPaBOMEPHBIX I[EIIX W HE JODKHBI 00pabaThIBaTHCS
Croco0amu, He COOTBETCTBYIOIIUMH JTAHHBIM IIEJISIM;

® IMYHbIE JAHHBIE JIOJDKHBI  OBITh  JIOCTOBEPHBIMH U
pENeBaHTHBIMU W HE JOJDKHBI OBITh HM30BITOYHBIMH MO
OTHOIIICHHMIO K LIEJISIM, B KOTOPBIX OHM 00pabaThIBArOTCS;

® TMYHbIE JIAHHBIC JIOJDKHBI OBITh TOYHBIMH M JOJDKHBI
OOHOBIIATHCS IO Mepe HEOOXOIMMOCTH;

e MMYHbIC JAaHHBIC JOJDKHBI COXPAHATHCS POBHO CTOJNBKO,
CKOJIBKO HEOOXOIHUMO;

® TMYHBIC JaHHBIC JOJDKHBI 00pabaTHIBATHECS B COOTBETCTBHH C
IpaBaMM KJIMEHTOB IO 3aKOHY O 3allUTe NEePCOHAIbHBIX
nmaHHbIX 2001 1. («3aKkony);

® JIOJIXKHBI OBITH MIPEAIPUHSITHI COOTBETCTBYIOIIUE
TE€XHUYECKUE U JPYTue Mephl IPOTUB HECAHKIIMOHUPOBAHHOMN
WIN  HE3aKOHHOW  00paboTKH,  Cily4ailHOH  IOTepH,
YHUYTOXKEHUS U MOBPEXICHUS MEePCOHANBHO
nHdopManuy;

e MMYHbIC J@HHBIE HE MOJDKHBI IIEPEAaBaThbCs CTPaHE WIIH
TEppUTOpUHU 3a mnpeaenamMu EBpomneickoil 3KOHOMUYECKOM
30HBI, 32 UCKIOUeHHEeM JIMBaHa, KaKk yKa3aHO B HACTOSIIEM
JOKyMEHTE HIDKE, €CIIM 3Ta CTpaHa WM TEpPUTOpUS HE
obecrieynBaeT IOJDKHBIH YpOBEHb 3aIIUTHI MpaB U CBOOOT
KIMEHTOB B  OTHOIICHMM 0OpaOOTKM  IEepCOHAIbHON
UH(DOpMALH.

Ilepenauya naHHBIX B ri1aBHbIH 0puc banka B Mockse
bank seustiercs ¢unmanom [TAO «IIpomcBs3b0aHKk», TIaBHBIN
odrc KOTOPOro pacmoyiokeH mo amapecy: Poccus, 109052, r.
Mocksa, yi. CmupaoBckas, 1. 10 («IICB Pocceus»). CepBepsl
baHka kak TakoBBIE COEIMHEHBI C LEHTPAIBLHBIMU CEpPBEpAMU
«IICB Poccus», pacroyio)keHHBIMH B TJIABHOM oduce OaHKa.
HecMmotps Ha TO, 4TO INaBHBIN O(HC UMEET TOCTYI K JaHHBIM,
KOTOpBIE  XpaHWUT baHK, TiaBHBII oduUC HE MOXET
oOpabaTbIBaTh  J@HHBIE  IIOCPEICTBOM WX  HM3MEHEHUs,
UCTIpABJICHUs, TOINOJHEHUS, XPAaHEHUs, Nepefadd, yIaJeHUs
WK pa3pylIeHHs; B 3TOM CMBICIE POJb TJIaBHOTO oduca Mo
CBOEMY XapakKTepy TOJIbKO KOHCYIbTaTUBHAS U KacaeTcs yCIyrT,
KOTOpBIE IIpefocTasiisieT baHk.

IMpaBa aocryna K 1aHHbIM
KimeHTs UMEIT MpaBO MONYYHTH NAHHBIE, KOTOphle baHk
XpaHUT O HHX. baHK MOXeT B3BICKMBaTh IUIATy 3a
MPEOCTaBIICHIE KIUEHTY TaKoi MHPOpPMAalWU B IMHCEMEHHOM
BHJIE.

HeTrouHnocTy 1aHHBIX, KOTOpbIe XpaHUT bank

Ecnu BaHKy CTAaHOBUTCS M3BECTHO O KaKMX-IMOO HETOYHOCTIX
nHpOpMaLNH, KOTOPYI0 BaHK XpaHUT O KIMEHTE, UM 4YTO 3Ta
nHpOpManus BBOAUT IOJb30BaTeNeil B 3a0IyXKJeHHE, TO BCE
HETOYHOCTU HE3aMEAJIUTENILHO UCIIPABIISIFOTCS WU yJAIISIFOTCS.
Ecmu wunpopmamms Oblla pacKkpelTa IpYTHM JIHIIAM, OHH
JIOJDKHBI OBITH YBEJOMJIICHBI O BHECEHHBIX UCTIPABIICHUSX.
Kiuentsl rapaHTupyloT, 4TO HWH(MOpMAILUs, KOTOPYIO OHH
IpeJoCTaBIsAIOT baHKy, JOCTOBEpHAs U TOYHAsI U HE MPUBEJET
K HapymeHuto baHkoM Kkakux-nmnbo ¢dexepanbHBIX WK
HMHOCTPaHHBIX 3aKOHOB.

XpaHeHHe JAHHBIX H KOHTPOJLIEP JAHHBIX
Wudopmanus M 3anmmucu MO KIMEHTaM HAAEKHO XPaHATCA U
JIOCTYIIHBI TOJIbKO YIIOJIJHOMOYEHHOMY IIepcoHally baHka.

Wudopmanus XpaHUTCSE POBHO CTOJIBKO, CKOJIBKO HEOOXOIHUMO
win TpebyeTcs IO 3aKOHY, M YAAIAETCS COOTBETCTBYIOIINM
o0Opazom.

BaHk sBisieTCsl KOHTPOJUIEPOM 00pabOTKM JIaHHBIX. baHk



respect of this Data Protection Policy at 35, Grigori Afxentiou
Street, 4003 Mesa Geitonia, Limassol, Cyprus (if a document
will be sent by post/courier or by email at Cyprus@psbank.ru.

Informed Consent
The customer herewith declares and acknowledges that he/she
understands and agrees with this Data Protection Policy.

The customer hereby consents to the transfer of his/her data to
the headquarters of the Bank in Smirnovskaya Street 10, P.C.
109052, Moscow, Russia, as described hereinabove.

The customer confirms that the information provided to the
Bank is true and accurate.

MOXET OBbITh yBEJAOMJICH O Hacrosuied I[loMuTHKe 3aIIUThI
NaHHBIX 10 aapecy: Kump, JInmacon, Meca I'erorust 4003, yir.
I'puropus  Adxcentny, a. 35 (ZOKyMEHT MOXKeT OBITh
OTIPaBJIEH IO [OYTE, KYPhEPOM I 110 JIEKTPOHHOU MOYTE 10
anpecy Cyprus@psbank.ru).

Coriiacue, 0CHOBAaHHOE HA NOJy4eHHOI nHpopManun
KimeHt HacTOsSIMM 3asBiIsieT W NpPU3HAET, 4YTO OH/OHA
MOHUMAET U cornamaercss ¢ Hacrosued [lonuTukoH 3aluTel
JIaHHBIX.

KimeHT HacTosIMM corjaniaeTcs Ha Iepeaady ero/ee JIaHHBIX
B MIaBHBIA oduc baHka, KOTOPHI pPacmoJOXKEH IO anpecy:
Poccus, 109052, r. MockBa, yin. CmmpHOBckas, 1. 10, xax
YKa3aHO B HACTOSIIEM JOKYMEHTE BBIIIE.

Kiment moareepxnaer, uyto HH(GOpMAIWS, NPEIOCTaBICHHAs
banky, mocToBepHas ¥ TOYHAS.
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